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AN ACT

1 Amending Title 1L (State Government) of the Pennsylvanj-a
2 Consolidated Statutes, providing for informatj-on technology;
3 establishing the Office of Information Technology and the
4 Information Technology Fund; providing for administrative and
5 procurement procedures and for the Legisl-ative Cybersecurit.y
6 Oversight Committee,' and imposing penalties.

7 The General Assembly of the Commonwealth of Pennsylvania

B hereby enacts
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Section 1

Consolidated

Subchapter

A. Generaf Provisions

as follows:

Part V of Title 1I of the Pennsylvania

Statutes is amended by adding a chapter to read:

CHAPTER 43

INFORMATION TECHNOT OGY

B. Office of Info rmati on Technol oov

Procurement and

D. Securitv

E. Enforcement and Penalties

SUBCHAPTER A
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1

2 Sec.

3 4301.

GENERAL PROVISIONS

Scope of chapter.

4 4302. Findinqs and deqlerctranE-
5 4303. Definitions.
6 S 4301. Scope of chapter.

This chapter relates to administrative procedures and

r urement re ardi

S 4302. Findinqs and declarati-ons.

The General Assemblv finds and declares the fol-l-owinq:

( 1 ) The Commonwealth has st ruoolecl to keen informat.ion

technologv costs under control
(2\ Manv of the Commonwealthfs information technoJ-oqv

contracts extend we.l-1 bevond their anticipated date of

compl-etion.

(3) The Commonwealth can be CT l_ n to reclrrr:e i nformati on
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techno-l-oqv costs bv the consolidation of information

technoloqv functions and resources within the executive

branch.

( 4\ Consolidation of info aii on lechnol oov serwi ces

will not onJ-v reduce costs but create more efficient
information technolosv operations.

(5) Bv reforminq the Commonwealth's outdated approach to

information technoloov, the C onwea I th can i mororre cla I a and

analvt.ic capabil-ities and improve cvbersecuritv
(6) The improvement of operations will- enhance taxpaver

isfaction and make it e

(1 \ Consolidation of information technolo cf \/ ser \/"1 ces

must be desiqned to improve ac countabilitv and transoarencv

to taxpavers and enhance the CommonwealLh's data and
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1 analvtics capabilities.

2 S 4303. Definitions.
3 The followinq words and phras es when used 'i n lhi s chaot-er

sha l I have the meaninos oiven to them in this section unless the

context clear]v indicates otherwise:

" Director tt The adminlst at'i rre heacl of lhe of f i ce -

"Di-stributed information technol-oqv assets Hardware,It

software and communications eou'i nment nol- classifiecl as

traditionaf mainframe-based items i nr:l ucli no - hut not .l i m'i tecl

to, personal computers, l-ocal a rea networks, servers, mobile

computers, peripheral- equipment and other rel-ated hardware and

software items.

"Electronic bidding. " The electronic solicitation and

receipt of offers to contract.

"Fund. " The Information Technoloqv Fund established under

section 43I6 (rel-atino to I f orma t 'i on Technol oov tr'uncl )
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" Independent aoencv. 'r A board COMMIS S i on - arrthori tv or

other asencv of the Commonwealth that is not subiect to the

poficv supervision and control of the Governor. The term does

not include:
( 1 ) a court or aqencv of th uni f i ecl irrcl i ci al sv.stem; or

(2\ the General Assemblv or an a cfenc of the Genera

Assemblv.

"Independent department. " Anv of lhe folIowino:

1 The De artment of the Aud t T Canar: ln r)

(2) The Treasurv Department.

(3) The Office of Attornev General-.

(4\ A board or commission o f an ent i trz rrncler na raoranh

(1), (2) or (3) .

"Information technoloqv. " Hardware, software and
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1 tel-ecommunications eguipment, includinq, but not limited to, the

2 followins:
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( 1 ) Personal computers .

(2) Servers.

(3) Mainframes.

(4\ Wired or wireless wide and l-ocal- area networks.

(5) Broadband.

(6) Mobile or portable computers.

('7 \ Peri'oheral- equipment.

(8) Telephones.

( 9 ) Wireless communications .

( 10 ) Handheld devices .

(11) PubIic safetv radio services.
(L2) Facsimile machines.

(13) Technol-osv facifities, includinq, but not limited
to, data centers, dedicated traininq facilit.ies or switchinq

f acil-ities .

( 14 ) Ot.her relevant hardwa re ancl sof twa re i t ems or

personnel tasked with the p fannino, impfementation or suooort

of technologv, incl-udinq hostinq or vendor-managed servr-ce

solutions.

"Information technol-ogv securitv incident." A computer-based

activitv, network-based activit or paper-based activitv which

resul-ts directlv or indirectl-v in misuse, damaqe, denial- of

servi-ce, compromise of inteqritv or foss of confi-dentialitv of a

network, a computer, drr aoolication or data.

"Office. " The Office of Information Technoloqv established

under Subchapter B (relatinq to Office of Information

chnol-

"Reverse auction." A real-time h

2011D05407 4

nurc asrnarn rocess in whi r:h



l- vendors compete to provide qoods or services at the lowest

2 seflinq price in an open and interactive el-ectronic environment.
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rf Scr- retar The Secreta r\/ of Adminiqlr:lion\/- ft

"State aqencv.r' Anv of the followinq:
(1) The Governor's Office.
(2\ A deoartment. board, commission- a uthorit oro ther

aqencv of the Commonweal-th that 1s subiect to the pol-icv

u ervision and con

(3) The office of Lieutenant Governor.

(4\ An independent asencv.

SUBCHAPTER B

OFFICE OF INFORMATION TECHNOLOGY

Sec.

4311. Establishment of office.
4312. Duties of office.
4313. Transfer of dutles.

4314 . Director.

4315. Planninq and financinq i-nformation technofogv resources.

431,6. Information Technology Fund.

4 3 1't Information technol-o rannrl_ qaf \7

4318. Financial reportino and accountabilitv

4379. Statewide el-ectronic portal and annual report.

4320. Budqet for information technoloqv.

4321-. Commonwealth oortal

4322. Information technoloqv request.

S 4 311 . Establ-ishment of of f ice .

The Office of Information Tec noloov i s e.stab'l i shecl wi thi n

the Governor's Office of Adminlstration.

S 4312. Duties of office.
(a) Duties qenerallv.--The office shall:
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( 1 ) Conso'1 i ciate inf ormation technolo cr\/ frrnr:t ions -

Dowers, duties, obliqations i nfrastructure and suooort

ed in St.ate a

(?\ Di rect the manaoement and o erations of informal'i onn

technoloov serv ces for each State aoencv, includin but noat_ I

limited to, t he followino
('i ) The clevelonment- of ra rities and strate cf l_c.)

plans .

(ii) The manaoement of inf ormal'i on technol oov

investments, procurement and poficv.
(iii) Oversiqht of each St-al-e aoencv to ensure

wa h the rOVI S ]-ONS

f3) Recommend anv chanoes to staffin .I or onerati ons

reoardino info t i on t-echnol oov -

(b) Soecific duties.--As par of lhe oeneral duties under

1

2

')
J

4

5

6

1

8

9

10

l1

L2

13

I4

15

L6

L1

1B

I9

ZU

2I

22

23

24

25

26

21

z6

29

30

subsection (a), he office shall:
(1) Assist in develooino annual in formati on lechnol oov

strateoic pl-ans for each t-ate aoencv that include

priorities, coo rdination and monitorinq of re source use and

exoenditures, oerformance revi ew meA slr res - rrroclr rement and

n and lannin mea

(2\ Rev.i ew ancl annrove the information technol oov nl ans

for each Sta

(3) Consult with the Govern rrs Offi ce of the Budoet on

bucloef-arv matters reoardino information ter:hnol oov nl anni no

and procurement.

(4\ Create an advisorv str clrrre l.o advi se on matters

hnolo and data o

(5) Esl-abl i sh and maintain an informatio n teehno'l oov

portfo sement process for overafl
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information technol-ogv program obiectives, al-ignment with

priorities, budqets and expenditures.
(6) Identifv common info ali on ter:hnol ocrv busi ne.ss
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functions within each Stat.e asencv.

(1\ Make recommendations for consolidation, integratron

and investment.

(8) Facilitate the use of common t.echnofoqv, as

appropriate.
(9) Exoand the use of pro-iect mana cI ement methodolo af l_ es

and principl-es on information technology proiects, incfudinq

measures to review proie ct clel irrerv ancl ouaI itv-

(10) Ensure compfiance bv each State asencv with

reguired business process reviews

(11) Maintain a central- procurement orqanization.

info

(12) Procure or supervise the procurement of all-

rmation techno]oov.

( 13 ) Oversee information technofoov contract issues,

monitorinq and compl-iance.

(14\ Serve as a liaison between State asencies and

contracted informa tio n ]-or.hnnl nrvrr.rrondnrq

(15) Alion the approoriate technol-o orz anci nrocrr rem lr nt

methods with the service strategv
(16) Establish an information technolosv architecture

framework that ooverns info ti on ter:hnol oov i nrrestmenls -

This architecture framework shall include the followino, as

appropriate:

(i) The development of standards, pol-icies,

processes and strateq ic technoloov roadmaos.

(ii) The performance of technical reviews and

capabil-itv assessments of services, technoloqies and

20L1D05407 1



tate a c

(iii) The eva-Iuation of re CTuests for 1 nformalion

techno-l-oqv pol-icv exceptions.

(77\ Develop and implement efforts to stanclardiz.e clata

rmine data ownershi ASSl- nments

(18) Develop and maintain a comprehensive information

technoloqv inventorv.
(19) Monitor compl-iance with i-nformation technoloqv

policv and standards throuqh a architectural review Drocess.

(20\ Maintain and sLren t hen the Commonwea l th I s

cvbersecuritv posture throuqh securitv qovernance

(21) Devefop securitv sofutions, services and proqrams

to orotect data and i nf rastrrrctrrre -

(22\ Ident.ifv and remediate sec ru L \/ risks ancl mainla'i n

citizen trust in securinq computerized oersonal- information.
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(23) Implement proqrams, processes and solutions to
maintain cvbersecuritv situati na'l awa reness and ef f ect ivelv

resoond to cvbersecuritv attac ks ancl i nformal i on lechnol oov

securitv incidents.
(24) Foster a culture of si uational and risk awareness.

(25) Conduct evaluations and compliance audits of State

nc securit infra
(26\ Recommend and conduct the consol-idation of Stat e

asencv information technologv services, incfudinq, but not

limited to, infrastructure oersonnel - i nvestments.

operations and suooort services

(21) Establish and facilitate a process for the

identification, evaluation an onl,i mi zal-'i on of inf ormation

technolo cf \/ shared s a r\/'l rr F <

(28\ Establish. maintain and comm un.i r:ate serrri ee Ierrel

2017D05407 B



n for shared services

(29) Establish a process for
(1) the development and im'olementation of

telecommunications oolicies, .serrzi ces ancl i nfrastructrrre;

and

(ii) reviewinq and authorizinq State aqencv requests

f or enhanced servi-ces.

(30) Identifv opportunities for converqence and

Ieveraqi-nq existinq assets to r edrrce or el "i mi nat-e cluol i cat ive

telecommunication networks .

(31) Establish and maintain an information technol-oqv

service manaqement process l-i hrrarv 1-o oovern the servi ces
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a d to each State a enc

(32\ Establish a formal oovernance bod to eva]uate th

introduction of new information technoloqv services and the

retirinq of existinq info at.i on t-echnol oov servi ces -

e

(33) Establish metrics to mon'i tor the heal th of Lhe

services orovided and make ann ron riate co rreeti ons as

necessarv.

(34) Establish information technoloqv data manaqement

and devel-ooment po-l-icv framewo ks for each Sl,ate aoencv that

include nolicies, Drocesses and stancla rcls thal aclhere to

commonf v-accepted principles for, amono other thinos, data

qovernance, dat.a development a cl the oualitv, sourcino. use,

accessibifitv, content, owners 'i n ancl I i censi no of onen data -

(35) Create and maintain a c omn rehensive on en r.l a ta

portal for public accessibilitv.
(36) Provide quidance resarcli no the rtrocrrrement- of

suonlies and services related to lhe subiect malter of this

chapter.
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(37) Facilitate communication with the public bv

publ-ishinq open data pfans and pol-icies and bv solicitinq or

allowinq for public input on the subiect. matter of this
chapter.

(38) Ensure the internal examination of Commonwealth

data sets for business, confidential-itv, privacv and securitv

issues and the reasonable mitiqation of those issues, prior

to the data's release for ooen data Durooses.

(39) Develop and facilitate the enqagement with private

and other publ-ic stakehol-ders, includinq, but not limited to,

arranginq for and expeditinq data-sharinq aqreements and

encourasinq and facilitatinq cooperation and substantive and

administrative efficiencies .

(40) Develop and facilitate data sharinq and data

anal-vtics

(41) Oversee and manaqe the i-nformation technol-oqv

contracts of each State aqencv. The followinq shall- appl-v:

(i) The office shall obtain, review and maintain, on

an onqoinq basis, records of the appropriations,

allotments, expenditures and revenues of each State

asencv for information technol-ogv.

(ii) The office shall not manaqe but shall

coordinate efforts as necessarv and appropriate reqardinq

the information technologv contracts of an independent

department, the General Assembl-v and its agencies or the

aqencies of the -iudicial- branch.

S 4313. Transfer of duties

Upon the effective date of this chapter, information

technoloqv functions, powers, duties, obliqations and services

shafl be transferred to and vested in the office. The followinq

2011D05407 10
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n

shall applv:

(1) The chief information officer of each State aqencv

shall:
(i ) Renort cl'i rectl v to the cli reetor-

(ii) Work within the chief information officer's
respective State agencv on behalf of the office as an

empl-ovee of the of f ice.

(2) The salarv and costs related to the chief

information officer of each State asencv shalf be paid bv the

chief information officer's respective State aqencv from

r r_L t
l T n ra1 over n T L n

(3) The followinq shall applv for an emplovee of a State

aqencv who handl-es or otherwise has responsibilit.v for the

State agencv's information technol-oov services

(i) Except as provided in subparasraph (ii), the

emplovee shall be transferred to the office as an

emplovee of the State aqencv and operate i-n the phvslcal

location of the State agencv, but the empl-ovee shal-l-

report matters to the office and be supervj-sed bv the

office.

( _Ll- ) Subparaqraph (i ) shal-l- not. appf v to an empf ovee

who handfes proprietarv information technoloqv proqrams.

The emplovee shall- remain an empfovee of the State aqencv

and shall coordinate with the office.

S 43L4. Di-rector.

(a) Appointment and salary.--The secretary shall- appoint the

director and set the salarv of the director.
(b) Oualiflcations.--The director shal-l- be qual-ified bv

education and experience for the office.
(c) Duties.--In addition to other duties specified under

20L1D05407 71



this chapter, the director shal-l- manage the operations of the

office and do al-f of the fo l I owi no:

(1) Develoo and administer a r:omnrehensi rre I ono-rancre

plan to ensure the proper manaqement of the Commonwealth's

information tech ol ocrv resorrrces -

(2\ Set technical standards for information lechn o I oov

and review and approve information technoloqv proi ects and

budqets.

/?) F',slalrl is h inf .) rmation technolo d securit standar\/ r{e

( 4 ) Provide for the procurement of information

technoloqv resources.

(5) Develop a schedul-e for the reofacement or

modification of information technoloqv svsLems.

(6) Require and review reports bv each State agencv

concernino information technol ov assets- svstems- nersonnel
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and proiects and prescribe the form of the reoorLs.

(7) Prescribe the manner in which information technoloov

assets, svstems and personnel shall be provided and

distributed amon Slate acrenci es -

(B) Prescribe the manner of i n snec t i no or testi no

information technologv assets, svstems or personnel to

determine compliance with information technoloqy plans,

speci f icati-ons ancl rectuirements-

(9) Hire Dersonnel as necessar to nerf clrm lhe funr:t'i ons

of the office.

S 4315. Pl-anninq and financinq information technoloqv

resources

(a) Development of policies.--The director shall develoo

necessarv policies for State agencv information technol-ogv

lannin

20L1D05407 T2



(b) Devefopment of pl-an

(1) The director shall- anal-vze the information

technol-oqv svstems and develop a plan to ascertain the needs,

costs and time frame required for State aqencies to

efficientlv use information technol-oqv svstems, resources,

secrrri lv ancl clala manaoemenl t achieve the DurDoses of this

chapter. The plan mav include current appl-ications and

infrastructure, miqration from currenL environments and other

nfo rmal i on necessa T for fiscal- or technofoov pl-annino
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(2) The director shalf devefop strateqic pfans for
information technol-oqv as necessarv.

(c ) Consul-tation and cooperation. --
( 1 ) In determinino whether a strateqic pfan is necessarv

for a State asencv, the director shall consider the State

aqencv's operational- needs, functions and performance

capabilities.
(2\ The direct.or shal-l consuft with and assist State

agencies in the preparation of pfans under this subsection.

(3) Each State asencv shalf activelv participate in

preparing, testing and implementinq an j-nformation technoloqv

n'l an a.s clelermi necl klrz lhe cj j ector. A State aoencv shall
provide all financial informatj-on to the director necessarv

to determine ful1 costs and expenditures for informati-on

technoloqy assets, includinq resources provided bv the State

acf enc or throu h contracts or orants

(4) Each State aqencv shal-l prepare and submit pfans as

required bv the director.
5 A n l-an brz a State a .I encv shall be submitted to the

director no later than October 1 of each even-numbered vear.
(d) Bienniaf pfan.--

2011D05407 13



(1) The director shall- erre.l oo a biennia'l St-ate

Tn f ormat'i on Technoloov Plan, which shall be t. ra n sm'i t t ecl Lo

the General- Assemblv in con-t unction with the Governor's

budqet submission that vear

(2\ The biennial olan shall include the fol I owi no

elements

(i) An inventorv of current information technoloov

assets and ma-ior Proiects.
(ii) An inventorv of si i ficant unmet needs for

information technoloov resourc es o\/er a fi rze-vear time

per with a rankinq of the unmet needs in

riorit orde

(iii) A statement of the fi nanci a l reoui rements.

tooether with a recommended fundincl sr:heciu'l e f or ma i or

oroiects in prooress or anticioated for aD 1-) rovaf durin o
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the upcomino fi sca I biennium-

(iv) An analvsis of opp rt-uni ties for Stat-ewide

i n'i t i atives that wouf d vield si oni fi cant effi ci enei es or

improve effectivenes s in State Droorams

(3) As used in this subsecti on, the term ttma-i or oroi ect "

includes a proiect costinq mo e l-han S500.000 to imolement.

€ A?1 R Tn farme l- a n Technolo E rrnrl

(a ) Establ i shment. --A restricted account is esta hlishecl in

the State Trea rv to be known as the Informat i-on Technoloov

Fund.

(b) Receint of monev.--The fund ma \/ rer:ei rre monev for lhe

operati-ons of the office and to ulfill the duties of the office

hi cha ter b t
(1) The transfer of encumb erecl funcls from each State

aoencv whi ch were desionated for info

2017D05407 I4
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u OSCS rior to
(2\ Transfers as authorized b the Gen e ra I A.s s emkr rz lhatI

are not al-readv prov-ided for under this section.
(3) Aoorooriations f rom the Genera I Frrncl -

( 4\ The transfer of a oortion of a State a cf enc \rf s funcls

reqardinq general qovernment operations for information

technoloqv emolovees.

(c) Use of fund monev.--

(1) Subiect to paraqraph (2), the director shall- approve

the disbursement of monev from lhe f rrncl - wh i eh sha I I be usecl

for the followinq purposes and other feoitimate ourooses:
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(i ) Pro-r ect manaqement .

(ii) Securitv.
(iii) E-mail- operations

(iv) State portal- operations.
(2) Expendltures made from the fund which i-nvolve monev

appropriated from the General Fund shall be approved bv the

director.

S 43L'7. Information technoloov reoorts.

(a) Report on office operations.--Bv Februarv 1 of each

vear, the director shall- issue an annual report regardinq the

of f ice. which shal-L at a mi 'i mrrm. 'i ncl ucie lhe f ol I owi no:

(1) Current cash balances.

(2) Line-item details on expenditures which occurred

followinq the previous biennial- report.

3 Antici 1')ated e endituXN raq .anri ra\/Fnrreq

(4\ The financial- activities of the fund. incfudino fund

expenditures, durinq the immediatelv prior fiscal vear.

(b) Issuance.--A report un er subsect i on (a ) sha l l be

submitted

2011D05407
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( 1 ) The Secretarv of the Budqet.

(2) The fndependent Fiscal- Office.

(3) The chairperson and mi-nori-tv chairperson of the

Appropriations Committee of the Senate.

(4\ The chairperson and nori lrz r: ai rnerson of theh

Appropriations Committee of the House of Representatives.

S 4318. Financial reportinq and accountabilitv.
(a) Devel-opment of processes.--The of fice, al-ong with the

Secretarv of the Budqet and the State Treasurer, shall- develop

processes for budqetinq and a counti no of exoenditrlres for

information technologv operations, services, proiects,

infrastructure and assets across all- State aqencies.

(b) Included information.--The budqetinq and accountinq

processes under subsection (a) \/ inr:lucJe information recrarclino

1

2

3

4

5

6

1

I

9

10

11

L2

13

74

15

76

I1

1B

I9

20

21-

22

24

25

26

21

zo

29

30

the followinq:

(1) Hardware.

(2\ Software.
(3) Personnel -

(4) Trainino.

(5 ) Contractual servi-ces .

(6) Other items rel-evant to information technol-oqv.

(c) Reports.--Bv Februarv 1 of each vear, the director shall

also report to the General Assemblv the foll-owins information
(1) Services currentlv provided and associated

transaction volumes or other relevant indicators of

utilization by user tvpe.

(2) New services added during the prevj-ous vear.
(3) Services added that are currentl-v avail-abl-e in other

states.
(4) The total- amount col-l-ected for each service.

2071D05407 16



( 5 ) The t.otal amount remi tecl lo the St.at-e for each

c a r\tt 
^a

(6) The total amount remitted to the vendor for each

servl-ce

('7\ Anv other use of State data b the vendor and th

total amount of revenue coll-ected per use and in total.

e

/ 8',) U ser satisfactio n w i lh a:r'h qarrzi r'o

(9) Anv other issues associated with the provision of

each service.
€ 1?10 Ql:la wide electronic or .Frl rnr{ rnnrr=_l rannr.F

The office shall devel-op and ooerate a Statewide electronic

oortal to i-ncrease the convenie ce of the nubl i c in conciuctrno

online transactions with and ob ta'i nincr informalion from St-at-e
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oovernment - The nortal shaff be desi (.T ned to facil-itate a nd

improve public interactions along with communications between

State agencies.

4320. Bud et

The office. alono with the Se cretarv of Lhe Bucioet - shal I

develop and impl-ement a plan to manaoe afl information

technofoqv fundinq, includinq State and other receipts, as soon

AS ract

folfowinq shall aoplv:

( 1 ) Fundinq for information technoloov resources,

proiects and contracts shall be appropriated to and managed

b\/ the office
(2\ Fundino for the office's information t hnol oorz

shared services and approved c tracts shall remain with the

State a encre

(3) Information technoloqv

2011D05407 T1
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432L. Commonwealth or

Each State asencv shall functionall-v link its Internet or

electronic services to a centralized web portal- svstem

estabfished under this chaoter.

S 4322. Information technoloqv resuest.

A State asencv mav request siqnificant resources, as defined

bv the director, for the purpose of acguirinq, operatinq or

maintaininq information t.echnoloqv for the State asencv. In

addition to other information that mav be required bv the

director, the State aqencv shal-1 submit the followinq to

accompanv the reguesL:

(1) A.slalemenl sett"i no forth the followino:

(i) The needs of the State agencv for information

technoloqv and related resources, includinq expected

improvements to programmatic or business operations.
(ii) The resuirements for State resources, toqether

with an eval-uation of those resuirenents by the chief
information officer assi-gned to the State agencv which

takes into consideration the followinq:
(A) The State' s current technol-oqv.

(B) The opportunities for technofoqv sharinq.

(C) Any other facLors relevant to the analvsis

bv the director.
(2\ A review and eval-uation of the statement under

paraqraph (1) which is prepared bv the chief information

officer assigned to the State aqencv

(3) fn cases of an acsuisition, an expl-anation of the

method bv which the acquisition is to be fi-nanced.

( 4\ A statement bv the chief information officer

assiqned to the State agencv which sets forth viabl-e

20L1D05407 1B



1

z

3

4

al-ternatives, if anv, for meetinq the StaLe agencv needs in

an economical- and efficlent manner.

SUBCHAPTER C

PROCUREMENT AND BUSINESS OPERATIONS

5 Sec.

6 4331. Reportinq reguirements regardi-ng procurement.

7 4332 . Business continuit.v planninq.

I 4333. fnformation technol-oqv operalions

4334. Communications services.

4 335 . Pro-i ect approval standards .

4336. Proiect mana gement standards

4331 . Dispute resol-ution.

4338. Procurement of informati-on technoloqv.

4339. Review and approval of contracts.

4340. Purchase of certain esuipment prohibited.

434I. Refurbished computer equipment purchasins proqram.

4342. Data on reliabilitv and other matters.

S 4331-. Reportinq reguirements reqardj-nq procurement.

td, Bids. --A vendor submittinq a bid shall- disclose in a

statement, provided contemporaneousl-v with the bid, where

services wil-l- be performed under the contract souqht, includinq
anv subcontracts, and whether anv services under that contract,
'I n(] l-udin af an subcontracts are antici-oated to be oerformed

9

10

11

L2

13

t4

15

I6
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24
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outside the United States.
(b) Retention ancl reoorts---The cli rector shaI I :

('l ) relain the slalemenls reouired bv this section

reqardl-ess of the State aqencv that awards the contract; and

(2) report annuaflv to the secretarv on the number of

contracts .

{c) Recorcls of nrrrr:ha.se ch State aoencv which makes a--f,A
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cl'i rect ourchase of information technoloov throuoh the office

sha I I reoort directlv to the dire r:lor - who sha I I keen annua I

1

2

3

4

5

records of nformation technoloqv ourchases.

(d) Effect of section.--Nothinq in this sect on is int.ended

io conlravene anv existino treat \/- Iaw- aoreement or reolrl ation

6 of the United States.

t-n s continuit
( a ) Oversiqht . --The director shal-l oversee the manner and

means bV which information technoloqv business and disaster

recoverv o]ans for State agenc ies are crea1-ecl- reviewed and

updated.

(b) Disaster ecoverv pfanninq team.--Each State aoencv

shal-l establish a disaster recoverv pfanninq team to work with

the offi ce to develoo the disast er reco\/erv nl an ancl aclmi n i ster

and impl-ement the plan.

(c) Comoonents of olan---Tn develooino a disaster recove rV

all of the fo
( 1 ) Consideration of the or anizational, manaoerial and

1

I
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n in which the

(2\ An assessment of the tvpes and fikefv oarameters of

tmndisasters most I i kelv t-o occlrr and the resultant act s on

ea enc 's abi
(3) The listino of the protec tirre measrrres to be

implemented in nticioation of a natural or manmade disa ster -

(4) A dete nation whether the plan is adeouate to

f tion technol

(d) Submittal. --Each State aqencv shall submit its disaster

recoverv olan to the directo r on an annual basis and as

ested b

2011D05407
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(a) Functions.--fn addition to ot-her functions authorized or

b is cha ter the o

(1) Submit all rates and fees for common, shared and

Statewide informati-on technol- oov servi ces orovided bv t-he

the Bud et Office f

(2) Establish and operate centers of expertise for

soecific information technoloq i es ancl servi ces to serve two

or more State agencies on a cost-sharino basis, if the

director, after consultation w th the Budoet Office. decides

it is advisable from the st andnoi nt of ef f i c'i encv and

economv to establish these centers and services.
(3) Charqe each State aqencv for which services are

performed its proportionate pa rt of the cost of maintainino

and ooeratino the shared cent ers ancl serrli ces - subi ect- to
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approval- bv the Budoet Office

(4\ Require a St.ate aqencv served to transfer to the

de f inf ron

Drocessino eouioment, suppf i-es ancl nosi t.i ons reolrired bv the

shared centers and services
(5) Adopt pIans, policies and orocedures for the

acquisition, managemenL and u se of information technoloov

resources in State aqencies to faci'l i tal,e more ef f icient and

n I use of information tec
(6) Develoo and oromote trainin ro rams to efficien.In .I tlrr

implement., use and manage information techno-Loqv resources

rh rou .Thout St.ate ove rnmcn.l-rT

(b) Confidentialitv---No data of a confidential natrrre shal I

be entered into or processed th ouoh an information technoloov

svstem or network established under this chapter unti-l-

aoorooriate safeouards and other seclr ri tv mea s1r res a re aonroved
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bv the director and instal-led and fullv operational-.

(c) Cost sharinq.--Notwithstandinq anv other provision of

law. the office shall provide informati on er:h nolo cf \/ servr_ct es on

a cost-sharinq basis to:
(1) An independent department as requested bv the head

of the indepe ndent department.

(2) The General Assemblv and its aqencies as reguested

bv the President Dro tempore of lhe Senale ancl lhe Sneaker of

the House of Representatives

(3) The iudicial- branch as resuested bv the Chief

Justice.

(d) Estlmates and actual- expenditures.--Each State aoencv

shal-l furnish to the director upon resuest and on forms

prescribed:

(1) estimates of al-l info aii on lechno l oov ooods and
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services needed and required bv the State aoencv; and

(2) actual- expenditures for al-l- i-nformation technoloqy

qoods and services needed and required bv the State agencv

for the periods after the expenditures have been made.

S 4334. Communications services.

The director shall exercise authoritv for telecommunications

and other communications included in information techno]ogv

relati-n tot
aoencv. Tn discharoino this res onslbil-it the director shal-l-

do the f ol-lowinq:

(1) Provide for the establishment, management and

ooeration. throuoh State owne shin- brz r:ontrael or lhrorroh

commercial l-easinq, of the followino svstems and serv-ices as

thev affect the internal management and operation of State

aqencaes:

2011D05407 aazz,



( i ) Central tefephone s \/ tems ancl tel enhone

networks, includi-nq Voice ver fnternet Protocol and

commerci-al- mobil e racl i o svstems -

(ii ) Satel-1 ite services

1 VfS]ON S stems.

(iv) Two-wav r acJi o .srrstems -

(v) Microwave svstems

(vi) Related svstems ba ecl on telecommunication

technoloqies.
(vii) Broadband.

(2) Coordinat e the devel-opment of cost-s harino svstems

for resoective State aoencies for their nronortionate narts

of the cost of maintenance and onera lion of the svstems and

1
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services listed i n thi s section -

(3) Assist. in the deve I ooment of coordinated

tel ecommunications services or svstems wilhin ancl amono all

State aoencies and recommend, here annronriate. coooerative

utilization of tel-ecommunication facilities bv aoqreqatinq

users.

(4\ Perform traffic analvs i s ancl enoi neerino for all

t-el ecommunications services ancl svstems listeci in this

section.

(5) Es tel-ecommunications specifications and

clesions so as to oromote and srrnnort- comoat i bi litv of the

svstems within Stat.e aoencies.

(6) Provide everv thre vears an inventorv of

tel ecommuni cat ions costs, f acil-ities, svstems and oersonnef

within State asencies

('7\ Promote. coordinate and assis t i n the desi crn ancl

enqineerinq of emergencv t lecommunications svstems,
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includins, but not limited to, the 9l-1 emerqencv te.l-ephone

number Drooram, emerqencv medical- serrri ces - ancl other

emerqencv tefecommunications services.
( B ) Perform frequencv coordination and manaqement for

State aqencies and municj-p al-ities, incl-udinq all- public

safetv radio service frequencies, in accordance with the

rules and reoul-ations of t he Federal Communi cati ons

Commission or anv successor Federal agencv

(9) Advise al-l State asencies on telecommunications

manaoement olannino and re I alecl malter.s ancl nrorli cle

opportunities for traininq to users within State aoencies in

telecommunications technofoqv and svstems.

(10) Assist and coordinate the deve.Iopment of po.l-icies

and lono-ranoe olans, consistent wi lh lhe nroler:l i on of
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residents' riqhts to privacv and access to information, for

the acquisition and use of telecommunications svstems. All
oolicies and plans shal-l be asecl on crrrrent i nf ormat i on

about the Commonweal-th' s tel-e r:ommlrnieations acl'i rzities in

relation to the full ranqe of emeroino technolooies.

S 4335. Proiect approval standards.

(a) Review and approvaf .--The director shall- review al-l

information technoloqv proiects for each Stale aoencv- Proiect

aooroval mav be oranted uoon the directorrs determination that

(1) the pro-rect conforms to proiect management

procedures and pol-icies and to procurement rules and

policies; and

(2) sufficient funds are available for implementation.

(b) Implementat.ion.--Unl-ess expressfv exempt within this
chapter, rro State aqencv shall proceed wiLh an ijrfornaliqn
t er-h n 1o af\/ 1').) ect until the director-l 2l1nrar\rae lha nrni ar'+-

20L1D05407
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(c) Disapproval-. --If a pro-tect is not aooroved, the director

shafl specifv in writinq the q rounds for i-he di sannroval no

I ater than 15 business davs after makin the cle te rminal'i on- The

director ovide notj-ce of the disapproval, alono with the

orounds for the disaooroval to all of l-he followino:

(1) The State aqencv.

(2\ The Secreta of the Budoet -

1?) The ndcnI endent Fiscal O f f i ra

(4\ The chairoerson and minoritv chairoerson of the

Aoorooriations C ttee of l-he Senate-

(5) The chairoerson and mi norilv r:hairnerson of the

Appropriations Committee of he House of Reoresentatives.

(d) Suspension. --
( 1 ) The director mav suspencl an information technoloov
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proiect if the protect:

( i ) cloes not continue to meet the a1)n l- i cabl e clll al- ilv

assurance standards;

(ii) has exceeded its proiected costs; or

(iii) has failed to meet i ts oroiectecl comnl el-i on

date.

(2\ If the director suspends a oroi ect for a reason

under f n wrr an

the orounds for susoendino the nroiect no later than five

brrs'i ness davs after makino the determination. The 1 rect or.l

shall provide notice of the suspension, alonq with the

orounds for susoension, to a I 'l of the f o1 1 owino:

(i) The State aoencv.

(ii) The Secretarv of the Budqet.

(iii) The fndependent Fiscal- Of fice.

(iv) The chairperson and minori-tv chairperson of the
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a n Committee o

(rr) The chai roerson and minorit chairnerson of l.he

Appropriations Committee of the House of Re ore s entative s

(3) After a oroiect has bee n susnended - the Sl,ate

Treasurer mav no1- al Iow the transfer of monev fr om the Stat-e

aqencv to f urther impl-ement the proi ect unles s the director

approves an amended version of the plan f or the pro-r ect .

(4\ If a State aoencv attemots to continue to im1) lement

a oroi ect that is no l-onoer nnroved bv lhe ciirector and

expend additional monev for the oro-iect, the Stat.e Treasurer

shall orevent he transfer of funds and remit the intende cl

exnenditures into the fund. Af er remi t-t-'i no the unauthorized

exnenditure, the State Treasurer shalI 'i mmecliat.elv notifv the
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f oll-owinq:

(i) The director-
(ii) The Secreta rv of the Bucloet--

(iii) The chairperson an mi nori tv chai roerson of

t-ha Annrnnri:li nnq f' ttee of t.he1 Qan:.Fa

( i rr) The cha i roerson and minorit chai rn CI son of the

Appropri-ations Committee of the House of Renresentatives .

(e) Oualitv assurance.--Inf rmati on 1-echnoloov nroiects

authori zeci rrncler this chanter shall mee t a'l 'l nroi ect stancla rds

and requir nts established under t his chaoter.

(f) Performance contractinq.--A1l contracts between a State

aoencv and a orivate oartv for nformati on technol oov oro-iects

shall include provisions for vendor performance review and

accountabilitv, contract su nen s'i on or t ermination and

termination of fundinq.
(q) Contract Drovls_rons. --

(1) The ciirector mav reouire the foflowi ncr contract
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provr-saons:

(i) A performance bond.

(ii) Moneta v nenaIties-

(iii) Other performance assurance measur es for

proiects that are not complet ed within the snecified time

oeriod or that involve costs i n excess of those sr;eci fi ed

in the contract.
(2) Notwithstandinq the provisions under paraqraph (1)

which are included in the cont ract- the ciirector shall have

the aul-hori tv to susoend the Dro ect that is the basis of t he-1

contract.
(h) Cost savinos.--The direc tor mav rrt i 1) z.e cost savi nos

rea I i zecl on oovernment vendor artnershi n as nerformancen
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incentives for an information technologv vendor.

(f) Use of experts.--
(1) Notwithst.andino anv oth r nrorz'i sion of this chaot-er

to the contrarv. the di-rector mav reoui re a State aoencv to

enoaoe the services of orivate counsel or other e xnerts w irh

information technoloqv and inte llectual orooertv exnertise on

a particul-ar subiect matter if t.he Sl-ate aoencv i s develoorno

and imolementinq an informati on technoloov oroiect. wilh a

total cost of ownershj-p in excess of S5. 000. 000.

(2\ At the director's discre tion, the orivate counsel or

other expert under na rAcrranh (-l ) mav:

.L Review re cfl l ^^l^c> L5 f nr nrnrrnq: I q

( i i ) Review and orovide advice and assistance duri ncf

the evaluation of proposals and selection of vendors.

(ii-i) Review and neqotiate contracls associ atecl wi lh

the develooment, imofementation

maintenance of the proiect

20L'7D05407 27
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(3) Al the clirect-or's discretion the re afl l -irement uncler

oaraoraoh (1) mav also appl to information technoloov

Droorams that are seoarated in o inciirricirral nroiec1.s- if the

total cost of ownership for the overall Drooram exceeds

000.000.

S 4336. Pro-i ect ma naoement standards.

(a) Personnel.--Each State age ncv sha11 nrovide nersonnel if

necessarv to participate in proi ect manaoement - i mo'l emenl,al,i on.

l-est-'i no and ot-her activities for an information techno'l oov

ro

(b) Policies. --The director ha I I clerrel on of f i ce oo-l i ci es

fori mnlementino an aooroved oro ect whether t-l he nroi er:1- i s

undertaken in sinql-e or muf tiole ohases or comoonents.

(c) Proiect manaqement assistant.--
(1) The director mav desi nate a nroiect. manaoement
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assi stant to imolement an information technol oorz nroi ecl of a

State agencv.

(2\ A pro-t ect manasement a sistant for a State aoencv

shall:
(i) Advise the State aqe cv reoarclincr lhe initial

olannino of an information technol-o orz nroier:t- the

conlent ancl desion of a reouesl f r nr o1')o osal s contract

development, procurement and architectural and other

technical reviews.

(ii) Monitor proqress in the devel-opment and

implementation of an information technofoqv proi ect.
(iii) Provide status repor ts lo lhe State aoencv and

the director, including recommendations reoardi-no

nnnl i nrrarl innrn\r: I af : n inf rmation technolo I rlro e

(3) Personnel of the State aqencv to which a pro-iect
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mana 11 r vid riodic

reports to the proiect manas nt assi st-ant reoarcli no an

informat'i on t-echnoloov oroiect. Each renor t sha I 'l i ncl ude

information reqard ino lhe followrno:

(i) The State aoencv's busi ness reclui rements -

(ii) Appl-icabl-e faws and reoulations.

( iii ) Proi ect costs .

(iv) Issues related to ha rclwa re, sof twa re or

traininq.
(v) Proiected and actual completion dates for the

proi ect .

(vi) Anv other info rmation related to the

im'ol-ementation of the proiect.

4 1 Dis ute resol
(a) Rioht to reouest for review. --Tf lhe cli rector has

l-
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cli sannrorzecl or susoended an inf rmation technofo ro.) d\/ n ect o T-l

has cli sannrorred a Sl-ate adencv t s r Faft le st for an amended version

of the pfan for the proiect, he affected State aoencv mav

reouest the director to revisi t lhe cletermi nat i on about- t-he

oro-iect-- The reouest for review shall- be s rrhm'i led 'i n wri l ino tot

the director within 15 busin ss davs folfowino the State

aqencv I s receipt of the d isaonroval or susoensaon-

(b) Contents of reouest for erri ew---A reouest- for revi ew

uncler subsecl,ion (a) shall soecif the CT rounds f ort he Stale

aqencv' s disaqreement with the directorrs determination. The

State aoencv shal-l- incl-ude wit.h ts reouest a olan to modifv the

oroiect to meet the .li rectorts concerns.

(c) Notification. --
(1) Within 30 davs after initial receipt of a State

aoencvrs request for rev-iew, he cli rect-or shal I noti fv the
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State aoencv whether or not the n ro ect as modif-.'] cl - ma rz kre

implemented.

(2\ If the director appr s t.he i mnl emenl-at i on of a

mocli f iecl oroiect bv a State aoenc the director shal-l not i f rz

the State Treasurer and the Secretarv of the Budqet

immediatel-v.

S 4338. Procurement of information technol-oqv.

(a) General dutv of office. --Nol-wi l-hstancl i no Anv other

'orovision of l-aw, the of fice sha 'l I rtror:lrre all information

technoloqv for State asencies. The offlce shall- inteqrate

technoloqical review, cost ana I vs'i s and Droclrrement- for al l

information technoloov needs of Stale aoenr:i es to make

orocurement and imofementation of technolo cI\/ more res nsr_ven.)

efficient and cost-effective.
(b) Specific duties of office. --Subiect to the orov'i si ons of
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this chaoter. the office shall- harre the arrlhori lv ancl

responsibilitv to do the followinq
(1) Purchase or contract for all information technofoov

for State aqencies.

(2\ Establish orocesses, s eci f i cat i ons ancl sLancl a rcls

which shall aoolv to all info rmati on teehnol oov to be

purchased, l-icensed or leased bv State agencies.

(3) Establish processes, specifications and standards

relatino to information technol oov nersonal serrrices contract

reguirements for State aoencies

(4) Util-ize the purchasinq benchmarks established bv the

director.
(5) Provide strateoic sourcin cf T esolr ces anri n anni no tor I

compile and conso-l-idate al-I estimates of information

technoloqv qoods and services needed and reguired bv State
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agencl_es.

(6\ Reduce t.he size of informati-on technoloov proiects

to ensure that the proiects are manaqeabl-e and meet initial
estimates for oroi ect co ls ancl comn'l et'i on clales -

(7) Ensure that proiects utilize oroblem-based

procurement. As used in this paragraph, the term "probl-em-

based Drocurement" means a regues t f or bids hv a Stale acrencv

for an informati-on technoloqv proiect which details the

information technol-oqv needs of the State aqencv and soficits
T q als b bidders re ardin how t best men n d ai al .Fhnoa naarlc

(c) Confidentialitv.--

(1) Subiect to paraqraph (2), contract information

comoifed bv the office shall be macle A malter of nubl i c
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record after the award of contract.
(2) Trade secrets, test data and similar proprietarv

information and securitv information protected from

di-sclosure under Federa] or State law shal-l- remain

confidential.
(d) Electronic procurement. --The office mav authorize the

use of an electronic procurement svstem to conduct a reverse

auction and el-ect.ronic biddinq. The folfowinq app.Lv:

( 1 ) The vendor's price m v be rerrealecl cirrri no lhe

reverse auction.
(2\ The office mav contract wi-th a third-partv vendor to

conduct the reverse auction.
(3) Offers mav be accepted and contracts ma be ent e recl

bv use of electronic biddinq.

(4) A1l requirements relatinq to formal- and competitive

bids, includinq advertiseme l- seal ancl sionatrrre- are

satisfied when a orocurement is conducted or a contract
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entered in comp.I i ance wi th the reverse auction or el er:t ron'i c

irements es

(e) Bulk purchasinq.--

(1) The dire r:tor shal1 establish orocedures for t he

'orocurement of information technol-oqv throuqh ulk nurchases

The proc res mav incl-ude the followino

(i) The aqqreqation f hardware ourchases.

(i i ) The use of f ormal- bi cl nrocedrr res -

(iii) Restrictions on supplemental staffinq.

(iv) Ente ise software licensinq, hostino and

multivear maintenance agreements.

(2\ The director mav resuire State aqencies to submit

information tec nol oov orocrrrement reouests to the dena rlmen t

on October L Januarv 1 and lrne 1- or anot-her reoularlv

or:crrrrino schedule, of each fis cal \/eari n orcier to allow for
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bulk our r:ha.sino-

(f) Most adva ntaoeous offer---Al1 offers to cont ra r:t -

whether throuoh comneti ti rre bi cicl i no or other Drocurement meth oci -

shall be subiect to evafuation and sel ee1.i on bv acceotance of

the most advantageous o ffer to the Commonwealth.

(o) Considerat ons---Evaluation of an informa i on technol oov

nrrrnhrqo shall take i nl-n ^Ahc i rlarrli nn 1- h A f llowin factor

(1 ) The best va-Lue of the nrrrchase -

(2\ Comnl i ance with information te r:hnol oov nroi ect-

manaoement nolicies-

(3 ) Compl-iance with information technol oov securitv

standards and policies

(4\ Substantial- conformitv with the soeci-fications and

other conditions set forth in the s olicitation

(h ) Exceotions . --In additi on lo oermi tted waivers of
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com etitio
rnnl rz ln information technolo \r ann.Frrn.Fc =nrl nrn^rrraman'Fc.

(1) in the case of a pressinq need or an emergencv

arisino from an information techno'l oov seclrri tv i nci clent t or

(2\ in the use of master I i cen s i no or nlr rcha s'i no

aqreements sovernj-ng the office's acquisition of proprietarv

inteflectual ro e

(i) Award bv director --The director mav award a cost olus

percentage of cost contract for information techno-Loqy pro-Tects

As needed, the director shall re ort lhe cosl ol us oercentaoe of

cost contract to the f ol-l-owinq:

(1) The Secretarv of the Budqet.

(2 ) The Auditor General- .

(3) The chairperson and mi nori trz cha irnerson of the
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Appropriations Commi ttee of the Senate.

(4) The chairperson and minoritv chai-rperson of the

Appropri-ations Committee of the House of Representatives.

4339. Review a

(a) Submittal to director.--When the d l-l-aro rra I rre of e

proposed contract for the proc urement of information technoloov

eguipment, materiafs or supplies exceeds the benchmark

establ-ished under this chapter or bV the direcLer, a State

aoencv shal1 submit the proposed contract h et ot cli rer:tor for

review and approval or other ac tion deemed aoorooriate bv the

director.
(b) Considerations. --The dir r:tor sha I I cletermi ne whether

the 'oroposed contract under subsection (a) ensures comofiance

with the establ-ished processes, specifications and standards

applicabl-e to the information technoloqv purchased, licensed or

l-eased in this Commonweal-th, in 'l rrcli no eslab'l i shecl nroclrrement
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proces ses

( c) Determination. --The cl i recl,or shall oromotl notif the

State aoencv of t.he determination reqardinq the proposed

under su

(cl ) Notif ication. --Fo r contract awards oreater than J 25 00 0-

the director sh I'l orovide uodates on a ouarter v basi s Lo the

f ol-f owinq:

( 1 ) The chairoerson and mi norilv chairnerson of the

Appropr ions Committee of the Senate

(2\ The chair nerson ancl minoritv chairoerson of the

Annroori ations Committee of he House of Reoresentatives.

(3) The chairperson and minoritv chairperson of each of

the standino commi ttees of the Senate and House o f

Reoresentatives wi 1-h irrri scl .i et ion over the State a enc \/ wh i r:haf
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is a partv t.o the contract.

\ 4340 . Prr rn l.r r oa nf rarl a nm ent T nh'i l^'i {-ar{LN dl a

(a) Determinat on. --A State aoencv mav not pu cha se comnul,er

eorrioment or televi s-i ons- or enter into a contract with an

manufacturer, unless the director determines that the ourchase

or contract is in compfiance with the requirements under this

chapter
(b) Findinos --Tf lhe cli rector determines that a nu rr:hase or

contract is not in compl-iance with the reguir nts under this

chaoter, t.he director shall issue written findinqs reqarding the

noncomofiance to the State aoencv

S 434I. Refurbished computer equipment purchasino Drooram

(a) ont-'i on---The office shal- I offer a State aoencv the

ootion of ourc a s i no ref rrrbished comouter e cfu 'i nment f rom

reoistered c uler eouioment refurbishers whenever mosl

aoorooriate to meet the resnect i ve needs of th FS
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(b) Savinqs.--A State aqenc sha'l I clor:ument anv.sarrino.s

resul-tinq from the purchase of refurbished computer equipment,

incl-udinq, but not Iimited to, the initial acsuisition cost and

ooerations and maintenance costs The sarri nos sha I I be reno rl ecl

guarterl-v to:
(1) The director.
(2) The chairperson and minoritv chairoerson of the

Appropri-ations Committee of the Senate.

(3) The chairperson and minoritv chairperson of the

Approp riations Committee of the House of Representatives.
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(c) Requirements.--Partlcipatinq computer esuipment

refurbishers shalf meet all- procurement requirements established

bv the office.

S 4342. Data on reliabilitv and other matters.

(a) Maintenance of data.--The office shal-l maintain data on

equipment reliabifitv, potential cost savinqs and matters

associated with the refurbished computer equipment purchasing

program.

(b) Report.--The office shall transmit. a report reqardinq

the matt.ers under subsection (a) bv Februarv L, 20L8, and

quarterlv thereafter to the fol-Iowinq:

(1) The General Assembl-v

Qaa

4351.

(2) The Independent Fiscal- Of f ice.

(3) The Secretarv of the Budqet.

SUBCHAPTER D

SECURITY

Statewide security standards.

4352. Securit. st.andards and ri ek eqqaqqmanlq

4353. Assessment of compliance with security standards.
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1 4354. Leqislative Cvbersecuritv Oversiqht Committee.

s 4351. Statewide securitv standards.

(a) Est.ablishment. --
( 1 ) The director shall establish a Statewide set of

standards for information technol-o .I\/ secura lrz t oma x1m1 ze the

functionalitv, securi-tv and interoperabilitv of the

Commonwealth's distributed in formati on teehnol ocrv assets-

includinq the f ol-l-owinq:

(i) Data cfassification.
(ii) Manaqement.

(iii) Communications

(iv) Encrvption technolosies.
(2\ The standards under this subsecti-on shal-l conform to

the industrv's best. practices and standards reqardinq
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information technoloqv securj-tv.
(b) Review and revision.--The director shall- review and

revise the securitv standards annua.Lfv as necessarv. As part of

this function, the direcLor shall review periodicaflv existinq

securiLv standards and practices in place amoncr the various

State aqencies to determine whether those standards and

practices meet Statewide securitv and encrvption reguirements.

(c) Assumption of responsibi-l-ities.--The director mav assume

the direct responsibility of p rovidino for the informat.ion

technoloqv securitv of a State aqencv that fails to adhere to

securitv standards adopted under this chapter.
s 4352. Securit standards and\7 ri ek :qqa qman I q

(a) Standards.--Notwithstandinq anv other provision of law

and except as otherwise provided bv this chapter, afl

i-nformation technoloqv securitv goods, software or services

ourchased usinq taxpaver monev, o rforlrs tale acrencv or
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in a public facilitv, shalf be subiect to a'ooroval- bv the

director in accordance with securitv standards under this
chapter.

(b) Assessments.--The director sha1l conduct risk

assessments to identifv compliance and operational and strateqic
risks to the information tec ol oov network - The f ol I owi ncr

applv:

(1) The assessments mav include methods such as

nanol r ion testin fr ors imi Irl )T .6caccmah.F ma.Fhnrinl nni ac

(2) The director mav contract with another partv to

erform the

(3) Detailed reoorts of the r.i sk ancl secrrri lrz i ssrres

identified in the assessments shaff be kept confidential.

(c) Securitv audit.--The director shaff contract with a

1

2

3

4

5

6

1

I

9

10

11

I2

13

L4

15

I6

I1

1B

I9

20

2L

aaZL

23

24

25

26

a'1

zd

29

30

third art
audit of a State aoencv's info mal i on ler:hnol oov svslem - The

f ol-l-owinq shall applv:
( 1 ) The director shall determine a schedule for State

aqencv securitv audits.
(2\ The audit of a State aoencv sha I I be na i cl f rom

n ered funds of the S

(d) Notification and approval-.--Before a State aoencv mav

enter into a contract with another partv for an assessment of

network vulnerabilitv, the S ate adencv shall notifv the

director and obtain aporoval of the re cfll est. The ol-1f owl ncr

applv:

(l-) The partv conducting the assessment shal-l- provide

the State aoencv with a detailed renort of the secriri lrz

issues identified, which shall not be pubficlv disclosed.

(2) The State aqencv shall- provide the director with
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coni es of t.he cletailed reoort under nara .I IA nh (1)- whir:h

shafl not be pub I i cl v cl i scl osed.

(3) The State aoencv shall sslre a nubl ic reoort- on the

qeneral resufts of the assessment

(e) Effect of section.--Nothinq in this se tion shall be

const-rired to oreclude the Auditor General from assess'i no t-he

securitv Dractices of State inf ormation techno-Loov svstems as

L statutor du

n fc liance with s

(a) Frequencv. --The director shall biannuallv assess the

abilitv of each State aoencv and ea ch St-a l-e A oencv t s cont-racted

rrenclors t-o comolv with the current secu ri tv st-anclards

established under this chapter.
(b) Contents. --The assessme nt under this section shafl
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at a minimum

(1 ) The rate of comol-iance wi th the crrrrent seclrri tv

standards.

(2\ An assessment of secu ritv oroanization, securitv

practices, securitv information standards, ne twork securitv

architecture and currenL exp ncli lrrres of State funcls for

information technoloov securitv
(3) An estimate of the cos to rmn lement the securi tv

measures needed for State aqencies to fullv lv with the

establ-i shed standards.

(c) Submittal of information.--Each State actenc\/ sha.l I

submit information required bv t he director for the assessments

under this section.

rsecurit Oversi- hrc
(a) Estahrl'i shment and membershi- --The Le i s lativen (t

Cvbersecuritv Oversiqht Comm:- tee is established and shafl
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consist of t.he foll-owing members:

(1) The director.
(2\ The followinq individual s arlrlo'i nl-ecl bv t.he Presi dent

pro tempore of the Senate:

(i) Three members of the Senate.

(ii) A representative from the informalion

technol-oqv office of the ma i oritv caucus of the Senate.

(3) The fol-l-owinq individua s arlnoi ntecl bv the Minoritv

Leader of the Senate:

(i) Two members of the Senate.

(ii) A representative from the information
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1o office of t.he

(4\ The foflowino individuals a r)r)ointed b the S n ea ker

of the House of Representatives:

(i) Three members of the House of Representatives.

(ii) A reoresentative from lhe information

techno]oov of f i-ce of the mai orit \/ caur:lrs of the House of

Representatives.

(5) The foll-owinq individuals appointed bv the Minorit.v

Leader of the House of Renresentat irres:

(i) Two members of the ouse of Renre.sentati rres-

(ii) A representat.ive from the information

technoloqv offi-ce of the minoritv caucus of the House of

Representatives
(6) The Attornev General or a des i onee of the Altornev

General-.

(1 \ The chief info rmati on offi cer of:

a The Dena rtment of the Arrd i ].nr f]anora l

(ii) The Treasurv Deoartment.

(iii) The Office of Attornev General
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(iv) The Administrative Office of Pennsvlvania

Courts .

( I ) The Commissioner of the Pennsvfvania State Pofice or

a desionee of t e comm r ssr oner -

(b) Chairoerson and vice chair ners on ^ --The cha i rnerson ancl

vice chairperson of the committee shall be appointed bv the

President oro temoore of the Sen le ancl lhe Soeaker of lhe House

of Representatives as follows:
(1) Beqinninq on the effective date of this section and

ntil the followin
(i) The chairoerson of the committee shall be one of

the members of the Senate appointed to the commi-ttee.

(ii) The vice chairoerson of the committee shall be

one of the members of the Horrse of Renre.senlati rres
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appointed to the committee.

(2\ Except as provided in paragraph (1), a chairperson

and vice chairperson shalf serve for a period of two vears.

(3) At the end of each two- ea r rleri oci - lhe cha i roerson

and vice chairoerson of the committee shall rotate betwe ena

member of the Senate appointed to the committee and a member

of the House of Representatives appointed to the commi-ttee.

(4) A vacancv in the position of chairperson or vice

chairperson o f the committee shal-l be filled bv the

appoj-ntinq authoritv in the same manner as the oriqinal

appointment.

(c) Service of members.--Each memkrer of the eommi ttee .shal I

serve at the pleasure of the individual who appoi-nted the

member.

(d) Vacancies.--A vacancv i-n the membership of the committee

shall bre filfed bv the appointin cr authori lrz i n the same manner
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as the origina 1 aooointment

(e) Meetinqs. --
(1) The committee shall me et- at least on a ouarterlv

1 r than the first T

(?\ The chairoerson of the a.)mm 1 ttee with the consen I

of the vice chairoerson of he commi t-l-ee - mav scheclule

additional meetinq of the committee

3 Th T v-l- the

members of the committee with not i ce of the t i me ancl I ocat ron

of each meetino of the committee no later than one week ori or

to the meetinq. Notice sha I al so be orovided to the

Governor. the President Dro t emnore of the Senate and the

H use of Re resentat
( 4\ Not. i ce of the meetinos f the committee shall be.)
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rovided b

(5) A member of the commi- Itee mav nart-icinal-e in a

meetino of the committee in person - bv l-el econf erence - bv

rricleo conference or bv other means as a CI reed to b \/ lhe

n f h ttee
(6) A meetino of the commit t.ee shal I not be subiect to

65 Pa-C.S. Ch. 7 (relat 'i no to onen meet i nos ) -

( f) Ouorum. --
(1) For the purposes of adootino a reoort under this

section or conductinq commit ee brrsi ness that reouires a

vote of the committee, at leas a maioritv of the members of

the comm'i t-tee mrrst be oresent durin the meetin .I or otheaf rwt se

oarticipatinq in the meeti-nq s described in subsection (e)

(s) .

(2\ For the DurDoses of receivin cr teslimonv from an

i ncl i rri cirra I i nvi Lecl bv the chair
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testifv before the committee, al l east three members of the

cornmittee shall- be pres ent durino the meeti-no.

Test

(1) Rules reoardino test mon\/ before ihe stancl 'i no

committees of the General- Ass emblv shal-1 qovern testimonv

oiven to the commi ttee -

(2\ Written testimonv shall be made avail abl e lo lhe

members of the committee, reqardless of whether the member

was oresent durino the meetin o at wh'i ch t.he test-imonv was

gaven.

(h) Compensation.--A member of the committee shall- not be

entitled to comoensation as a me er of the eommi ttee but- mav be

reimbursed for actual and reaso nabl e exnenses 'i ncrrrrecl 'i n the

1

2

3

4

5

6

1

B

9

10

11

I2

13

T4

15

76

I1

18

I9

20

2I

1-Z

23

24

25

26

a1z,t

zo

29

tn

performance of duties as a member of the committee.

(i) Dutj-es.--The committee shal-l- review cvbersecuritv

ooficies and issue an annual renort on emeroi no cvbersecrrri tv

threats. reconrmended policv chan es ancl an assessment of crrrrent

cvbersecuritv within this Commonwealth. The renort s hal I be

transmitted to:
(1) The Governor.

(2\ The President pro temnore of lhe Senate -

l3\ The Sncaker of the House of Renraqanl:l-irroq

(4\ The Maioritv Leader and the Minoritv Leader of the

Senate.

(5) The Maioritv Leader and the Mi nori tv T,eacler of t-he

House of Representatives

(6) The Court Administrator of Pennsvlvania.

(i ) Deflnitions. --As used in fhi s secti on - the fol l owi no

words and ohrases shall have the me an l_n crs o'i rren lo lhem in this

subsection unless the context clearl-v indicates otherwise:
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1

2

3

4

5

6

"Commitlee. " The Leqislative Cvbersecurj-tv Overslqht

Committee establ-ishe uncler th i s sect i on -

SUBCHAPTER E

ENFORCEMENT AND PENALTIES

Qan

436L. Administrative and -iudicial review

7 4362. Unauthorized use for private benefit prohibited.

I 43 63 . Financial- interests .

4364. Certiflcation of s ttal without collusion.

S 4351. Administ.rative and iudicial review.

Actions taken bv the director uncjer thi s chaoter shall be

subi ecl, t-o review in accordance with 2 Pa. C. S. Chs . 5 rela t ino

to practice and procedure) and 1 (refatino to iudicial review) .

4362. Unau

(a) Offense.--It is unlawful for anv nerson - bv the lrse of

the powers, policies or procedures under this chapter, to

nrtrehase- attemot to ourchase, Drocure or atte mn tto n rocure a NV

propertv or services for private use or benefit.
(b) Criminal penalties and f nes---A rler.son that violates

9

10

11

I2

13

L4

15

T6

I1

1B

L9

ZU

2I

22

23

24

25

26

21

2B

29

30

subsection (a) commits a misdemeanor of lhe f .i rsl deoree - Ilnon

conviction. the Derson shall be liable to the Commonweal-th to

repav anv amount expended in v:-o ation of this chaoter, tooether

with an court cost

S 4363. Financ ial interests
(a) Offense. --

( 1 ) The director and anv other policvmakinq emplovee of

the office shalf not have a fi nanr:i a I i nterest or rlersona I

benefi ci a I interest. either di rectl or indirectl in the

purchase of or contract for information technol-oqv. The

financial- interest or personal- interest shall- extend to a
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corporation, p rtnershio, companv, trust, a ssociation or

other entitv rrrnishino information tec ol oov to the

Commonwealth or anv of its Stat aoencaes .

(2\ Consisten with rlaraoranh (1). the director or other

pol-icvmak q empl0vee mav not accept or receive, d rectlv or

i-ndirectlv, anv of the followinq:
( i ) Anvthino of mone larv or other valu whether bv

rebate, oift or oLherwise.

(ii) A oromise- oblioation or contract fo r f rrtrr re

reward or c ensation, reoardless of th business or

1

2

3

4

5

6

1

I

9

10

11

L2

13

I4

15

I6

L'7

1B

19

20

2L

22

l3

nonbusiness atrrre of t-he oromise, o I i oat'i on or

contract.
(b) Criminal penalties. --A person that viola tes subsection

td, commits a fe]onv of the third deqree. Upon convi tion, the

half be 1 or Stat

s A?AA C arl ification nf or.l-rmi l1-rl r^ri 1- h t collusio

(a ) Dutv- --Th direct or shaLl reouire bidders under thi s

chaot.er to cer ifv that each bid on informat on technoloov

contracts overseen bv the office is submitted competi tivelv and

without co1lusion.
(b) Gradino. --A erson that. nrovides a false cert ifieationn

under th'i s qocl i on r-ommi tsami qdema:ncrr of lhe f i T q tde d ree

Section 2. This act shall take effect immedj-ately.
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