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On behalf of the Police Commissioner of Philadelphia, Willie
L. Willlams, I would asl that the House Judiciary Commitiee and
all members of the House of Representatives support the CIRIA
amendnents and ensure that this critical piece of law cniorcement
legislation is passed and made into law during this 1egisla€ive
sesston., Like the law eniorcement agencies who have aliready
testiljed before you, the Piiladelphia Police Department !s in
line with them In support of these amendments and In its
commitment to having these necessary changes in the law made.

The amendments to section 9106 of the CHRIA are reosponsible
cﬁanges which more thun adequztely protect the rights of the
citizens of Pennsylvania while zlving the law eni -cement
community the technological hardware to face the criminal
challenges of today. Section 9166 Is cut of step with the
advancement of modern day computer equipment and out of line with
laws throughout the rest of the country. Even with these
amendments, Pennsylvania will remain the strictest state in the
nation regarding computerization of Intelligence and Investigative
infermatlon.

Law enforcement managers ne2d ccmputerization of these types
of Information to establish effectlve and efficient rocord
management systems. The net result of the changes to the CHRIA
from a management perspective will be lmﬁroved services to the
fleld officers and investigators as well as to the public irom
enhanced and sophisticated computer record systems. In
Philadelphia, reallocation of manpower and the discarding of
archaic and cumbersome manual file systems would be possible with

these amendments.



Law enforcement fileld officers and investigators also will be
able to have information and facts analyzed and evaluated in a
more productive fashion. Computer aided analyses should reduce
investigative time, thereby increasing the efficiency and quality
of Investigations while flield officers will benefit from the
information that can be disseminated regarding crime patterns and
facts about those individuals committing crime.

Iin short, Police Departments and similar agencies will be
able to use modern day technology to combat crime involving drugs
and violent crime in a more appropriate, useful and beneficial
manner.

Lt. Carre and myself have been urging legislators to support
these amendments for several months. During our discussions with
legislators and their staff, we have heard that there is
opposition on the grounds of "philosophical differences” with the
basic focus of these amendments and the improvements that law
enforcement would acquire by them. While this position may have
merit, as with any bill that provides governmental entities certain
abllities should be examined for the potential for abuse, the
bottom line focuz and reality, however, should not be skewed or
lost. With respect fo the CHRIA amendments, this bottom line is:
1. Law enforcement can streamline basic record systems and this

should create budgetary savings, particularly for large
departments such as Philadelphia.
2. Criminal investigations and the ability to analyze criminal

data will be enhanced significantly.



3. The safeguards and regulations, which are part of these
amendments, ccnirol how and when computerization of data
can be used and disseminated and acts as a sufficient check
and balance to prevent governmental abuse.

(Please note that law enforcement currently possesses ihe

abllity to collect and store intelligence information and most
departments have responsible policies in this area where there
is no statutory regulation. Thus, to receive the benefit of a
change in technology, law enforcement will actually be subject
to de facto regulation of intelligence and investigative
information.

Therefore, these important factors must be considered by the
House when the merits of "the phlilosophical oppositlon" to these
amendments are made, and when they are made, I would ask that the
following be considered:

- A philosophical point of view does not solve serial homicides
or crimes such as multiple rape and robbery cases which
Philadelphia encountered in the Center City Stalker case.
Computers would.

— A philosophical position does not breakdown a pornographic
ring of pedophiles that use computerized menu boards which
communicate through coded language to spread their unique
brand of tilth. Computers would.

— A philosophical stance will not establish cases against drug
and other organized crime networks by assembling, analyzing
and evaluating intelligence and investigative data to form the

basis for successful criminal prosecution. Computers would.



In closing, these realities call for the passage of these
amendments in order to facilitate the job of law enforcement by
giving it the equipment to work together and to wage a competitive
war against all crime as we approach the twenty-first century.

Thank you for your consideration and any support that you can

give for the CHRIA amendment.
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COST SAVINGS THROUGH AUTOMATED INFORMATION SYSTEMS
IN THE PHILADELPHIA POLICE DEPARTMENT

Background

In March, 1987, the Philadelphia Police Study Task Force
noted that "much of the success in managing a police
department and solving crime is dependent on how well the
organization manages the flow of information." They then
went on to recommend that "A strategic plan for Department
management information systems must be created and
implemented on a prioritized basis."

Following this recommendation, Mayor W. Wilson Goode provided
the Department with $70,000 to develop a formalized plan.

How the Study Was Conducted

To meet this objective, the Poljce Commissioner established a
committee of experts to oversee the development of the plan.
This committee consisted of the Executive Vice Presidents for
Information Systems of the SmithKline Beckman and Pennwalt
Corporations, the Managing Partner of the Philadelphia office
of the Arthur Young Company, the Chief of Staff of the Office
of the Managing Director, a director of the Philadelphia
Computing Center and several Police Department officials,
including the Deputy Police Commissioner for Administration.
The consulting firm of Arthur Andersen Company was chosen by
the committee to work with members of the Department to
devise the plan.

The committee met freguently and at length to review the
work. Non-police members of the committee, especially the
corporate vice-presidents, spent considerable time conducting
on-site interviews with Police Department personnel. The
corporations also generously contributed the use of
facilities, technical assistance, training and some funding
toward the project.

Conceptually, the primary question asked in researching the
plan was, "What information systems are needed to achieve
the Department's mission, improve planning and control,
increase cost-effectiveness and improve service to the
public?”



The Report's Conclusions

Based on this question, several systems were found to be
needed. Perhaps most critical to the Department were systems
for recording, tracking, and analyzing the activity of police
officers responding to over 1.5 million calls for assistance
annually and supporting systems to manage investigations,
prepare cases for presentation in court, and also scheduling
officers for appearance in court.

Incident System

The committee found that there are 154 police officers and 13
civilian department employees whose only function is to
process the paper documents generated by the 1.5 million
calls. An automated system, known as an Incident System,
properly designed and implemented could free these personnel
from this purely clerical role. The annual cost, as measured
solely in terms of the salary and fringe benefits of these
employees is $8.5 million.

In addition to these direct labor savings, additional savings
can be achieved through better planning, supervision and
deployment of officers and investigators. Further savings
could also be achieved by reducing the amount of time a
patrol officer takes to complete a particular task.

Investigation, Case Management and Court Notice Systems

The next largest potential-savings found by the planning team
was in the area of notifying and preparing cfficers for
appearance in court. A large degree of inefficiency was
found in gathering the many documents reguired for both the
defense and the prosecution, and in the scheduling and
notification of officers for court appearance.

The team noted that 34 police officers and between 12 to 35
civilian employee positions are devoted to gathering
documents and notifying other officers to appear in court and
could be replaced with appropriate automated systems. The
labor costs associated with these processes are between $2.1
million and $2.8 million annually,

In addition, it was estimated that overtime payments to
police officers called unnecessarily to court could be
reduced by a factor of between 5% and 15%. For FY 1890,
court overtime costs were $10,082,553. The estimated savings
could then be between $.5 million and $1.5 million.

The total savings to the Police Department from automating
these manual clerical positions may then be between S11.1
million and $12.8 million, annually. '



Other Agencies

In addition to these direct savings to the Police Department,
other agencies would be in a position to achieve collateral
savings. Although no attempt was made by the study to
document these savings, the Philadelphia County Court of
Common Pleas might achieve noticeable savings by disposing
cf cases more efficiently by reducing the number of
continuances caused by inefficient paper-work systems.

Similar savings may also be realized by the prisons, District
Attorney's and Sheriff's Offices.

Cost and the Impact of CHRIA

The estimated cost to purchase all systems recommended by
Arthur Andersen is approximately 511 million. In addition,
there would be recurring costs of approximately $1 million.
Mayor Goode has allocated $3.5 million to the Department
towards the development of an Incident Reporting Systen.

As an industry standard, computer systems are generally
planned to depreciate over a five-year period. Over a
five-year period, savings would be between $39.5 million and
$48 millicon.

It is important to note that the final cost of developing the
systems can vary. Impediments such as CHRIA can increase
development cost, while at the same time, reduce the
opportunity to achieve maximum savings.

One reason for this is the availability of software. There
are several less-expensive "off-the-shelf" law-enforcement
computer systems currently on the market. These systems were
developed and intended to be sold throughout the United
States and have several features which may be prohibited by
the unique constraints of Pennsylvania law.

In a report prepared by Arthur Andersen consultants on April
27, 198%, they noted that:

"Pennsylvania law may not permit the storage of all
investigative (i.e. text) information on a computer-based
system. If this law is strictly interpreted and the Incident
Reporting System design cannct store this information, many
of the expected benefits of the system may not be
achievable."



APPENDIX

COST SAVINGS THROUGH AUTOMATED INFORMATION SYSTEMS
IN THE PHILADELPHIA POLICE DEPARTMENT

Police COfficer
Salary per Current Contract

Fringe Benefits
Pension Contribution
Employee Disability
Legal Services Plan
Life Insurance
Health Insurance

Total Fringe Benefits

Total Salary & Fringe Benefits
per Police Officer

Salary and Fringe Benefit Cost
of 188 Police Officers

Civilian Employee (Clerk Typist II}
Salary per Current Contract

Fringe Benefits
Pension Contribution
Employee Disability
Legal Services Plan
Life Insurance
Health Insurance

Total Fringe Benefits
Total Salary & Fringe Benefits
per Civilian Employee
Salary and Fringe Benefit Cost
Between
25 Civilian Employees

and
48 Civilian Employees

£34,298.

$9,767.
1.,920.
240.
.B4
6,257.

96

$18,281

$52,579.

£9,884,991.

o0

62
00
00

28

.74

4

12

$20,135.

$3,221.
297.
144.

103

4,020.

§9,327.

829,462,

5736,5585.

00

60
36
o]e]

.92

00

21

21

25

£1,414,186.
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APPENDIX

Totzl Employee Caost
Salary & Fringe Benefits
188 Police Officers

AND

Between
25 Civilian Employees

and
48 Civilian Employees

TOTAL LABOR SAVINGS
Between
188 Police & 25 Civilians

and
188 Police & 48 Civilians

TOTAL COURT OVERTIME SAVINGS

Between % of $10 million

and 15% of $10 million

TOTAL SAVINGS

37
Qo

Page 2

$9,884,991,12

$736,555.25

$1,414,186.08

§10,621,546.37

11,299,177, 2C

500,000

$1,500,000

Reduced Labor
Reduced Cvertime

Between $10,621,546.
500, 000.
11,121,546.

and

§11,259,177.20
1,500,000,060

$12,799,177.20

TOTAL

Reduced Labor
Eeduced Overtime

TOTAL




EXHIBIT B

QUESTIONS AND ANSWERS ON WHY
INTELLIGENCE INFORMATION SHOULD BE COMPUTERIZED



CHRIA - COMPUTERIZATION OF INTELLIGENCE INFORMATION
Why should intelligence information be computerized?

The CHRIA amendments would benefit law enforcement
intelligence processes in three (3) ditfferent areas -
analysis, information management and security and privacy.

Is intelligence information really considered important
in law enforcement?

Intelligence information is essential to law enforcement.
It provides data necessary to link criminal organizations
and place members of such organizations "at the scene of

a crime”. The importance of intelligence information has
been highlighted at the national level in the drug area by
two (2) recent reports. Synopsis of both are attached

for your review and consideration. These reports are:

1. Toward a Drug Free America: A Nationwide Blueprint
. National

Association of Attorneys General, National District
Attorneys Assoclation
December, 198E Pps. 22 - 24

2. National Drug Control Strate

William Bennett, Office of Natjonal Drug Control Policy
September, 1989 pps. BB - 90

How would computerization ald analysis of intelligence
information?

Computerization improves the intelligence ftield's ability to
ascertain reliable information and chart organizations. For
example, a computer program can immensely aid reliability
factors which are necessary to establish a successful
intelligence file by analyzing the source and content of the
information and ensuring that only timely, accurate information
ls acceptable. Thus, it would help compliance with this
proposed law by refusing to accept data not up to prescribed
standards.

The charting of criminal organization groups by computer would
produce manpower savings as reliable intelligence information
can be sorted out from raw data to make accurate pictures ot
an enterprise.



What about information management of intelligence information
by computers?

As with investigative information, computerization ot
intelligence files would increase productivity and reduce
reliance on manpower to staff manual file sSystems. It would
reduce human error in the filing and processing of reports as
well as improve storage capabilities. Computerized entry of
these reports would be controlled thereby helping to maintaln
what goes into an intelligence file.

Computerization also would create added audit control files
to check, review and evaluate who has requested or been given
Information from a particular file. It also could aid law
enforcement by quickly identifying agencies concurrently
Ilnvestigating the same group or individual.

Finally, electronic purge controls would ensure that this
mechanism is conducted and handled in & timely manner.

How is adequate security and privacy wmaintained by computerized
intelligence files?

Now, manual files are only as secure as the facility that
maintains them. Computer files with access codes can help
prevent unauthorized entry and can be easily changed to
maintain an upgraded security system against hackers. Backup
computer disks reduce damage which could occur in manual
systems through water or fire.

Law enforcement recognizes the privacy rights of individuals.
The CHRIA amendments form a system of checks and balances that
will protect citizens rights on one hand while allowing law
enforcement to use the modern technological tools to combat
crime on the other. This balancing strikes an acceptable
circumstance whereby the needs of government are compatible
with and protective of individual rights.



’H‘@WARD A

y €%

| DRUG-E‘REW AN

RREICA:

A Natienwide Blueprint for State
and Local Drug Control Strategies

THE EXECUTIVE WORKING GROUP FOR FEDERAL-STATE-LOCAL
PROSECUTORIAL RELATIONS

NATIONAL ASSOCIATION OF ATTORNEYS GENEEAL

NATIONAL DISTRICT ATTORNEYS ASSOCIATION

in association with

© International Association of Chiefs of Police
" © International Narcotic Enforcement Officers Association

= National Criminal Justice Association
coe Natienal Sheriffs Association

December 1988



7 ibution network. The failure or ineffectiveness of

‘jaw enforcement at any level impacts and restricts
the effectiveness of investigations and prosecutions
at all levels. For this reason, each state must

develop a truly integrated drug enforcement
strategy—one in which all of the constituent
strategies work in harmony.

State and Lecal Contributions to the Nctional
Drug Intelligence Sirctegy |

No comprehensive drug enforcement program
can sacceed without access to accurate and timely
information. A comprehensive intelligence and
drug information management strategy supports
all other drug enforcement strategies. Information
is needed not only to support tactical operations
and investigations, but also to assist law enforce-
ment officials in developing plans of action and in
allocating liinited resources.

The nation's law enforcement community must
take advantage of the wealth of information already
available to state and local law enforcement de-
partments. In 1986, state and local law enforcement

fficers were responsible for more than 600,000 ar-
rests, each of which was a potential source of infor-
mation. Furthermore, local police officers routinely
come into direct contact with members of the com-
munity and have a tremendous opportunity to de-
velop confidential sources of information—not only
from criminal informants, but from concerned pri-
vate citizens as well.

First Objective: Expand the
Sources of Drug Information

e Targeted patrols. Each state should take
full advantage of the information gathered
by routine and targeted patrol officers.
This is not limited to the patrol of high-
ways, but should also encompass routine
pairols of nesighborhoods and high drug
CTiime areas.

. .. Intelligence and historical
information must be used to support
investigations and prosecutions . . .

19
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® Patrol drug response teams. Each state
chould develop patrol drug response teams
whereby experienced narcosics detectives
can be summoned to begin an immediate,
on-the-scene investigation where a patrol
officer discovers a cache of drugs.

e Data collection protocols and training pro-
zrams. Each state should develop standard
reporting procedures and training pro-
grams to make certain that all police of-
ficers know how to collect information
which may be useful in supporting drug
investigations.

e Forensic laboratory reports. Each state
should develop standard forensic labora-
tory reports and a procedure to collect and
analyze this information to help assess the
nature and scope of the drug problem.

e Prescription drug tracking system. Each
state should take advantage of information
provided by the Drug Enforcement Admin-
istration concerning prescription drugs.
Each state should monitor the dispensing
of prescription drugs.

e Precursor tracking system. Each state
should track the purchase and transport of
precursor chemicals used in the manufac-
ture of controlled dangerous substances.

e Cooperative informants. Each state should
build a core of icliable informants and
should encourage, in appropriate cases,
participants in illegal trafficking activities
to cooperate with law enforcement. Each
state should establish an information shar-
ing system to enable prosecutors to de-
termine the need for and value of infor-
mation which might be supplied by a given
defendant.

wad



i~ @ [mmunity program. Each state should
ot allow @ prosecutor 10 obtain ‘‘use and
..-,,' - fruits” immunity to compel a defendant to
g provide information about his or her su-
p,e | perinrs in the drug trafficking network.

canne [See also Prosecution Strategy.]

" g Citizen wpip” lines and watch groups. Bach
' ctate should develop 2 program to en-
courage private citizens to provide infor-
wnation about suspected drug trafficking.
[See also Community Involvement and In-
teraction Stiategy.]

" Gepond Objective: Improve
.. the Flow, Management

anc Dissemination of
Drug Information

e Inventory of existing systems. Each state
shouid inventory all existing information
rpanagement and sharing systems.

e Standardized and upgraded date collec-
tion. Each state should standardize pro-
cedures for collecting and collating histori-
cal information from arrest and incident
reports and judgments of conviction. Each
state should alio consider updating the
Uniform Crime Reporting system and es-
tablishing an incident-based reporting sys-
tem.

e Information management officers. Every
law enforcement and prosecuting 8gency
should have an information management
officer who knows how 10 gain access 1o
existing information systems.

s Information management units. Each
state should create information manage-
ment units in appropriaze law enforcement
and prosecuting agencies t0 provide tac-
tical, operational and statistical infor-
mation to all other units within the
agency.

The nation’s law enforcement community must
keep pace with the increasingly sophisticated prac-
tices and technologies used by organized criminal
enterprises. A computer-aided information system
can enable law eniorcement professionals to assess
the scope and nature of the drug problem, develop

.. Law enforcement must Reep pace
with organized criminal
enterprises . - .

local and statewide strategies to target the most
dangerous offenders, and make the best use of in-
vestigative and prosecutorial resources. A computer
system not only allows investigators to pursué leads
more quickly, but can also provide ready access t0
sources of information which would otaerwise be
unavailable. A computer system, for e-ample, can
detect linkages and common modes of operation
which might otherwise g0 unnoticed.

The use of sophisticated technology is nof new
to the nation’s law enforcement community. States
must recognize, however, that 'the most sophisti-
cated and expensive computer systems are not
always needed, Given budgetary restraints, states
should be cautious when developing new compute”
systems. Any electronic information storage an
retrieval system will be meaningless unless a state
also enhances the core of trained professionals it
all levels of government who actively develop infor-

mation SOUICEs and follow up on investigative
leads.

The key to a cost-effective information sharing
system 1S communication Gmong agencies al all
levels of gouvernment. No agency has a vested
“proprietary" right in any category of information.
Information must travel in all directions within the
law enforcement community. Federal and state-
level agencies must provide information to local law
enforcement agencies, just as local agencies must
provide. information to their federal and state
counterparts.

e FEnhanced computerization and network-
ing. Each state should develop a com-
puterized capacity to store, collace and re-
trieve intelligence and historical infor-
mation concerning drug offenders. Refore
initiating new compuier projects, each
state should take advantage of existing

" computerized information exchange and
pointer systems, such as the Regional In-
formation Sharing System (RISS) and Op-
eration Pipeline. Each state should active-
ly participate in multi-state, regional and
national information networking projects.

21
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,‘";;ird Objective: Enhance
_inalytical Capabilities

Information on narcotics trafficking abounds,
put few state and local resources are devoted to
~ollating and analvzing this information. In-
relligence and historical information must not he
celiceted for 1ts own sake, but must be used 1o
suppuort investigations and prosecutions. Each state
must develop an analytical capacity 10 identify
common linkages and patterns of criminal activity,
and must 2!so devote investigative resources to ccn-
firm the reliability of potentially useful information
and to follow up on investigative leads.

e Enhanced analytical capacity. Each
state’'s Intelligence and Information
strategy should provide for the develop-
ment or enhancement of the capacity to

State and Local Contributions o the National

T

analyze data and feed it to the appropriate
law enforcement units. Each strategy
should provide a mechanism by which in-
formation can De corroborated through
alternative investigative means and each
state should develop a system to pursue
investigative leads based on computer-
assisted analysis.

e Trend analysis. Each state, taking advan-

" tage of existing multi-state or regional in-
formation sharing projects, c<hould create
or enhance the capacity to analvze drug
use and distribution tiends zad offender
and vehicle characteristics. Each state
shouid use computer-assisted analyses to
pirnpoint specific areas, roadways or types
of locations which require enhanced patrcl
and interdiction activilies.

Drug Interdiction Sirategy

Interdiction encompasses any law enforcement
activity which restricts or interrupts the stream of
illicit drug commerce. Such programs need not be
limited to eradicating the cultivation, production
or processing of illicit drugs at their source; nor
chould interdiction be restricted to law enforce-
ment operations at borders or major points of entry.
In fact, a large volume of controlled dangerous
substances are produced domestically, and in some
states, marijuana has become a major cash crop.
Tnterdiction must also include highway and neigh-
berhood patrels and surveillance activities con-
ducted by uniformed and plainclothes officers in
motor vehicles, as well as on foot.

Enhanced and targeted patrol is the logical state
and local counterpart 10 federal interdiction pro-
grams. This does not mean that state and local
agencies should not also assist federal efforts to
monitor activities at major points of entry. It does
suggest, however, that state and local law enforce-
ment agencies must assume the rote of lead agency
for routine highway and neighborhood patrols.
Such patrols can serve a number of public safety
functions. Highway interdiction often results in the
seizure of drugs in transport, removing these drugs

24

from the stream of illicit commerce. Patrol ac-
tivities can also provide invaluable intelligence in-
formation concerning new drug use trends and
courier characteristics. Enhanced patrols will also
provide an expanded core of informants and valu-
able sources of confidential information needed to
apprehend drug kingpins.

Most importantly, aggressive patrol programs
directly promote the general deterrence of drug of-
fenders by maintaining 2 highly visible police
“presence.”’ Such patrols can be especially effective
in deterring and displacing open and notorious drug
transactions and use, and this, in turn, girectly
promotes the goal of convincing citizens, and es-
pecially young people, that drug offenses will not
he tolerated. For these reasons, local interdiction
efforts may have 2 greater impact than efforts de-
signed exciusively to eradicate drug cultivation and
drug production of to stop the flow of drugs at
national borders. The latter type of interdiction
tactics are not as “gisible” to the public, and unless
such supply—oriented programs succeed in disrupt-
ing a significant portion of the flow of drugs, their
impact will not be felt by the average citizen, ©F
even the average drug user.

e e e ._____...-_______-———,__.-—-——
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Narcotics Control Technical Assistance

Program Newsletter

Funded by Bircau of Justice Assisiance

Volume 3 No. 4

October 1989

NATIONAL DRUG CONTROL STRATEGY

September 1939

0.-: September 5, 1989, President Bush sent to Congress
and released to the nation the National Dnig Control

Strategy required by the Anti-Drug Abuse Act of 1988, The
154-page report was prepared by William J. Bennet, Dircctor of
the Office of National Drug Control Policy created by the Act.

After an Introduction by Director Bennetl, the repont scts
Jorth national priorities in seven chapters:

The Criminal Justice Systcm

Drug Treatment
Education, Community Action, and the Workplace

Intemational Initiatives
Interdiction Efforts
* A Rescarch Agenda
* An Intelligence Agenda

% ¥ % %

+*

The report alsa includes several appendices:

* Quantified Two- and Ten-Year Objectives

* Federal Implementation énd Resource Requirements
* Reconunended State Legislation

*  High Intensity Drug Trafficking Arcas

¥ Information Management

Director Bennelt’s strategy treats drug abuse as a truly na-
tional problem, with responsibility for addressing it falling on
both the federal and state govemments and on every citizen.
However, his repont also recognizes the need for increased
federal financial support to statc and local goverments. It
calls for more than a doubling of federal assistance lo state
and local criminal justice programs, from 3150 miliion allo-
cated for 1989 io an authorization of 3350 million for 1990.
The overall strategy calls for federal budget authority in 1990 of
87.9 bitlion, an increase of $2.2 billion or 39 percent over the

curmrent fiscal year.

The National Dnig Comtrol Strategy has received intensive
examination in the press and NCTAP News will not undentake
to duplicate that coverage. Instead we have excerpted passages

est 1o our readership.  The evcerpts that follow, while dircet
guotations from the strategy, arc not necessanly in the sante
order in which they appear in the repon.

Thinking About Drugs and Public Policy

{pp. 3-9]

Last fall, an important and valuable picce of omnibus
Federal drug legislation was enacted, "The Anti-Drug Abusc
Act of 1988 Among uts several hundred provisions was a
deciaration that it would be the poliey of the United States
Government to “creale a Drug-Free America by 19953 Thut
is an admirable goal. It is already a reality for the vast
majority of Americans who have never taken an illegal drug.
And government has a solemn obligation to keep thosc
Americans —and their children alter them—safc and sccure
from the poison of drug trafficking and drug use.

But the government also has an obligation to tell the truth
and act accordingly. There is no quick fix or magic bullet for
individual dissipation, and policymakers should not pretend
that we are on the verge of discovering one for drugs. The
continued search for a single “answer” 1o our troubles with
drugs—in law cnforcement, in cducation and treaiment. n
border interdiction, or somewhere elsc—is a bad idea. We
have bounced back and forth in cmphasis this way for too
long. 1t has not worked well. And it will hold us back in the
ncar- and long-term future, by diverting our atlention {rom
ncw and serious work that can and must be done right now.

The United States has a broad array ol tools at its dis-
posal, in government and out, each of which—in proper
combination with the others —can and does have a signific mt
¢ffect on the shape and size of vur drug problem. We must
use them all. We must have what we have never had before:
a comprehensive, fully integrated national drug control
strategy. 1L must proceed from a proper understanding of all
that we do and do not know about drugs. 1must take calos
and intclligent measure of the strengths and limitations of
specifie available drug control initiatives. And it must then

Jrom the strategy that we believe are of panticularly salicnt iter-

Degin to intensily and calibrate them so that the number of

Copyright £ 1989 Institute for 1.aw and Justice, Inc.

All rights reserved.
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and intcrnational participation in drug-related technology
development.

Colleciion, Analvsis, and Dissemination
of Intelligence
{pp. 88-90]

The law enforcement community generally does a success-
ful job of evaluating raw information with implications for
current investigations or interdiction actions. - "Actionable’
reporting frequently results in successful arrests or seizures.
But greater clfort is required in the coordination of foreign
and domestic collection and the production of intelligence
targeted aguinst trafficking organizalions and their allied
enterprises. Only if we have a rcasonably complete and ae-
curate picture of an entire drug enterprise, and the ability to
disseminate this information, can we be confident that we
are striking at the heart of drug trafficking rather than at its
periphery.

The application of high quality computer technology is es-
sential to this task. Technology makes it possible to store
and sort vast volumes of data, and to assist the analyst in
understanding his target, all in a very rapid manner. The
computer is a powerful tool that must be brought [ully to
bear in the fight against drugs. Comprchensive drug intel-
ligence analysis cannot be donc without modern data
processing capabiliiies —upgraded facilities, hardware, and

ersonnel. * * *

The Office of National Drug Control Policy will chair a
working group of Federal supply reduction agencies to plan
a center Lhat, by linking information resources with analylic
skills, will provide necessary strategic analytic intelligence Lo
various Federal (and appropriate State and local} agencies.

The National Drug Control Strategy to be submitted on
February 1, 1990, will contain a specific proposal and recom-
mendation for {funding of such a center.

Recommended State Legislation
{pp. 125-127]

States and localitics are alrcady doing many good things
in the fight against drugs. They provide the lion’s sharc of
resources and many of the best idcas. New Mexico, for ex-
ample, recently enacted a provision which enables law en-
forcement olficers to issue citations requiring drug offenders
1o pay fines to the State revenuce office. Such provisions,
used properly, can provide an additional too! for law enfor-
cement in the fight against drugs.

The Anti-Drug Abuse Act of 1988 contained numerous
Federal provisions that might profitably be adapted to State

and local purposes. Several such provisions—and other
recommended State legislation —are bricfly discussed below.

Minimum mandatory sentences for serious drog crime.
Criminal senlences should distinguish between serious and
non-scrious offenses: limited prison space should b reserved
for the most serious ofienders.  Serious crimes deserving
stilf, minimum seatences include:  drug traflicking, posses-
sion of large amounts of drugs, sclling drugs to children, and
using children to sell drugs.

Alternative sentencing statutes. For first-lime, nonvialent
offenders, States should expand their use of elficient and ¢f-
fective alternalives to prison, including: boot camps, e¢n-
vironmental work crews, community service, housc arrest,
and olher such penalties. :

Assest forfeiture laws. Real estate and other property
derived from illegal drug transactions,-or used to faciliiate
such transactions, should be subject to confiscation by luw
enforcement officials. Asset forfeiture laws should sanct!
both casual users and drug 1raffickers. They should be
ten to dircct forleiture proceeds o law enforcement |
poscs. Laws thalt permit forfeilure proceeds to revert 1o
gencrad or non-law-cnforcement funding accounts ure
counterproductive. Assct forfenture laws should also
facilitate "tracing”; they should include a‘legal presumption
that asscts are derived from a drug enterprise il authorities
can show that there is no other likely source of income for
their purchase. All assct [orleiture Jaws should be written to
permit the substitution of non-drug related assets for drug-
related assels in cascs where drug-related asscts arc beyond
the reach of our judicial process.

Schoolyard luws. Modeled after the Federal "schoolv--
law,” these laws alford spccial protection for childrer
creating "drug-{ree” zones around locations frequenied
minors. They establish stiff minimum and mandatory sen-
tences for anyone caught distributing drugs (or posscssing
drugs with an intcot lo distribute) within 1000 feet of a
school, playground, pool, youth center, or video arcade.
Schoolvard laws should also apply to minors sclling drugs in-
side these zones so as to prevent dealers [rom ulilizing un-
derage drug "runncrs” to circumvent the law.

User accountability laws. States should enact a range of
penaltics for persons caught using or posscssing even small
amounts of drugs, among them:

* Suspension of drivers’ licenses for 1-5 years.

* Syspension of State benefits (such as student loans,
grants, and contracts) for 1-5 vears. Exceptions could
be made for certain welfure-related benefits, and
provision could be made for restoration of ull beneius
upon completion of a drug rehabiination program.

* Criminalization of offers, auempts, and salicitations to
scll or buy drugs. (Such statutes permit law enloree-
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In cne of its dafinitions, the word “ethics® encompasses the standard

of conduct governing oll members of a professicn. Faline exist to
preserve law and order. The Gieck philosopher Plato wrote that gaod

ar .ornm2ut i wise, brave, temoeratz and just. This stzlement nf gthics
for pdlize officers estahlishes broad standards to hely palice

accomnplish their mission in a merner which coimports with good and wise
government.

Citlzens who ean their police badges voluniarily bear the pukiic
trusi, They wre faithiully eharged to proiect 1he saizty and the
rights of fellow members of society.

To provide thes. speciz! protections, police rificers carry special
pawers. They llave the authority to Investigate cther people, to
avridge their normal iberties, and to use force whan nacessary.

f'wo basic consir=ints Lmit use of this authority, Flrst, it is
wrang for poiice 1o use their office fos personai profit ar gain,
wiony for thern tu accept any favor which places thelr awn
advantaga atove the welfare of the publie. Second, it is wrang
tor officers tu violate the Constitution or faws in parformance
of their work.

Citicers must also bricg to their work personal quauities which
can spring only from within their personal iabric. They must
appreclate #~! care for the need. of the penple they serva. They
rust exercise COMMOon sente in « manner that conveys corimon
decency. Thay <hould rigver render themselves nezdlesaly to
danger; they should maintain their physica' fitness and their
skilliuiness in using the tools of their wark.

Fulfilling this publi¢ trust is demanding work. B brings
disappeintment, weariness and stress, But these are the facts of
lite In this profession each offlcer has chosen, But it also
provides officers the opportunity to contribute in an
immeasurable way to the common good.

The Philadelphla Police Department is cbtigated to provide tha
best training and support for Hs officers throughout thelr
careers. The Department will strive to the utmost to provide
ciear polinies and =daquate resources for avery oHicer to
accompish the work wa have acceptad together.

INTEGRITY

The public demands th:t the integrity of its law enforcemant officers

be sbove reproach. The dishonesty of Just ane afiicer may impair

public confidence and ¢ast susplcion upon the Department as a whole.
Succumbing to even miner temptations can generate a malignancy which
wilf ultimately destroy an Individual's effectiveness and which ray

well centribute to the carruption of fellow ofiicers. OUfficers must
scrupulousiy avoid any corduct which might compromise their Integrity
or the integrity of thcse with whom they work. Mo oiflcer should seek
or acrept any special consldaration or privitege, nor anything of value
for which others are expected to pay, solely because they are police
officers, or for perferming their duty in some manner inconsistent with
the h.ghest regard tur Integrity,
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FPHILADELPIHIA POLICE DEPARTMENT
T TATEMENT OF ETHICAL PRINCIPLES

RESPECT FOR RIGHTS

A broad range of rights and privileges are afforded each individual
by law and natuie. Liberty is maintained for the . wos1 nart by our
consiait adentior toward preservation o a conslatent exei..isa of
these righis and privileges and thrcigh mutual respect for overy
person’s exercise ¢F his or her rights and privileges. Hawever, the
nelice offizer must contend with a persistent Mo'r ¢/ personal
conflict= both i2gal and i.eqgal. To resclve these dilicren: es, the
palice enforce = body of Iows within thae Constitition's assuiance
that all of us -- regardiess of economic status, sex, race or creed ..
receive vqual and fair treatment. In 3o dolng, oficers niten face
reuiguous situations, particularly in trying to protect the righis
of 5 victim and an actused.

To rarry out this mission, polize oficers have the power to search

and arrest, to use {arc3, and to investigate and incarcerate. As

police, we must use these tools proparly with ra abuse of gur

autnority. Decency, securlty ard liberty 4l' demend that governmant
officials observe strict limits 16 their awesome powers. A government

of laws cunnot exist when s servants fail to obsarv: tha law's own
boundaries. Any qovernwment official who disobevs the rigorous demands
of law In turn disturbs the public orde:  hich =Y of us ara sworn to
uphold.

LUSE OF FGRCE

In & complex urhan society, officers daily confront sitLations where
control must he exercised to eiiect arrests and to protect pubtic
safety. Control Is achieved tnrough advice, warning and perjuasion,
or by the use of physical force. Force may not be vsed unless aiher
reasanable alernatives have been exnausted or would be clearly
ineffective under the partlcular circumstances. When the use of
physical force Is necessary, using baton, black|ack, firearms or other
means, it must be exerclsed only when, and in the manner, authorized
in the Department's policies. Uecisions as 1o when ang how to use
force must be consistently made and exercised throvghout every
neighborhoad of this City.

COURTESY

Efiective law enioreement depends on @ working paiinershin znd 2
community at interest hetween the Departmen, its officors and the

public they serve. The practice of courtesy in all public contacts
enceurages understanding ana «ppreciation. Discourtesy breeds coniempt
and resistance. Most of the public are law-ablding citizens most of

the time; they rightfully expect fair and courteous treatment by

Department employees. While the urgency of a situation might preclude
the ordinary social amenities, discourtesy under any ¢ircumstances Is
incefensible. The praciice of courtesy by an atficer {5 entireiy

 consistent with the firmness and inwpartiality thai characterizes a

professional palice ulficer.
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In 1979 this Legislature acted with due respect for the
rights of the citizens of Pennsylvania in passing Section
9106 of the Crimes Code. Confronting the danger of potential
abuse from unwarranted government intrusion by computer, this
law attempted to place strict limits on the power of criminal
justice agencies to automate information not related to a
criminal incident or an allegation of criminal wrongdoing.

By passing this law in 1979, Pennsylvania took the
leadership role in light of this powerful technology to
balance the rights of individuals with the need for effective
law enforcement.

In agreement with this goal, the Statement of Ethical
Principles of the Philadelphia Police Department reminds us
that "Decency, security and liberty all demand that
government officials observe strict limits to their awesome
powers.,"

Because of our concern to achieve this proper balance
between our duty to provide the public with the most
effective law enforcement possible in return for their tax
money, and our duty to protect the rights of all individuals,
whether crime victim or suspect, we actively support the
sroposed changes to Section 9106.

Because of many unforeseen changes in technology since
1579, the current law is now obsolate. Individual likerxty is
a0 longer adeguately vrotected and the abhility of police
departments and other ¢riminal justice agencies to
economically provide services and enforce the laws ©I this
Commonwealth 1s hampered.

To help illustrate this point, the first IBM personal
computer, which has spawned much of %he change in technology,
was not released until August, 1981. Practical
word-processing systems, which are now common-place in any
office, were still at least a year or two into the future in
1979. This Legislature could not anticipate the possible
impact of wordprocessing to speed the preparation of
investigative reports for arraignment, discovery and trial
which could benefit the courts, defense and prosecution
alike. Thus the current law only permits the automation of
"names, words, phrases, or other similar index keys to serve
as indices to investigative reports.®



Ironically, one of the most important changes in )
computer technology since 1979 has been the development of
relational data-base management systems (RDBMS) which provide
immense power through the sophisticated use of the indexed
information permissible under the current law. It is now
possible to index virtually any kind of information and
cross-index it, or link it, to any other information. These
systems were first introduced by IBM for their large
main-frame computers in 1981 and are now common-place for the
personal-computer user.

Relational data-bases, coupled with so-called 4th
Generation Languages, developed in the mid 1980’s, enable
even the casual computer user to compile and search_through
an "infinite variety of seemingly unrelated facts.”

Finally, sincé the current law was enacted, there has
been vast progress in telecommunications capabilities that
enable persons to remotely access information stored on
computers.

It is important to realize that, because of the
technological limitations in 1979, the use of computers, and
the data they contained, were managed and controlled in a
~entraliz=d ma -ne- by data-processing proifessicnals. Thus,
<he current law does not demand =-andards for data entry,
tracking of dissemirated information, removal of useless
information, secuvity, training and superviszion. In many
ways that are essentizl to the propsr safeguarding oxf
individual rights, we are essentlelly unregulated.

The present bill before the Committee does provide these
and other protections. 1In fact, an automated system
regulated by the provisions of this bill provides far greater
protection against abuse than does a legally-permissible
manual paper-based system. This is especially apparent in
the area of intelligence information.

To demonstrate this point, the proposed bill permits
placing intelligence information in an automated system only
if there is reasonable suspicion of felony or misdemeanor
level criminal activity; it prohibits the collecticn or
maintenance of information on non-criminal organizations; and
it restricts the access to, and dissemination of the
information. This is a far more stringent standard than 1is
applied to manual record systems.
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In addition, the standard of the propcsed bill on the
collection of intelligence information is more restrictive
than the standard for collecting investigative information
under the current Section 9106. Under the current law,
investigative information may be automated if it is
"assembled as a result of any inquiry, formal or informal,
into a criminal incident or an allegation of criminal
wrongdoing ..." The regulation to automate intelligence
information under the proposed bill, however, requires that
there 1s reasonable suspicion, and further, that the criminal
offense be at least a misdemeanor.

Passing this bill will be an important milestone in
protecting the individual. It is also important im providing
guality and economical police service to our citizens.

In March, 1987, the Philadelphia Police Study Task Force
noted that "much of the success in managing a police
department and solving crime 1s dependent on how well the
organization manages the flow of information." They then
went on to recommend at "A strategic plan for Department
management information systems must be created and
implemented on a prioritized basis.”

Acting on this recommendation, the Department
commission=d a study of its information needs which are
esgential to achleving the Departrent’s missions, improve
planning and control, increase cost~effectiveness and ‘wmprove
service to the public.

Several systems were founi to be needed. Perhaps most
critical to the Department were systems for recording,
tracking and analyzing the activity of police officers
responding to over 1.5 million calls for assistance annually
and supporting systems to manage investigations.

In addition, a large degree of inefficiency was found in
gathering the many documents required for both the defense
and prosecution for use in court, and in the scheduling and
notification of officers for court appearances.

The direct labor savings to the Philadelphia Police
Department achieved by implementing these systems are
approximately $12 million annually.



In addition to these direct savings, additional
efficiencies can be achieved through better planning,
supervision and deployment of officers and investigators.
Further savings could also be achieved by reducing the amount
of time a patrol officer takes to complete a particular task.

It should be noted that other agencies would be in a
better position to achieve collateral savings. Although no
attempt was made to document these savings, the Philadelphia
County Court of Common Pleas might achieve noticeable savings
by disposing of cases more efficiently by reducing the number
of continuances caused by inefficient paper-work systems.
Similar savings may also be realized by the prisons, District
Attorney’s and Sheriff’s 0Offices.

Although these systems are very cost effective, they are
still expensive. The present law can increase their cost,
while at the same time reduce the opportunity to achieve
maximum savings.

One reason for this is the availability of software.
There are several less expensive "off-the-shelf"
law-enforcement computer systems currently on the market.
These systems were developed and intended to be sold
throughout the United States and have several features which
may be prohibited by the uanique constraints of the current
Pennsylvania law.

In a report prepared by our consultants, they noted
that: "Pennsvlvania law may not permit the storage of all
investigative (i.e. text) information on a computar basad
system. If this law is strictly interpreted and the Incident
Reporting System design cannot store this information, many
of the expected benefits of the system may not be
achievable."

Most importantly, without the benefits that these
systems provide to manage its information, the Department can
not achieve its greatest potential to manage itself. No one,
whether crime victim, suspect, or tax-payer can benefit from
a weakness of their police department.
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This information obtained from Mr. James Foley, Sales
Representative, Philadelphia Office, IBM.

"Fourth-Generation Languages: The New Law Enforcement
‘Combat Masterpiece’; The Police Chief, June 1989,
Copy attached.

Proposed amendment to Title 18, Section 9106,
subsection 2 through 6.

Philadelphia Police Department Mission Statement -
Copy attached.



Fourth-Generation Languages:

The New Law Enforcement
“"Combat Masterpiece”

By TAY JULIAN, Ph.D, Custemer Relations Meanager, Unisys Public Sector Systeme Division, Blue Bell, Pennsylvania

"7 omputers have proven tc be a
( valuable tool in the law enforce-
ment arsenal to combat crime.
But all too often, law enforcement ay-
plication development, or modification,
is held hostage by the lack of flexibility
end tie severe shortage of compuier
programmers available.
~he solution lies in the use of fourth-
generation languages—productivity
tools that allow end users te produce
highly fiexible application programs
without the use of professional pro-

grammers. Now, the administrative ser--

geant or detective who needs a com-
puter application to search and match
information to help solve a crime, or a
chief administrator who needs a com-
putzr aoplication maodified to retlect
~rocedural changes, can program a
-omputer without having to learn mne-
monics, formats, sequences or complex
constructs. Fourth-generation language
application development tools, also
known as 4GLs, all but write the
application themselves.

distory of Computer Languages

4GLs are best understoed if we com-
part them with earlier computer lan-
g: ag=s. The first generation ofcumpute;
languuges, which emerged in the 1940s,
consisted of “ones” and “zeros” that
indicated if a physical location in the
machine was “on” or “off.” This method,
prane to errors, was later improved
upon with the use of mnemonic codes
to represent operations. But even with
this improvement, program develop-
ment remain~d an arduous task.

By the mid-1950s, the second gener-
aldon of computer languages emerged,
using symboiic addresses rather than
physical unachine addresses. These
second-generation languages, common-
ly known as

saver for programmers, When the
physical location of instructions had to
¢ changed, which was almost contin-
uously, the programmer did not have
te reenter the new physical addreess,
Second-generation languages included
EASYCODER, AUTCCODER and Sym-
balte Assembly Program.

“assembly” language
programs, were considered a real time-

= 51

Fourth-generation lan-
guages represent the
most important break-
through in computer lan-
guages bacause they
allowv non-programmers
to quickly develop their
own applications,

These once-popular programs fell by
the wayside during the 1960s with the
dawn of third-generation languages that
used English language-type instruc-
tions: COBOL, FORTRAN, ADA, etc
These high-level languages dramatically
reduced the amount of work previously
required to write programs. Program-
mers were able to write system appli-
cations without having any knowledge
of the machine’s hardware. Such hard-
ware independence permitted programs
to run on different machines.

However, third-generation languages
were still not oriented to the end user.
Data processing professionals were
required to write vast numbers of lines
of code and spend endless hours debug-
ging and modifying complex systems,
and they were unable to respond
quickly to the needs of the user. -

The result was frustration, Minor
variations of a management report or
crime information could take six inonths
or more because the modifications
invariably recuired a special program-
ming effort and a lot of overtime. -

Fourth-Generation Languages:
A Breakthrough for End Users
These application programming prob-
lems have been solved through the
speed and flexibility of fourth-genera-
tion language technology. 4Gls repre-
sent the most important breakthrough
in computer languages because they
allow non-programmers o develop

thei: cwn dpplications in a minimal
aracunt of time and with a minimal
amount of computer expertise.

It is important to naote that all 4GLs
are not tne same. They vary widely in
power and capability: some are query
languages that allow non-programn.ers
to generate reports from an established
data base. Qthers, such as the Unisys
LINC and MAPPER® 4GLs, can develop
complete applications.

Conceptuaily, all 4CLs employ se-
quential statements like third-
generation languages and use a variety
of other mecharisms such as filling in
forms, screen interaction and computer-
aided graphics. Validity and secvrity
checks are often huilt in, so the user do.s
not need to worry about them. The idea
behind 4GLs is to pul computer power
into everyone’s hands.

The use of 4GLs is proliferating
throughout the law enforcement com-
munity. Police agencies, with the assist-
ance of computer companies, have
begun to utilize 4GLs to develop new
applications to use the extensive infor-
mation collected by police officers—
information that goes beyond
computer-aided dispatch and investig-
ative case management, such as crime
scene analysis, property identification
and criminal histery records.

Recently, the Houston Police Depart-

. ment implemented a sophisticated

crime analysis system utilizing the
Unisys MAPPER® 4GL system. In a six-
week period, Houston's first city-wide
crime analysis program, the Citywide
Robbery Analysis System (CRAS), was
developea and implemented. Preseretly,
information frum various data bases
such as robbery, burglary, sexual
assault, auto theflt, wanted persons and
parolees are analyzed, with the results
available to each separate commantd.
The system is producing dramatic
results: Police were able to link a suspect
to fast-food restaurant robberies in 30
cases; an inmate recently pargled swas
identified as a murder suspect; 13 auto
thelt suspacts were arrested through
directed patrol; and 35 wanted and
chargad suspects were apprchended in
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G0 days ditring uncomniiled
time,

The Uniform Crime Report (CCR) s
currently undergoing the most dramatic
changes since its inception in the 1930s:
Over the nest 10 yeary, the UCR widl
move from an aggregate-hased system
Lo an incident-based system. Local de-
partments are currently faced with a
massive information-gathering tosk
They must capture massive amounts of
information on all reported incidents.
They must define and record additional
infarmation en victim/offender relation-
ships, pnysical injuries, suspects, e
They must link ciiminal history records
and ¢rime records, And they must do
ali this while complying with the unique
reporting standards and require.nents
of both the Federal Bureau of Investi-
gation and the state.

For departments using third-gener-
ation languages, the task is overwheim-
ing. Source codes must be rewritten for
all the different applications at each
level. But 4GLs do not require thus kind
of investment in application develop-
ment time. They offer the most logical,
efficient and cost-effective solution 1o
the complexities of federal and state
requirements for UCR report generation
and standardization.

4GLs also offer infinite flexibility and
functionality in the area of combating
crime. For the police officer on the street,
being armed with up-to-the-minute in-
formation prior to conducting a vehicle
stop or responding to a family disturb-
ance may mean the difference vetween
life and death. For the detective, being
able to search criminal histery records,
analyze methods of operations, patterns
trends and relationships between vic-
tins and known offenders may mean
solving a host of previously unresolved
Op2n Cuses.

The police officer and the detective
now have a tool to search and match
an infinite variety of seemingly .rce-
lated facts that could produce prima
facie evidence or probable causz for
arrest. - 3
Finally, a 4GL can be utilized by a
police administrator as a planning tool
to make informed strategic and -actical
decisions. More accurate and timely
reperting could provide the ammuni-
tion necessary to obtain additional per-
sannel and equipment. Through exten-
sive tracking capabilities, a 4GL can
streamline all administrative tasks
associated with police personnel, from
recruitment to retirement.

Fousth-generation language applica-
tions are limited anly by the imagination
and the amount of doliars invested. Law
erforzement professionals can use 1GLs
not only to help soive today's protlens,
but also to plan more accurately i tae
future. %
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