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FROM: : Patrick Ar\'onio. Administrator -~ *

SUBJECT:- Prodedures for the Purchase of Pérsonal Microcomputers

"* The  purpose of this memo is to update institutionel policies and .
. procedures with regard to the above noted equipment.

Effective immedlately, word processors, electronic typevriters, .
and personal computers 'are considered permissible personal
property which can be acqulred by indiv:.dual 1nmates and
sanctloned inmate organlzatlons.

1.  Definition:

A microcomputer is a computer system whose processing unit
is.a microprocessor (an integrated circuit that. accepts o
‘coded instructions for execution, which allows the machine s
to be programmable), and includes storage and an . AR
input/output facxlity in addition_to the microprocessor. e

2. . Possessmn of microcomputers, software,- and - peripherals vy -
inmates .and inmate organi"ations is.a. priv;lege, not a |

rlght. . . o

S P All computer equipment, supplies,~ and peripherals must be
obtamed from an approprlate source of sale. L. .
i o ”
4. 'Each inmate and/or inmate organization may be permitted to
2o, own one stand-alone. microcomputer, which must be attached to
_+° " . 'a surge Suppressor which can have a maximum of 4 plugs with ~
. - a power cord no longer. than 6 feet.: “The total co t of the -.---2=%
g ; microcomputer and all peripherals including the printer-.
; .cannot exceed two’ thousand dollars.«'. P ek ey
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individual may only be 1ocated in_that. individual's cell*'or—_..._......._
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_' ' 9, I‘nternal and e.{ternal modems are prohibited.'

. Peripherals permitted are:

video monitor-screen size to be no larger than 14"

a.
| .~ diagonally.

b No more: than two (2) disk drives. ) ' . T

c " One non-letter quality dot matrix printer.
d One (1) surge suppressor.

_ -e. - one (1) 6 foot' 4 plug outlet adapter.
ll. Peripherals prohibited are: .'
,a. Maintenance items.

b ' Cleaning supplies. .

c. hnalog to digital connector. ;f_ S s
' d.' Internal and external modems. _.;.::'-.:.'_-...-' - , ;

'-"12'.' An Institutional staff member has been designated as the

vt ' Institutional Computer Security-Manager. - All. requests  to ="
© ' ‘'purchase and possess microcomputer hardware and'peripherals. ...z
' are subject to review. procedures. developed by -the: Computer - -

Security Manager. -.- - ~lves o0 R .

"13. Computer equipment which requires service shall. be returned'_."-_' :

directly to a factory authorized. service center- at. the
I

""14' A micrt somputer owned by an individual inmate is for the-

Ainmate's or organization's expense.' .. - .. .l __,,,;_.i;j,- e

-&rZ:  personma . use of the inmate owner _only. vt LT
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=15 ot Computet equipment owned by an inmate.. organizatiom ‘may’ be.

505 used fof the activities of: that organization °n1Y-'-'
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'classroon or schoc‘l area, and nay not be connected to a {
' modem. ° Any LANS ¢an only be used for instructional .
purposes. Any computerized educational- application which
- .requires a modem must be- approved by the Deputy Director of
+';  the Division of Policy ‘and'Planning prior to purchaSing and

installation. .

19... Inmate' access to an-.Institutional or Departmental computer
or computer-system is prohibited, as is dccess to any system

- o —

using or maintaining institutional or departmental data:, N
20, Computer systems. applications developed by inmates. or inmate
: organizations and used by institutional staff must be

. discontinued and purged. Inmates and inmate organizations

may not develop such applications.
e ' |
2l. In order to obtain permission to obtain as a gift or i
. purchase computer equipment, peripherals, or software, the . -
., attached "cOmputer Purchase Authorization’ Form" must be
filed with the Computer Security Manager. .

22. ',When the request is approved, all appropriate parties will
. be notified by the Computer Security Manager.. -

23. Any equipment ordered and received by the: institution prior ... i ..t
" to approval will be confiscated and returned- to: the vendor... . e e
at the inmate s or organization's expense..- .. ... .7 :

2 . The Computer Security Manager will determine the = ‘-

appropriateness of software requested by any inmate-and w111 e e
- pot permit its acquisition in the event the software is . . ceila
- considered detrimental to the security and stability of- the- -'

institution. S
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-25.. 'rhe following types of software will be prohibited. - ,'_:"'--
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& :";;':-'.b.i' E Encryption or encoding programs- ‘- ..Z'.; : , .,
:—:?;; c.' '.',. ;'_ Architectural design or floor 'plan‘software._.f',: :
o 'M Form.s Sesign* software..l---.-—-_-.;:;.-_;;_-?-,;-_-._%-;
Gambling software or programs..".'"' RS
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2 >4 -3, once permission is granted to’ purchase a computer-— or- obtai ;7.:..._ =y

fs==-a- computer-as—-a-gift; -upon-Lts.receipt i the inmate -and:allsls
b Tﬂ"e‘(l:’t'egt anato..o%tl?;rlp-ul-mn ~'ozgan‘i:':ii.o:’:‘ muis s foadfﬂ'tid -
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) ' Sergeant will secure the aprropriate signatures and will .
T distribute the coples accordingly. Staff liaisons. of the —_—

rorganizations-will work with the Mailroom Sergeant to ensure
~ edch inmate officer of the organization has completed the
f?rm. N
- 27. .Failure of all current inmate organization officers to f£ill
-  out the Waiver Form will result in the group losing its
p;l-ivilege., to possess the equipment.. .
. . - 4 . } . o oe am
28." As inmate officers of organizations change, newly--installed !
T ""~officers must sign tfthe  waiver., Staff liaisons of the: -
organizations will be responsible for informing the Computer
Security Manager of .changes in organizational staffing. .

r
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29.. All inmate and inmate organization owned computer equipment
'is subject to periodic searches. All data stored within the
y .ecl;uipment is subject to similar scrutiny.

“30. Dﬁplicating' copyrighted software is a viola_t.{on of copyx;ight' SRR
. law and is prohibited. . ;
. ! . . ' ‘
-31.. Copyrighted software may only be obtained through direct . i
=~ PULChase from an institutionally approved source-of sale. LT
i L éij::’:’“‘-“ﬁv"‘&!"“. e T : AL AN Lt e
32." Backup of inmate owned computer data is the sole
. re}Spon.sibJ_.lity of the individual or organization involved.

'e."" The Computer Security- Manager will ‘maintain an inventory. of .. L.
inmate and inmate organization- owned computer equipment on - -
thF System 36 using the Fixed Assests application:program.. . z::.:.

‘34, ‘Violation of this policy may result in discipliﬁary action,_,_.f.,',. -
' and termination of computer privileges,-if applicable.

35. . All ihmites and inmate orgénizations who currently 'possess a =i

" .+ personal computer which may’ be’.valued in" excess >f $2,000- ;. ’
... are permitted to retain this equipment without being in;:
- =....violation of this procedure. S e LR
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