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PROCEEDI NGS
* x *

CHAlI RMAN CALTAGI RONE: Good mor ni ng.

| would |like to open the House Judiciary
Comm ttee hearing on House Bills 1371 and 2371, and
we have two of our Representatives here that would
like to open up with some opening remarKks.

We will start off with Jay, Representative
Jay Moyer, and then we will go to Representative
Eddi e Pashi nski .

REPRESENTATI VE MOYER: Thank you, M.

Chai rman, and good norning to the commttee as well,
and | want to thank you all for comng here this
mor ni ng.

Br eakt hroughs in communi cations technol ogy
have made all of our lives easier. Cell phones have
i mproved our work and personal lives, making it
possi ble for us to stay in touch with our workpl aces
and our famlies fromnearly anywhere.

So-cal |l ed di sposable, or pay-as-you-go, cell
phones have provided consunmers with convenient, |ess
expensive access to this wonderful technol ogy.

However, as is often the case with
t echnol ogi cal advances, the crimnal elements of our

soci ety have found ways to use this progress to
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further their illegal activities.

Because they can purchase di sposable
cell phones without divulging their name, address,
or other personal information, crimnals and
terrorists are able to use these devices to comm t
their illegal deeds wi thout fear of detection by
| aw enf orcenment.

In my own district in Montgomery County, a
| ocal police departnment recently found 500 empty
boxes that once contained these disposable cell
phones.

Where are these phones now? Are they being
used in the illegal drug trade or to plan terrorist
attacks on our citizens? Unfortunately, wthout
any kind of registration system or neans of
tracking them we cannot know the answer to these
guesti ons.

At a recent hearing of the Republican Policy
Comm ttee at Ursinus College, former Montgomery
County district attorney, Bruce Castor, testified
about a recent drug trade in Norristown that yielded
$13 mllion in illegal drugs and a case of disposable
cell phones.

Now, clearly these phones were intended to

pl ay an inmportant part in the crimnals' efforts to
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distribute their drugs in our communities. W nust
act now to cut off this means of communication for
crimnals and terrorists.

House Bill 1371 is a bipartisan effort to do
just that. Under this bill, anyone purchasing a
di sposable cell phone with cash or three or nmore with
any form of consideration would be required to
provide at least two fornms of identification,
i ncluding one form of photo I D, upon purchase.
Sellers would be required to maintain records of
t hese purchases for at |east 2 years fromthe date of
pur chase.

| have heard from | aw enforcement officials
t hroughout my district that this legislation wil
provide themwith a valuable tool in their efforts to
stemthe tide of illegal activity.

Al t hough he could not be with us today,
former district attorney in Montgomery County,
Bruce Castor, has expressed his support for this
| egi sl ation, as has the Pennsylvania District
Attorneys Association, the Chiefs of Police, the
Pennsyl vania State Police, and other |aw enforcenment
agenci es.

In fact, Pennsylvania Attorney General,

Tom Cor bett, has voiced his support for this
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i mportant piece of |egislation.

And, M. Chairman, | became interested in
this | egislation when | nyself was victim zed by one
of these phones in my 2006 election. As a result,
the perpetrator is now serving time in prison.

However, the pain that was inflicted upon
myself and my famly pales little to the suffering
inflicted by the crimnal element in this country or
that which is inflicted, nore inmportantly, upon our
troops abroad in feeders such as Afghanistan and Iraq
where these cell phones are used and weaponi zed.

In closing, M. Chairman, | would like to
t hank Representative Pashinski for reaching across
the aisle to work with nme on this bill. Oftenti mes,
partisanship and political maneuvering make for good
news stories and, therefore, seemto get the nost
attention fromthe press. However, in this case, we
have put partisan rancor aside to push for
| egislation that is in the best interests of every
Pennsyl vani an.

| urge my coll eagues from both parties to
join Eddie and I in this effort. Thank you.

CHAI RMAN CALTAGI RONE: Thank you for your
testi nony.

And | was a little rem ss. | would like to
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have the nmenmbers of the panel who are here today, if
t hey would just introduce themselves and the counties
they are from

REPRESENTATI VE SAI NATOC: | ' m Representative
Chri s Sai nato. | represent parts of Lawrence and a
small section of Beaver County.

REPRESENTATI VE WALKO: Don Wal ko, Al Il egheny
County.

REPRESENTATI VE MANTZ: Carl Mantz, the
187t h, Berks and Lehi gh Counti es.

MR. ANDRI NG: Bill Andring, Chief Counsel.

CHAI RMAN CALTAGI RONE: And Carl is sitting
in as my Chair for the Republicans. Ronni e Mar si co,
' m not sure if he will be here. | talked to him
| ast week, and he was on vacation, so Carl is sitting
in for himtoday.

Eddi e, you are up.

REPRESENTATI VE PASHI NSKI : Thank you very
much, M. Chairman, and thank you to the nmenbers of
the commttee for taking this time to listen to our
presentation.

Representative Moyer said a | ot of wonderful
t hi ngs, things that are very accurate, and also the
fact that both Representative Moyer and | have been

wor ki ng on this particular bill, House Bill 2371 as
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amended, since February of 'O07

Let me just give you a little background of
how this thing took place.

Back in the election of '06, one of the
maj or concerns of our constituents back in ny
district was the deterioration of neighborhoods,
whi ch was brought about by an increase of drug
trafficking and drug deali ng.

In my conversation with | aw enforcement, not
one conversation went by wi thout the fact that |aw
enforcement indicated time and time again that one of
the major tools that drug dealers use is the cel
phone.

It was to my astoni shment to find out that
particul ar cell phones can be purchased with cash and
provide total anonymty to the purchaser.

"' m not quite understanding how that could

be. | went to a local retail store and purchased a
TracFone. | purchased it for cash. It cost about
$20 plus tax. | took it back to my office, and with

my staff, we went through the process of how we could
initiate phone communi cati on.

To nmy total amazement, we called the number,
and then they instructed us as to what we had to do.

They asked us to give us our name. The nanme
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i ndi cated was "M ckey Mouse." They asked for our
address. The address was "000 Goofy Lane." They
asked for the city. W put down "Wally Worl d,
Pennsyl vania." Our zip code, we said, was "12345."
And with that, that tel ephone was initiated,
activated, and was able to be used.

So we gave absolutely ridicul ous responses
to those requests -- never questioned -- and that
phone was now capabl e of being used. That is the
mai n reason why the drug dealers are using this,
because there is total anonymity.

You will hear from |l aw enforcement; they are
going to tell you the frustration that they have in
order to try to find out who is using this form of
communi cati on

Because of the fact that it is untraceable,
prepaid cell phones are among the favorite tools of
drug dealers, sex offenders, and terrorists since
t hose, unli ke those cell phones purchased throughout
the contract arrangenents, they cannot be traced.

| want to make it very clear that those that
have the contracts, those that have gone through the
process, can be traced. It is the cash phones that
we are tal king about.

Law enforcement has noted the grow ng use of
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t hese phones, even to the point that some crimnals
will set up a phony corporation enabling themto buy
hundreds of phones at one time. Once again, al
untraceabl e.

Law enforcement officials have repeatedly
requested assistance fromthe Legislature.
House Bill 2371 provides a tool that can be used to
track down the crimnals who utilize these phones for

illegal activities.

Let me clarify sonme areas. House Bill 2371
does not |limt the nunmber of phones that an
i ndi vi dual can purchase. House Bill 2371 does not

pl ace any restrictions on the nunmber of prepaid cell
phones that can be purchased within a specific period
of time. House Bill 2371 does not require the
purchaser to provide any information when purchasing
one or two phones that are purchased by a credit card
or a bank-issued debit card.

What does House Bill 2371 do? It does
require the purchaser to provide two acceptable
forms of I D when purchasing three or nore phones and
they are made using credit cards, debit cards not
linked to a bank account, gift cards, or gift
certificates.

I n other words, any form of tender other
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t han a bank-issued credit card or a bank-issued debit
card, they will have to offer two forms of |D when
purchasing three or nore.

The ki nds of acceptable identification, of
course, are a driver's license issued by PENNDOT or
an identification card with the photo for those that
do not drive.

It will request their name, date of birth,
resi dential address, date of sale, name of
manuf acturer of the prepaid cell phone, name of the
prepaid cell phone provider, and the serial nunber of
t he tel ephone.

House Bill 2371 will require sellers to
mai ntain this information and file it with the
State Police on a quarterly basis.

House Bill 2371 requires |aw enforcement to
have access to this information only if they have
secured a subpoena or a warrant.

House Bill 2371 provides inmmunity for
sellers if they provide information on purchases in
accordance with the terms of the subpoena or the
war r ant .

In this world, after 9/11, all of us have a
responsibility to ourselves as individuals and to

t hose that we represent. | want to make it very
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clear that there has been tremendous di scussion
bet ween the retailers, between the phone conpani es,
bet ween | aw enforcement, and our staff here.

It is the desire by Representative Moyer and
myself to aid | aw enforcenment in protecting the
peopl e of Pennsylvania, but also in allow ng the
retailers to continue to profit and to allow the
t el ephone conpanies to continue to produce these
out standing forms of communicati on.

We are | ooking for, at this time, compn
ground so that the retailers, the phone conmpani es,
this government, can all work together in order to
protect the people of Pennsylvania by aiding
| aw enforcement in their efforts to do exactly
t hat .

On behal f of Representative Moyer and nyself
-- a bipartisan effort. | m ght also add that in
February of '07, Representative Moyer and | very
energetically and in a very excited fashion thought
we could be the first two freshmen to show
bi parti sanship by working together on what we
considered to be incredi ble and inmportant
| egi sl ati on.

It is now about 19 nonths |ater, and we have

not achieved that goal. So we are very confident
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and very hopeful that all of those concerned with

House Bill 2371 on both sides of the issue can cone
t oget her, again, to allow |law enforcement to do their
j ob and protect the people of Pennsylvani a.

We t hank you again, sir, and we are
avai |l abl e for questions. Thank you.

CHAI RMAN CALTAGI RONE: Thank you.

Panel , questions? No questions? Bill,
gquestions?

Thank you for your entertai nment on the
fl oor of the House, by the way. It was well received
on July 4.

REPRESENTATI VE PASHI NSKI : It was my honor

to do that, sir.
CHAI RMAN CALTAGI RONE: Great job.
REPRESENTATI VE MOYER: Thank you,

M. Chair man.

REPRESENTATI VE PASHI NSKI : Thank you very

much.

CHAl RMAN CALTAGI RONE: Thank you bot h.

We would like to next hear from Brian Ri der

from the Pennsylvania Retailers' Association.
If the two of you would Iike to come up
and join the panel, you are nore than wel cone.

have seats right here.

her e

We
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REPRESENTATI VE MOYER: Thank you, sir.

MR. RI DER: Good morning, M. Chairmn,
members of the comm ttee.

You have our written testinony before you,
and | do apol ogi ze, because we have geared our
remar ks toward House Bill 1371 and not House Bil
2371, which was nmentioned earlier by the prime
sponsors that the legislation are very sim |l ar but
there are some changes that had been made.

But | apol ogize for not addressing both of
themin our witten testimony. We were kind of on
short notice for preparing this and short staffed at
the end of | ast week.

But again, | thank you, Chairman Caltagirone
and menbers of the Judiciary Commttee, for the
opportunity to testify on behalf of the Pennsylvania
Retail ers' Association and our concerns with certain
aspects of House Bill 1371 and House Bill 2371.

| would also |ike to thank Representatives
Pashi nski and Moyer for their ongoing willingness to
meet with interested parties on this |egislation.

Al t hough we understand and respect their
support in sponsorship of these two bills, we do have
concerns with the legislation in its current form

t hat we have discussed and would |like to openly
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mention today.

Prepaid cell phones are purchased as
"emergency" phones: as gifts by parents for children,
by I ow-income individuals or individuals with credit
i ssues that prevent subscriptions, or by consuners
sinmply not wanting |long-term wireless contracts and
only want to pay for the m nutes that they use.

House Bill 1371 and House Bill 2371 would
require a sales associate in any of our member stores
selling a prepaid wireless phone to a custonmer for
cash, or selling three or nore prepaid wireless
phones for any payment form to collect specific
information from customers.

We not only have concerns about the del ays
that this could very well create in stores, but also
about the possible unwillingness of legitimte
customers to provide this informati on because of
personal privacy concerns.

The sal es associate would be required to, as
Represent ati ve Pashinski had nmentioned, collect the
purchaser's nanme, date of birth, residential address,
date of sale, name of the manufacturer of the prepaid
wi rel ess phone, name of the prepaid wireless
provider, and a serial nunber of the phone sold.

|f a sales associate fails to obtain this
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information during a transaction, he or she not only
commts a summary offense but also violates

Section 4120 relating to identity theft, and that
has al so raised some concerns.

Al so, many prepaid wireless carriers
presently request the name, address, phone number,
and e-mai | address of the person activating the phone
for marketing reasons. However, providing this
information is not mandatory to activate the phone.
At least, that's the informati on that we have been
able to acquire.

And if | stand to be corrected here, please
do so following nmy remarks, but we have al so been
told that wirel ess phone service is generally under
Federal jurisdiction, and there are concerns that the
bill may violate Federal communication law, and if |
am i naccurate in that, | would appreciate being
corrected once | concl ude.

| f House Bill 1371 or House Bill 2371 is to
be consi dered by the House Judiciary Commttee, we
woul d respectfully ask that the foll owi ng changes be
consi der ed.

First, we would Iike the commttee to
consi der an exemption for legitimte commerci al

pur poses. | know Representative Mdyer had made the
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remar ks of finding boxes of numerous enpty phones,

but at tinmes, stores will sell a |large amount of
prepaid wireless phones to other legitimte

busi nesses, and that is something we have been having
some ongoi ng conversations with the prime sponsors.
And when that happens, we feel it should not be
mandatory to collect and remt this informtion when
t hose types of sales occur.

Now, we woul d also request that the number
of phones purchased to require the collection of this
i nformation, when other than cash be considered, be
increased fromthree to four

Al so, we have concerns with the term "cash."
Now, does this include payment with personal checks
and debit cards from bank accounts? Because often
retailers treat these as cash transacti ons.

In addition -- and we have also raised this
in some meetings we have had -- we feel that if we
must conply with this legislation if it becomes | aw,
t hat 90 days may not be sufficient for retailers to
make the necessary changes to conply with this
| egi sl ati on.

Again, we would ask that these concerns
be addressed if the Judiciary Commttee is to

consider these two bills in the future. And again,
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we understand and respect the supporters of

House Bill 1371 and House Bill 2371's intent.
However, we just want to make sure that legitimte
customers and retailers are not negatively inmpacted
if they must comply with this legislation should it
become | aw.

Again, M. Chairman, | would like to thank
you and the comm ttee members and staff and the
prime sponsors for our opportunity to relay our
concerns and comments today, and | would be happy to
answer any questions that you may have.

CHAI RMAN CALTAGI RONE: Thank you, Brian.

MR. RIDER: You are wel cone.

CHAlI RMAN CALTAGI RONE: Questions? Jay?

Ed.

REPRESENTATI VE PASHI NSKI : Thank you,

M. Chair man.

Thank you very nmuch, Brian, for being here
t oday.

MR. RIDER: You are welconme, sir.

REPRESENTATI VE PASHI NSKI : As you know, we
have had a nunber of discussions on this, and both
Representative Moyer and nyself have indicated that
we are more than willing to sit down and continue the

conversati on.
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The 90-day period of time does not seem as
t hough that would be difficult to deal with. Thr ee
to four is something that could be di scussed.

Let us talk about, just for a m nute, you
made a few statements there.

Number one, keep in mnd that this
| egislation will not prevent those people that want
to purchase these TracFones from purchasing them | t
is just a matter of trying to give |aw enforcement
some kind of trail back to the purchase, to the
pur chaser.

So even if they do not have an ID, |ike a
driver's license, | nmean, what would be wrong with
all people to have some formof ID in the State of
Pennsyl vania? | think it only costs 10 bucks to go
to PENNDOT and get an ID if you do not drive.

MR. RI DER: Representative, we are not, by
no means, objecting to them having to produce sone
formof ID to verify that the individual purchasing
t he prepaid phone is in fact he or she. It is having
to record the information, and also sometimes with
customers being nore and more concerned about
personal privacy, being unwilling to provide this
i nformation.

REPRESENTATI VE PASHI NSKI : Okay. Let us see
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if we can talk about it fromthis standpoint.

If I want to get a fishing |license, what do
| have to do?

MR. RI DER: Havi ng not purchased a fishing
license in about 25 years, | couldn't answer that.

REPRESENTATI VE PASHI NSKI : Well, it is time
t hat you do, Brian. This is a big thing.

When you go to purchase a fishing |license,
you have to show your driver's license. You have to
fill out the form  The person has to make sure the
formis filled out before they issue it to you.

What has happened here with this incredible
invention, this prepaid phone, is just that the bad
guys are using them Now, what can we do together to
hel p I aw enforcement prevent that from occurring?

Remenber, if you are a |l aw-abiding citizen,
you can buy it with your debit card as long as it is
bank issued or your credit card. Swipe it. That is
what all the retailers are pronoting now anyway; buy
it with a credit card, for obvious reasons -- no
hassl e, no names, no identification, nothing. So if
you do it with cash, then you have got to provide
this stuff.

And the same thing, there is no restriction

on how many you purchase, so when you tal ked about
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t hose 500 cell phones or those boxes or a hundred
boxes, that is not a problem either. But the conpany
has to identify who is buying it and who they are
selling it to. That is all it is.

MR. RI DER: But again, we had tal ked about,
in the past, the possibility of getting four
commercial transactions where, usually one of our
member stores, as an exanple, IBM may go into their
| ocal Wal mart, they may contract with the | ocal AT&T
and/ or Verizon Wreless Store to purchase | arge
nunbers of these phones for their associates, and
what we are asking for is that there be a carve-out
there for legitimte business purposes.

| mean, because if it is IBMcomng in, you
know, it is Highmark or any other |arger enmployer in
sout h-central PA here or anywhere throughout the
Comonweal th, we feel that there should be a
carve-out for legitimte businesses making these
commercial transactions.

But somebody com ng in that is questionable
or as a business that nobody has ever heard of or
cannot produce docunmentation that wants to purchase
100 of these phones, what you are driving at is a
|l egitimate concern and | think a legitimte request.

REPRESENTATI VE PASHI NSKI : Okay; that is
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good.

But, | mean, if IBM buys it, they know that
everybody that is involved in that transaction is
going to know the number and they are also going to
have the codes, so they will know if any of those
phones are involved in a nefarious act---

MR. RI DER: Correct.

REPRESENTATI VE PASHI NSKI : ---that came from
| BM

MR. RIDER: Correct. But what we are saying
is that the retailer should not have to get the
information out---

REPRESENTATI VE PASHI NSKI : Every person that

MR. RI DER: Everybody that is going to be
possessing one of the prepaid cell phones.

REPRESENTATI VE PASHI NSKI : Does | BM get all
the informati on when they sell their products?

MR. RI DER: | don't know. We would have to
speak to sonme | arger commercial businesses, how they
handl e that once these phones are then distributed to
t heir enpl oyees and associ at es.

REPRESENTATI VE PASHI NSKI : Okay. That is a
good concern. Thank you.

MR. RI DER: You are wel cone.




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

24

CHAI RMAN CALTAGI RONE: Jay.

REPRESENTATI VE MOYER: M. Rider, you
mentioned a carve-out for legitimte businesses. I
mean, could you expand on that? Because basically,
woul dn't that just exempt all the known legitimte
busi nesses of the United States, and the only ones
t hat we would be concerned about then would be the
illegitimte businesses? | mean, can you expand on
that a little bit?

MR. RIDER: Well, we may want to consi der,
or in future discussions, having a number in there,
say legitimate established busi nesses purchasing --
and | am throwi ng this nunmber out off the top of ny
head -- 25 or nore prepaid cell phones are not
required to or the stores are not required to then
collect this information.

REPRESENTATI VE MOYER: For exanple, |let us
just use as an exanmple Wal mart. I n other words, if |
am Wal mart and | purchase, let us say, 100 phones for
retail business, | would be exempt fromthis law? 1Is
t hat what you are saying?

MR. RI DER: Yes, or Walmart is probably
going to purchase them from themsel ves.

REPRESENTATI VE MOYER: Well, then that would

basically, unless |I m sunderstand what you are
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saying, M. Rider, that would defeat the intent of
this bill.

MR. RIDER: ©Oh, | do not believe so, not at
all, because you are nonlegitimte businesses. You
are individuals who are obtaining these prepaid
phones, whether they are purchasing themin bulk or
they are stealing them and have access to these.
Those are the people.

| f somebody comes in off the street and
cannot produce some type of documentation that he or
she is representing a legitimte business and wants
to buy a hundred of these, well, that is going to
throw up a red flag if your |egislation becomes |aw.
And the sales associates will be trained by their
enpl oyers at the point, well, this isn't IBM this
isn't Hi ghmark comng in here, this isn't the Bon-Ton
Department Store comng in here to purchase a hundred
of these for their sales associates or their
corporate enployees, and then, therefore, that
i nformati on would be required to be obtained by the
pur chaser.

REPRESENTATI VE MOYER: Okay. Wel | agai n,
et me see if | understand this. Maybe | do not
under st and your point.

' m Wal mart and | buy a thousand of these
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phones on delivery for nmy stores in, let us say, the
sout heastern regi on of Pennsyl vani a. Do | understand
you to say that those phones then would not be
subject to this | aw?

MR. RI DER: No; no.

REPRESENTATI VE MOYER: I n other words, now
when the bad guys come in, the bad guys come in and
they are exenpt from showi ng any form of ID, do I
under st and- - -

MR. RI DER: No; | apol ogi ze. | was uncl ear.
| was tal king about these stores selling themto a
| egiti mate busi ness.

REPRESENTATI VE MOYER: Okay.

MR. RI DER: Not just because you are a
| egiti mte business buying these for resale; |I'm
tal ki ng about the individual or company that is
comng in to purchase them fromthe retailer.

REPRESENTATI VE MOYER: Okay. | understand
t hat then. Okay; fine.

Thank you, M. Chairman.

CHAI RMAN CALTAGI RONE: Certainly.

We have had anot her Representative join us.
| f you could please introduce yourself for the
record, John.

REPRESENTATI VE EVANS: Yes; thank you
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M. Chairman.

Representative John Evans from Erie County.
Thank you

CHAI RMAN CALTAGI RONE: Thank you, John.

Questions? John, do you have a question?
And t hen Counsel Andring.

John.

REPRESENTATI VE EVANS: Thank you,

M. Chairman.

Thank you, M. Rider, for your testinmony.

MR. RIDER: You are wel cone.

REPRESENTATI VE EVANS: | may have m ssed
this earlier, but | am curious about the violations
here for the clerks and so on who would be selling
t hese cell phones.

What woul d the conpani es, say, for example,
if a Target sells these types of phones, would they
be required to have training programs for their
enpl oyees who may work in that department to
understand the nuance of the | aw?

MR. RIDER: They are going to have to in
best efforts of not violating this should it become

| aw, because again, you are tal king about a summary

of fense per violation, and it could get quite costly

for stores that have hundreds of enployees and
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literally thousands throughout the Commonwealth.

REPRESENTATI VE EVANS: Is it commonpl ace for
many |l arge retailers to have enpl oyees who nove from
departnment to department? For exanple, one could be
selling furniture one day; one could be selling
el ectroni cs another day; toys another day. | am j ust
wondering, froma management standpoint, is that
somet hing that would be very difficult to put
together in a training aspect?

MR. RI DER: It varies upon stores and
departnments, and it is store policy that varies from
company to conpany as opposed to if our sales
associ ates are interchangeable in different
departnments.

But it is something, again, that the stores
woul d have to take very seriously and make sure that
their sales associates are trained in complying with
the new |l aw, which is time-consum ng and costly
initially. But again, if it is something that they
must conply with, then they will conply.

REPRESENTATI VE EVANS: And this is not being
done in any other State to your know edge?

MR. RIDER: To our know edge, no.

REPRESENTATI VE EVANS: Okay.

MR. RIDER: And if | amincorrect, please
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correct nme.

REPRESENTATI VE EVANS: And t he ot her
guestion | have, if an enployee was to be cited for a
vi ol ati on, would the company also be party to a
| awsuit on a |l arger scale?

MR. RI DER: | would defer to the commttee's
counsel on that, not being an attorney nyself, that
not only would the sales associate violate the act,
and/or would his or her employer? |'m not sure -- or
to the prime sponsors.

REPRESENTATI VE EVANS: Okay. That concl udes
my questions. Thank you.

MR. RI DER: Thank you

CHAI RMAN CALTAGI RONE: Thank you.

Counsel Andri ng.

MR. ANDRI NG: Brian, one of the questions |
have, the bill does not cover sonebody who wal ks into
a store and buys a couple of phones and uses a credit
card.

Now, if we have a retailer who maybe in a
day sells 30 of these, and you go back and you | ook
at those purchases, the store is going to know who
purchased a phone that day by going through the
credit records. Are they going to be able to

identify which purchaser purchased which phone?
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MR. RI DER: If they are using a credit card,
t hey may not know, unless -- and | have just started
| earni ng about the sale of prepaid phones with the
introduction of this legislation, so |I'm by no neans
an expert. But unless there is sonme item through the
UPC scanni ng system when the product itself is
scanned and sonme type of number to identify that
phone itself, then I don't know if you will be able
to know that Bill Andring came into Boscov's, used
his Boscov's proprietary card, and purchased two
prepaid cell phones. | don't know.

MR. ANDRI NG: But you don't know that there
IS any way you are going to be able to pin down
specific nunbers to a specific purchaser?

MR. RIDER: Well, if you are recording the
information that is being requested---

MR. ANDRI NG: Yeah, but |'m tal king about
the situations where we are not recording
i nformation.

MR. RIDER: Then you may not know-- -

MR. ANDRI NG: If | just buy two phones with
a debit card or a credit card, like | said---

MR. RIDER: Then you may not know who
purchased those two phones.

MR. ANDRI NG: Which specific phones. So in
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fact if we really want to be able to trace everything
back, every phone number back, every purchaser, then
we are going to have to start doing this for every
cell phone purchase of one of these.

MR. RIDER: Well, | would hope not, but that
is a possible scenario.

MR. ANDRING: And there is no limtation on
age in terms of who purchases cell phones, is there?

MR. RI DER: Representative Pashinski, | do
not believe you addressed an age limtation, did you?

MR. ANDRI NG: It is not addressed in this
bill. | was wondering if you were aware of any other
[imtations that your retailers have?

MR. RI DER: Limtations on purchasing
firearns.

MR. ANDRI NG: But not on cell phones.

MR. RI DER: No, and | believe the Federal
law i s on pseudoephedrine products, too.

MR. ANDRI NG: Ri ght .

MR. RI DER: | believe you must be 18 or
ol der.

MR. ANDRI NG: Ri ght .

MR. RI DER: But on cellul ar phone products,
no.

MR. ANDRI NG: And there is no limtation on
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reselling cell phones? | mean, and again, ny
guestions are going to the issue of whether we
acconplish anything by passing this bill

As | understand it, the idea is somehow we
are going to trace drug deal ers because they will
have to fill out forms if they are buying multiple
phones. Well, if they buy fewer phones, we may not
know exactly which nunber is attributable to some
specific person.

In addition to that, it seems to nme the drug
deal ers, once this would pass, are sinmply going to
have sonmebody go down to the store, buy 50 phones who
has a clean record, |like they do with guns right now,
and then that person is just going to have a little
secondary business reselling cell phones in the
nei ghbor hood. You are sinply going to inject the
m ddl eman into the whole process, but | do not see
where you are really going to be acconplishing much.

Thank you

CHAlI RMAN CALTAGI RONE: Just a followup on
t hat .

We were kicking this around in the office
t he other week and we were saying, well, you know,
even if this were to become |aw in Pennsylvania, wth

t he bordering States that we have, you know, that
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enterprising drug dealer, could he not just go across
one of our borders and purchase the phones? |If they
don't have any kind of simlar |egislation, how do
you control that? See, that was one of my concerns.

The other concern was--- Go ahead.

MR. RIDER: Well, hopefully if that occurs,
M. Chairman, and the product is subject to the
sal es and use tax, they are remtting the use tax to
t he Department of Revenue.

CHAI RMAN CALTAGI RONE: Good poi nt. The
Governor would like to know that.

You know, we have thought about this |ong
and hard. As you know, we have had sonme serious
di scussions about trying to do the right thing
wi t hout creating an additional burden on our
busi nesses in the Comonweal t h.

And just as an aside, you know, many of us
t hat have young children -- or grandchildren, in mnmy
case -- getting cell phones for themis a matter of
safety and giving themto them so that they know how
to comuni cate whenever, God knows, in any type
situation. So there are a |ot of younger kids that
have cell phones provided by their parents or |oved
ones just to guarantee their safety, and especially

many of the wonen that have the throw away cell
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phones that use up the time and then get rid of them

But you had some other questions, and then
have another thing to come back to. But go ahead.

REPRESENTATI VE PASHI NSKI : Thank you,
M. Chairman.

Let us see if we can take these in order
here.

First of all, as far as the young chil dren,
| totally agree. You know, they should have them
especially when they are away or they are going to go
on a trip. And some of the senior citizens are
purchasing them because they do not want to have a
mont hly bill and not use the phone. This would be
something for extra safety for them

House Bill 2371 does not prevent any of
t hat, though. You know, if you are a | aw-abi ding
citizen and you use your credit card, you can buy
two, and the next day you can buy two, and the next
day you can buy two, and the next day you can buy
t wo.

But what |'m having the problem with here is
t hat some of you are saying that there is no way to
identify who purchased that phone, yet in this age of
conputers, and if we are talking about Wal mart,

Wal mart knows exactly how many phones they have
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recei ved because there is a number on each one.

MR. RI DER: No; | wunderstand that. My only
guestion was, when asked that question,
Representative, is that when that phone is scanned at
t he UPC scanning system -- and maybe, | do not have
t he agenda here, if somebody from Verizon or AT&T
maybe can attest to this -- that number on there,
does that directly identify that phone when it is
activated? | do not know. Maybe it does, and maybe
t hen when that phone is scanned, then they know whom
it was sold to if it was purchased with a credit
card. Maybe they do that. | do not know.

REPRESENTATI VE PASHI NSKI : It is nmy
under st andi ng that each phone has a chip, okay? So
t herefore, you would identify that phone. You could
identify a phone 0001 as opposed to phone 1, 090.

MR. SNOWDEN: After activation.

MR. PASHI NSKI : Okay.

MR. ANDRI NG: But the question is the
purchaser. The purchaser cannot identify a specific
phone to a specific purchaser.

MR. SNOWDEN: Not at time of sale.

MR. ANDRI NG: Not at time of sale. Thank
you.

REPRESENTATI VE PASHI NSKI : Okay. All right.
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Well, we have just deci ded sonmething here then.

First of all, we have to deci de whether or
not the phones are being used for nefarious things.
We have to find out whether or not the phones create
a threat to society, okay?

| think we are creating the fact that these
phones are being used illicitly. Now, if it means
that we have to try to get a nunber that matches the
phone or some kind of identification that matches the
phone, then maybe that is the way we will have to go.

But just because the systemright now wil
not allow for that to take place does not mean it is
an open and shut case. What |'m saying is, it is
2008. We have just discovered something that is a
maj or problem and we now have al so discovered that
if law enforcement had a way to deal with that, they
could mnimze and help curtail the illicit use of
t hese instrunments.

When we had our discussion with all the
folks in the roomjust a few weeks ago, | think it is
i ncunmbent upon all of us to use our ingenuity and the
technol ogy that is available to help | aw enforcement
prevent this kind of stuff from going on. That is
what | am asking for here.

| f House Bill 2371 does not do enough to
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help | aw enforcement, then let us try to find
sonmething else that will. The reason we have forged
ahead is because | aw enforcement has indicated to us
it will help them It may not help as nuch as we
want, but it will give them another tool. So that is
the reason why Representative Mdyer and nyself and

ot hers that understand the problem are forging ahead
on this.

Now t hat a new devel opnent has taken pl ace,
maybe there is something else that can be added to
make the change. But we all agree here that whatever
product cones into Walmart, Wal mart knows they have a
record of it and they know that it goes back out or
it goes back into inventory, because that is the only
way you can manage your products, so you know whet her
you have a profit, you know what is selling and what
is not selling.

Al'l right. | also felt that in our
di scussi on, that because of what is happening with
t hese phones, you know, they should be treated al nost
like a firearm because it is being used for those
ki nds of nefarious activities.

And when Attorney Andring had nmentioned
about the fact that a | aw-abiding person could buy

somet hing and then sell it to somebody else, well,
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that is against the law, so they are not a
| aw- abi di ng person. They are doing something agai nst
the | aw.

We have identified that these phones are
being used in countless activities that are creating
havoc. It is costing billions of dollars in the drug
trade for | aw enforcement. So | think that these
hearings are fantastic in the sense that we are going
to develop a little better understanding and see if

there is another way that we can come up with

sonmet hi ng.
But | do appreciate your time on that.
Thank you

MR. RI DER: You are wel come, Representative.

CHAI RMAN CALTAGI RONE: Jay.

REPRESENTATI VE MOYER: Yeah; M. Chairman,
just two coments.

One, to your concern about crossing State
lines, | personally, you know, | thought that through
as well, and |I had an opportunity, | bunped into the
Attorney General |ast year and | personally asked him
about that, and I remember his response to me was,
General Corbett, he said, "Jay, | can only be
responsi ble for what happens in Pennsylvania." And

his other conmment was that generally the bad guys
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aren't very bright and they generally don't think
t hrough those situations. | am not saying that won't
happen, but that was his response.

And also to Solicitor Andring's question,
you know, M. Solicitor, this will, | believe, firmy
bel i eve, and Representative Pashinski believes, that
this bill as enacted, it will provide a paper trail
for law enforcement that is nonexistent at this
poi nt .

Thank you, M. Chairman.

CHAI RMAN CALTAGI RONE: The ot her question |
had, Brian, was---

MR. RI DER: Yes, sir?

CHAI RMAN CALTAGI RONE: ---do you have a
nunmber as to how many throw-away cell phones are
purchased each year in the Commonwealth? And if you
don't, if you can provide this. "' mjust curious.

MR. RI DER: No, | do not. We can work with
t he manufacturers and see if we can ascertain a
number for the commttee, but right now, | do not
have that information.

CHAI RMAN CALTAGI RONE: Okay.

Any ot her questions? Representative Mantz.
Car | .

REPRESENTATI VE MANTZ: Brian, |'m not sure
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whet her you will know this, this question, but I
wonder how pervasive, is there any information that
m ght indicate how pervasive the use of cell phones,
t hese di sposabl e prepaid cell phones, are used in the
perpetration of a crime? How frequently? How
pervasive this practice is?

MR. RI DER: | can't answer that,
Representati ve. | woul d respectfully defer. I
believe there are some representatives from
| aw enforcement that will be testifying later in the
hearing that may be able to provide that information.

REPRESENTATI VE MANTZ: Okay. Thank you. I
will redirect my question to one of those witnesses.
Thank you

MR. RIDER: You are wel cone.

CHAI RMAN CALTAGI RONE: Thank you, Brian.
appreci ate your testinony.

MR. RIDER: Thank you, M. Chairman. Thank
you.

CHAI RMAN CALTAGI RONE: We will next hear
from one of those | aw enforcement officers,
Joe Coffay, Detective fromthe W I kes-Barre Police
Depart ment .

DETECTI VE COFFAY: Thank you, M. Chair man.

| would first like to thank Representatives
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Pashi nski and Moyer for listening to our concerns in
| aw enforcement and proposing this bill, because |
believe it is an inmportant issue that has to be
addressed based on the concerns that we have.

| work in Luzerne County. | work in the
city of WIlkes-Barre as a narcotics detective, and |
have done so for the past 19 years.

In the beginning, in the eighties, you used
to have, one of the major tools that drug dealers
used to use would be pagers. MWth the emergence of
cell phones, the primary tool that they use is cell
phones.

Pretty much if you are not a street dealer
out on the streets, the corners of Philadel phia,
dealing on a corner, nost dealers, | would say all
dealers | have run into in the past 10 years, have
utilized cell phones or cellular facilities to
facilitate their drug trafficking.

So | think it is important for the commttee
to understand a little bit on the role the cell phone
has in the comm ssion of this crimnal activity such
as drug trafficking.

For the most part, they play a major role.

A drug deal er cannot operate his drug business

wi t hout a cell phone. Drugs are not just |ocal, they
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are worl dwi de. The drugs have to come from-- we do
not grow heroin poppies in Pennsylvania, we do not
grow cocoa | eaves in Pennsylvania, and those drugs
have to conme from ot her countries, usually into
source cities such as New York or Phil adel phia and
then into the | ocal areas and our | ocal streets.

That is usually acconplished by the retail people
contacting the whol esal e people in reference to
getting the drugs here so they can be sold on the
streets.

The whol esal e people, usually what we are
finding is that they use multiple phones to conduct
their business. They will have phones that they tal
to just their supply and then they have phones that
they talk to their dealers. And in past
i nvestigations, we have encountered several
i ndi vidual s that have been arrested with nultiple
phones. Usually it is a TracFone and usually it is
phone that is pretty much untraceabl e.

The retail people, they usually use the

phones to conduct their business where we have come

across a drug dealer that will have a phone and he
puts that phone nunber out -- what they will do is
they will put their number on a piece of paper and

they will just hand it out on the streets that they

k

a
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have product, and those people are then contacted and
t hey provide the drugs. Usually that is how they get
the word out when they are dealing at the retail

| evel .

Usually what they will do is contact their
supplier, and the supplier would then supply the
drugs to the retail person. In an investigation |ike
t hat, when you identify that happening, you usually
try to do an investigation that involves a
conspiracy.

When you have a drug deal er contacting a
source, usually you try to identify the retail dealer
by the sales or being able to buy drugs. Once you
have that phone number, then you try to trace those
numbers back to the supply.

Usually you have to do that through the

subpoena process. You send a subpoena to the phone

company, and they will send you back the subscriber
i nformation. Many times, it will come back with no
i nformation. Many times it will come back with a

fictitious name, just as Representative Pashinski had
al luded to the fact that, you know, a character had
purchased that cell phone.

That in itself does not help us identify the

supply or sometinmes even the retailer. The |ack of




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

44

accountability allows these dealers to avoid
detection. That is the main reason that they are
able to do that, because they don't have to go and
t hey do not have to show I D.

We actually have to have insurance on a
vehicle and we have to have a driver's license to
drive a vehicle. If we didn't have that, people
woul d be smashing cars all over and they would just
| eave the scene. There is a way of investigating and
tracking that information in an accident |ike that.

It is illegal in Pennsylvania to utilize a
cellular facility to commt a felony. So if a
customer -- or we -- call a drug dealer on his
cellular tel ephone, then the customer and the dealer
can be charged with crimnal use of a communication
facility, which is a felony.

Usually when we identify these conspiracies
t hrough subpoena and the records for the phones and
records for the suspected dealers, we usually
subpoena those records, and a |lot of times when we
can't go any further with that case or we run out of
means of investigation, we usually use wiretaps,
which are costly, they are manpower exhaustive, and
what wusually happens is we identify a |ot of

resources or sources of supply through investigations
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like that or it gives us the whole conspiracy.

For exanple, in one case, we identified
several |ocal dealers in the city of WI kes-Barre,
and upon doing so, we attenpted to identify the
supply or show that that supply was involved in that
conspiracy. \When we sent the subpoena to the phone
company, we actually received the information back
and continued our wiretap investigation.

At the time, the subscriber was Santa Cl aus.
So we actually did a wiretap on Santa Cl| aus.
Fortunately, we were able to identify that person
t hrough surveillance that that is the person
utilizing that phone, but those phone records were of
no help to us.

More recently, we had a homcide in the city
of W I kes-Barre whereupon detectives attenpted to
subpoena the records to the cell phone company, and
t hose phones, those bl ock of phones were sold to
anot her company. So now the detective has to go back
and subpoena that company so they can get the
records.

Ni ne times out of ten, in a drug-related
hom ci de and/or our drug traffic investigations, it
comes back with no subscriber or sonmething

ridicul ous. Sometimes | have seen them where they
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have come back with just nunbers or letters. That

ki nd of slows us down. We have to find other means
then to actually go out and identify who is utilizing
t hat phone, which costs us tinme. And in an

i nvestigation such as a wiretap investigation, time
is of the essence, because those types of

i nvestigations, like | said, are costly and manpower

i ntensi ve.

For the most part, there is a definite need
for accountability with the phone conmpanies in
reference to these cell phones, because for the nost
part, we in | aw enforcement are kind of hanmpered and
sl owed down in our investigations when we cannot get
the information that is provided.

That is the major tool utilized by them and
most of the time there is no accountability and/or
any way of tracking them down other than to
physically do surveill ance.

Someti mes you have to go out and actually
see the individual you suspect of having that phone
and you have to actually call the phone, and if he
picks it up, then you can actually testify to the
fact that that is the phone that is being utilized.
Ot herwi se, there is no other way to track it.

It just slows us down, and it causes us
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probl ems.

CHAI RMAN CALTAGI RONE: Okay.

One of the things | was wondering about --
maybe you could answer this -- does your police
department have the ability to do intercepts,
tel ecommuni cati ons intercepts? On cell phones.

DETECTI VE COFFAY: Yes; yes, we do.

The police department, specifically my
police department, the W /I kes-Barre Police
Department, locally we work in conjunction with the
Attorney General's Office. And me, nmyself, | am
assigned to the Drug Enforcement Adm nistration, and
we are able to do intercept investigations through
the State Attorney General's Office and with Federal
assi stance.

CHAI RMAN CALTAGI RONE: Do you then, of
course, go through the same procedures as far as
getting a court-ordered approval for a wiretap?

DETECTI VE COFFAY: Yes.

CHAI RMAN CALTAGI RONE: Okay. Because the
report, | just got it this past Friday fromthe
Attorney General on the wiretaps conducted in the
| ast year, and | was just wondering how this plays
out with problens that you have.

And in smaller police departments, | am
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sure, it is probably even nore difficult, unless they
wor k through the Attorney General's Office, to get
some help fromthem on the intercepts with cel

phones.

DETECTI VE COFFAY: Well, in that type of
i nvestigation, an intercept investigation, the
problemis magnified, because you are actually doing
an investigation -- you have exhausted all
i nvestigative means, and you know that phones are
being utilized to facilitate the drug trafficking.
So your investigation | eads to an intercept
i nvestigation, which at that point in time, one of
the steps that you would take is to utilize a trap
and trace, where you would identify a target phone
bei ng used, and then you would have to do a trap and
trace to see what nunbers are calling that phone or
what nunbers that phone is calling. That hel ps you
identify other players and coconspirators in that
i nvestigation.

The problemwith that is, a lot of tines
when you send the subpoenas out for the cell phones,
a lot of tinmes they are com ng back as prepaid or
TracFones, and there is no way to identify that
person. So when you do your investigation, sonmetinmes

you have to know a little nore. That would help us
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identify at |east who bought the phone.

Now, sonebody can buy, if I'm a drug deal er
somebody can buy me a phone, but then again, that
still gives us a trail for us to go and speak to that
person and find out who, they bought the phone, now
who did you give that phone to?

| mean, sometimes a drug dealer will get an
i ndi vidual, sonebody that is a drug user, for drugs,
t hey woul d get that drug user to do things for them
-- rent themcars, rent them hotel rooms -- so that
t hey do not have to put anything in their name,
because their job, in their mnd, is to avoid us.

So they usually do do that, but then again,
this also gives me the opportunity to go back and
interview that person and possibly get themto
testify against the drug deal er. It actually
provides nme with more witnesses agai nst the drug
dealer itself, and it also rounds out the conspiracy.
| would have nore of an idea of the scope of the
conspiracy.

CHAlI RMAN CALTAGI RONE: Well, let me ask you
this also about your years of experience and with the
evolution of the cell phones.

Has it been your experience that nmore than a

handf ul of phones are purchased at one tinme by sonme
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of these drug operations in your comunity?

DETECTI VE COFFAY: Yes. Actual ly-- -

CHAlI RMAN CALTAGI RONE: What is the number
t hat you usually find that they purchase these
phones?

DETECTI VE COFFAY: | had recently done a
case in the past 2 years where they purchased |ike
12 or 13 phones, and that drug deal er would hand them
out to his retail people, kind of what | was trying
to explain before. He buys the phones, and then he
hands them out to his retail people.

A lot of times, it is the phone itself that
is worth the money. If we turn around and arrest the
drug dealer and he is in jail, then sonmetimes, if you
do not confiscate that phone, someti mes other drug
dealers will want to buy that phone, they will offer
money for that phone, because they know it is a money
phone: Hey, | want his phone because he was making a
| ot of noney off that phone; a | ot of customers call
t hat phone.

So they have actually gotten to the point
where they actually buy the phone, you know, and then
there is no way of tracking that at that point in
time. You know, you arrested one drug deal er, and

t hen that phone goes to another one. Or sometimes
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t he phones are distributed out, and then they are
m xed between deal ers. But you are still show ng
t hat these phones belong in that specific conspiracy.

CHAI RMAN CALTAGI RONE: You are close to the
New Yor k border, okay?

DETECTI VE COFFAY: Yes.

CHAI RMAN CALTAGI RONE: And the problem that
| foresee with the |legislation, and | know that, you
know, we would have this problem no matter what,
guess, with just about anything we deal with in the
Commonweal th. A drug deal er goes across the border
-- we enact the legislation and it becomes | aw --
goes across the border and buys a cell phone. You
know, if New York or New Jersey or Ohio, if they do
not have simlar |egislation on their books, how do
we control that? They go over the border; they buy
the cells; they come back; they distribute it --
bi ngo, we are in the same jackpot.

DETECTI VE COFFAY: | " m not sure if you can
control it, but at |east in Pennsylvania, we are
doi ng what we have to do to try to just end the tide,
just to try to stop what is going on as far as the
phones go.

CHAI RMAN CALTAGI RONE: Okay.

DETECTI VE COFFAY: Besi des, nost drug
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dealers, for the nost part, when they come here,
usually they will go back to their source city to
pi ck up drugs and bring back here. A lot of tinmes,
they are staying here. And quite honestly, they are
| azy. Ot herwi se, they would probably be out with a
| egitimte job.

But nost of them you know, | would say nost
of them would either try to have somebody get them a
phone or they would actually just continue. They
really don't think of those things.

CHAlI RMAN CALTAGI RONE: Thank you.

Questions? Jay.

REPRESENTATI VE MOYER: Yes; thank you, M.
Chai r man.

For Detective Coffay, thank you again for
bei ng here and taking the time to come up from
W | kes-Barre this morning. | really appreciate it.
| know that | am speaking for Representative
Pashi nski as well.

Let me ask you this: You mentioned about
obtai ning records. How hel pful -- and |I'm not
pi cking on anybody in this room here, but there are a
| ot of different phone conpanies out there,
manuf acturers of these phones -- how hel pful, when

you are trying to investigate a crime and you make a
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phone call to that particular conpany for records,
how hel pful do you find those conmpanies are in

trying to furnish you with the records? Does it take
a long time? Are they being helpful? 1'mjust
curious.

DETECTI VE COFFAY: | probably could answer
that quickly and say it is a problem but there are a
| ot of factors that go into it.

' m sure that the cell phone companies, it
is such a big business, that there is so nuch of it
and that they receive so many requests from | aw
enforcement as far as subpoenas, that things do take
a long tinme.

It depends. Sometimes | have sent a
subpoena to one conmpany and they will have the
i nformati on back within a day or two, and | have had
ot her conpani es where it takes a nonth. That in
itself hinders our investigation.

But you send a subpoena to them and then
they comply with that subpoena, so they are being
hel pful in that respect. Sometimes in an emergency
situation, you can call and advise themit is an
emergency situation and you get the information
i mmedi ately, such as a hom cide or something |ike

that, or if you are actually |ooking for somebody or
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a ki dnappi ng.

But the phone conmpanies generally are
hel pful, but it is a process. It is a process that
takes time.

REPRESENTATI VE MOYER: Okay.

DETECTI VE COFFAY: So in nmy mnd, it takes
too | ong. But for the most part, they conmply with
t he subpoenas.

A lot of times, what is happening now, | did
have an exanpl e there. On that hom cide, they sent
the information to one cell phone company--- | wil
have to | ook and see which one it was.

They sent the phone records to Sprint, but
they were notified back after about a week that that
bl ock of nunmbers was sold to Virgin Mobile, which is
a resaler for Sprint, and that is starting to happen
a lot nore, where you send the subpoena to a conpany,
you plug in and find which number that that phone
bel ongs to, and then when you send the subpoena, it
was actually sold to another company. So now you
have to restart the process and send that subpoena to
t hat conmpany.

A lot of these smaller conpanies, it is very
difficult, because it takes a long time for that

information to get back. And like | said, in sonme
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types of investigations, such as intercept
investigations, time is kind of of the essence.

Not to mention that drug dealers, it is very
easy. You know, | have seen drug dealers turn around
and they will do this: They will have a phone, and
t hey understand how | aw enforcenment works or they
have been through this before, so they will wait
29 days and go get a new one, throw that one away,
and then they will continue to do that to avoid us.

So that is a problem also, where if they
know about how we work and what we do, at times it is
easy for themto just go buy one phone and throw it
away, and get another one and throw that away, and
continually change phones. It is not uncomon for us
to see seven or eight phones on one dealer, so that
gets to be a problem

REPRESENTATI VE MOYER: Thank you, Detective.

CHAI RMAN CALTAGI RONE: Thank you.

Go ahead, Eddi e.

REPRESENTATI VE PASHI NSKI : Thank you, M.
Chai r man.

Just a couple of things here.

| want to try to establish that even though
you may not be able to identify the specific phone

that is purchased by that specific person, having the
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list of those people purchasing the phones,
especially for cash or in |arger nunbers, would that
hel p you in your investigation since you my
recognize a name or two that are within the crim nal
society?

DETECTI VE COFFAY: | woul d have to answer
t hat yes, that would help, and for the nmost part,
anything is better than nothing.

When you have something to work with, it is
better than not having anything to work with and not
having a | ead. When you send a subpoena for a cell
phone record and there is nothing there, you know,
like | gave the exanple Santa Claus, | can't go to
the North Pole and interview Santa Claus, so we just
have to try to continue to investigate Santa Cl aus
and identify himand arrest him

REPRESENTATI VE PASHI NSKI : Okay.

And you have also indicated that if you do
have a contact, you have a chance, at least, to roll
t hat person, to find other names and possi bly put
theminto a position where they would testinony.

DETECTI VE COFFAY: | would say so, because
in my mnd, if they buy that phone for that
i ndi vi dual knowi ng what that individual does -- nmost

of the time, it is going to be a customer of theirs
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-- then as far as |I'm concerned, they are involved in
the conspiracy. They are facilitating that drug
trafficking al so.

REPRESENTATI VE PASHI NSKI : That is correct.

DETECTI VE COFFAY: It is not just the phone
facilitating the drug trafficking; it is that
i ndi vidual that can be charged and put in the
conspiracy, because once they do something to, you
know, facilitate that crime, then they are just as
cul pabl e.

REPRESENTATI VE PASHI NSKI : You al so
i ndicated that relative to border situations, there
are sonme States that sell liquor for |less noney than
maybe Pennsylvania or will sell other products. You
i ndicated that as |long as we are doing our job here
in Pennsylvania, we should continue to do that.

| personally feel that that is the sane.
Just because other States do not have whatever we
feel is necessary, that does not mean that we as
Pennsyl vania should not take the lead on it, and |
t hink you confer with that. At |east here in
Pennsyl vani a, we would have those |aws that would
all ow you at | east sonme |latitude in order to carry
out your duti es.

DETECTI VE COFFAY: Yes.
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REPRESENTATI VE PASHI NSKI : Okay.

Al'l right. Thank you very nmuch.
appreci ate your tinme.

Thank you, M. Chairman.

CHAI RMAN CALTAGI RONE: Thank you.

| want to recognize Representative Dally,
who has joined the panel.

John. Represent ati ve Evans.

REPRESENTATI VE EVANS: Thank you, M.
Chai r man.

Thank you, Detective, for your testinony
this nmorning -- this afternoon, | should say. It is
getting close to the noon hour.

| wanted to ask as far as the collection is
concerned of the data. At the point of sale, the ID
woul d be required, that information would be required
of the purchaser. | "' m just wondering where that data
goes. s there a clearinghouse that woul d handl e
this? Wuld this be an arm of | aw enforcenment?
Woul d this be something in Harrisburg? Where would
that information go that is collected at the time of
sal e?

REPRESENTATI VE PASHI NSKI : May | answer,
sir?

REPRESENTATI VE EVANS: Sur e.
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REPRESENTATI VE PASHI NSKI : It is quarterly

to the Pennsylvania State Police.

REPRESENTATI VE EVANS: It is sent---
REPRESENTATI VE PASHI NSKI : Every quarter of
t he year. Four times a year, it would be sent to the

State Police.

REPRESENTATI VE EVANS: By every retailer.

REPRESENTATI VE PASHI NSKI : Yes.

REPRESENTATI VE EVANS: Okay.

And the other question | had concerns, you
know, we are seeking changes in technology all the
time, and unfortunately, many times when we try to
| egi sl ate technology, it is changed before the
| egi sl ati on becomes a reality. So that has to be a
concern.

But, | mean, going back, howis this
different froma drug deal er using a pay phone?

DETECTI VE COFFAY: Well, a pay phone, they
actually have to physically go there and utilize that
pay phone. That is a much easier investigation than
somebody having a cell phone. They could be anywhere
utilizing that cell phone, but tying that activity to
the cell phone is what you are trying to do and tying
that cell phone to a specific individual

| f somebody was utilizing a -- back in the
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early eighties, they used to use pagers. Now, nost
drug dealers utilized -- that was their tool.

They woul d use pagers, and then they would utilize
pay phones, but now it is all cell phones.

Sonmetimes, a |lot of towns, such as mne in
the city of Wl kes-Barre, they were getting rid of
t he pay phones due to that reason, because it was
becom ng a nuisance in the nei ghborhood, because the
customers were constantly going and using the
pay phone to call the drug dealer on his cell phone
and then they would neet. So that was the problem
t here.

But for the mpost part, they are nobile.

They are easier to be, you know, anywhere. Actually,
you can be anywhere utilizing that cell phone.

REPRESENTATI VE EVANS: It is a different set
of technol ogy, but isn't the anonymty still the
common variable there? | mean, are you able to tap
into a pay phone if you have suspicion that it is
bei ng used for drug activity?

DETECTI VE COFFAY: | have never been
involved in a case |ike that, but |I'm sure you can.
You woul d just have to mnim ze everybody that was
not, you know, suspect or a target of that

i nvestigation.
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REPRESENTATI VE EVANS: Al'l right.

Thank you, M. Chairman.

DETECTI VE COFFAY: Thank you, sir.

CHAlI RMAN CALTAGI RONE: Representative Mantz,
and then Moyer and Counsel or Andri ng.

REPRESENTATI VE MANTZ: Thank you, sir.

Det ective Coffay, thank you for your
testi nony.

Could you tell us how, in your own |aw
enforcement experience, how frequently has the | ack
of such prepaid cell phone purchasers, the identity
of a prepaid cell phone, been crucial to the
chargi ng, your charging, |let alone successful
prosecution of a suspected drug dealer?

DETECTI VE COFFAY: It has been constant. I
do not have a specific number, but in npost cases that
| have been involved in as of recently, in the past
7 or 8 years, there have been instances of me not
being able to identify somebody in that conspiracy
because of not being able to trace the phone.

| mean, there are also other ways and means
to do that and they just didn't pan out, so to speak.
But for the most part, the cell phone is a start,
especially in an intercept investigation where a | ot

of your information is based on phone and phone
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i nformation.

But in the past years, there have been
numer ous cases where this has hanpered the
i nvestigation.

REPRESENTATI VE MANTZ: | mean, | am sayi ng
crucial, not just tampering but crucial to the
successful I D-ing of a suspect.

DETECTI VE COFFAY: | mean, it has happened.

It has happened. There have been people |
have not been able to identify that | m ght have been
able to identify, or had a lead if this was passed.

REPRESENTATI VE MANTZ: Okay. Thank you.

CHAI RMAN CALTAGI RONE: Jay.

REPRESENTATI VE MOYER: Thank you, M.
Chai r man.

Detective, just a question.

Actually, you know, Representative Evans
brought up the pay-phone aspect, and it is my
understanding -- correct me if | am wrong, and maybe
you are the wrong person to ask this question -- but
prior to 9/11, drug dealers, crimnals, |loved to use
t he pay phones, because in many instances, they were
not traceable, is my understandi ng of that.

| know that when | was the regional director

for Revenue and | had the southeastern region, which
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spanned from the Phil adel phia area all the way up to
Reading, | remenber in my Lancaster office it was

poi nted out to me that just, you know, "M . Moyer,
just down the street, that is the pay phone of
choice" -- this was in 1999 -- "of the drug dealers,”
and they would just, one after another, just would go
back to that pay phone.

My understanding is now, if you use a pay
phone and | call you, my nunmber shows up. That is ny
under st andi ng. | s that correct?

DETECTI VE COFFAY: That |'m not sure, but
goi ng back to that, and, you know, the pay phone, at
| east you can do surveill ance.

REPRESENTATI VE MOYER: Ri ght .

DETECTI VE COFFAY: It will identify where
t he pay phone is at if you had that information, that
that is the pay phone calling in, and then you would
have to actually physically do surveillance to
identify the people that are utilizing the phone at
t hat specific tine.

REPRESENTATI VE MOYER: Ri ght .

I n your opinion, Detective, if we passed
this law in the Commonweal t h of Pennsylvania, | mean,
obviously the crimnals are not using the pay phone

and they are not using, unless they are stupid,
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totally stupid, they are not using a regul ar

cell phone because they know it could be traced. I n
your opinion, Detective, if we in the Legislature
were to pass this |law, what impact will it have on
the interdiction of drug dealers and drug dealing in
t he Commonweal t h of Pennsyl vani a?

DETECTI VE COFFAY: Well, that is just one
step and one nore tool to help us do our job. And
not so nmuch to do our job; we can do our job possibly
wi t hout the bill, but it just helps us and it gives
us another tool to do it nore efficiently. That is
my opi nion.

REPRESENTATI VE MOYER: Thank you.

CHAI RMAN CALTAGI RONE: Counsel .

MR. ANDRI NG: You nentioned subpoenas t hat
you have issued in connection with drug cases. Now,
t hose subpoenas, how exactly did you issue those?
Were they for a specific number that you intercepted
or numbers that you came up with on phones? How
woul d you initially obtain the information to even
issue the subpoena?

DETECTI VE COFFAY: Just for exanple, a case
a few years ago, we identified a drug deal er through
interviews with drug custoners.

MR. ANDRI NG: Ri ght .
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DETECTI VE COFFAY: All of those custoners
woul d say, Joe Blow, this is his phone nunber; he is
the one who is dealing. So you would have to then
try to identify that individual who has been dealing.
A lot of times, you would get that phone number, find
out what conpany issued that phone number, and then
you woul d get a subpoena for the subscriber
i nformation.

At that point in time, what you would Iike
to do is then run toll records to | ook at all the
different numbers that this individual is calling,
and then you take those numbers and you send
subpoenas out for subscribers of those nunbers, and
t hen you take those numbers and send subpoenas out
for those.

So you continually send out subpoenas to
identify who is calling that individual phone, and
then a |l ot of times you already have a |list of
nunbers that you | ook at anyway of different deal ers,
and you see who is calling who or what nunbers are
associ ated with what, and then you take those and
subpoena those.

MR. ANDRI NG: Okay. Now, in the first
i nstance, you knew the name of the person who was

using the phone.




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

66

DETECTI VE COFFAY: In that case, no. That
is the case | was tal king about. When | subpoenaed
t hat drug dealer's phone, the subscriber information?

MR. ANDRI NG: Ri ght .

DETECTI VE COFFAY: It came back to Santa
Cl aus.

MR. ANDRI NG: Okay. And what you are
subpoenaing then is the subscriber information that
the cell phone conmpany has.

DETECTI VE COFFAY: That is correct.

MR. ANDRI NG: And you are not aware of them

being able to trace that back to buyer information at

the retail |evel?
DETECTI VE COFFAY: Well, no, because this
|l aw i s not enacted yet, if it is going to be enacted.

But no, there is no way of telling that phone conmpany
-- all they know is that this person cane in and
bought this prepaid phone and this is the information
that they gave. This is all that they could provide.
That is in reference, when you subpoena that nunber,
t hat they have a record of---

MR. ANDRI NG: No; actually, it is my
under standi ng that these things are usually activated
by the phone. You buy the phone; you take it hone;

you dial some numbers, and that is how it is
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activated, and the only information that the phone
company has is the information that is punched into
t hat phone, be it M ckey Mouse or Donald Duck or
anyt hing el se.

And that is, again, one of the points |I am
maki ng. There seens to be an assumption that if we
pass this law, |aw enforcement is going to have a
list of the phone numbers of every drug dealer in the
State, and | am having trouble picturing how that is
goi ng to happen.

Nunmber one, if you do not have this
registration information, if you are using a credit
card or, you know, using those things, that phone is
still not going to be traceable for the nost part.
And if you send your subpoena to the phone conmpany,
you are still not going to get any information if,
when they activated the phone, they put in false
information.

And you yourself said that often these drug
deal ers go out and buy phones every 30 days because
t hey know how you operate. And, | mean, if drug
deal ers are able to obtain illegal weapons, | do not
think they are going to have a real problemwth
circumventing the requirements as to the traceability

of these portable cell phones.




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

68

| guess ny point is, if you are serious
about doing this and you actually want to acconplish
a |law enforcement purpose, you are going to have to
have a far more draconian piece of |egislation than
what this bill enconpasses. You are going to have to
require every one of these cell phones to be
regi stered when it is purchased. You are going to
have to require every single purchaser to show ID.
You are going to have to prohibit the resale of them
You are going to have to prohibit multiple purchases
of them

Frankly, you are alnost going to have to
treat them just |ike handguns. And short of that, |
just have serious questions as to whether you
accomplish much with this |egislation.

DETECTI VE COFFAY: Well, to go back to the
begi nni ng of what you were saying, when | do subpoena
a phone nunber and, like | said, it comes back to
something fictitious, it is not kind of the cel
phone that you are getting the information. You are
asking for toll records on that phone number, okay?
The phone company does keep a record of that.

MR. ANDRI NG: Ri ght .

DETECTI VE COFFAY: So when you get those

toll records, they will send you the subscriber
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information and then they will send you the toll
records on what nunber is called to and from that
phone.

MR. ANDRI NG: But if those people want to
have a nobil e phone that is not traceable, they are
going to be able to get one, | think, regardl ess of
what you do here.

Again, you know, if it is one drug dealer
calling another drug dealer, they are going to do
what they have to do to have phones that can't be
traced, and it is not going to be that hard to do
t hat .

And as far as the average person calling in
on one of these phones, you know, if it is traceable,
it is traceable; if it is not, it is not. It all
depends on what they put into the system whenever
t hey activate the phone.

And again, I'mjust trying to make the point
t hat we have talked to a | ot of people about these
provisions, and I'mstill trying to see how it is
going to be effective. That is the one thing I just
can't quite get clear in my mnd, how this is really
going to be a substantial tool in fighting crine.

DETECTI VE COFFAY: Well, to me, it is going

to make the phone conpanies and the retailers have
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accountability for an itemthat is being used to
facilitate drug trafficking.

Ri ght now, there is no accountability.
There is no way of tracing that information. At
| east if somebody comes to buy the phone and they
have to show identification and | have a record of
that, and then | can show that that nunber is dealing
drugs, at least | can go back to the retailer and
then | can find out who actually bought that phone.
If it is not the drug dealer him or herself, then at
| east it could be somebody that they had do that.
There is some kind of record. Even at the retail
| evel, there will be a record of that phone nunber
bei ng bought.

MR. ANDRI NG: For some of the phones. And
again, you are going to know which ones require the
records and which ones do not.

CHAI RMAN CALTAGI RONE: If I could junp in
here.

Detective, the issue and | think the point
he is making is that these drug deal ers are not
stupid, number one, or they would not be in the
busi ness.

Number two, they are certainly not going to

give identifiable information. They can come up with
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phony docunmentati on on nanme, address, whatever. So
you go back and you do the trace only to find out
that there is no address that is identifiable. That
person, for all intents and purposes, does not exist.
Then you run into a dead end.

And the problemthat | have in dealing with
the legislation is, are we putting excessive
requi rements on our retailers and the phone conpanies
for something that we know just will not be
enforceable? And |I'mnot saying it is bad
| egi sl ation; do not m sunderstand ne. | think the
poi nt that you are making is well taken, and we know
t hat they are operating out there. But putting
excessive burdens on the sale of these phones, does
it really acconplish what we are setting out to do,
and that is the nagging question that | have.

| understand where you are comng from and
| know that this is a problem In my city in
Reading, it is no different than in your city in
W | kes-Barre.

And the State Police, which we have not
heard from yet as far as how they are going to handle
that information and the excess man-hours and
conpilation of all that information -- where you are

going to store it and how you are going to deal wth
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it -- you know, it gets be a |ayer cake, and if we
can conme up with some solutions in working with the
industry in trying to figure out a methodol ogy in
trying to curb this kind of activity, that is the
real challenge that we face.

And |I'm not saying we are not interested in
hel ping you; | think we have to do something, but
what that something is right now, it is just a little
bit el usive.

So do not go away here feeling that, you
know, these guys are not listening, and | adies. W
are, but we do not want to create an extra burden on
the adm nistration of this and whether or not it
woul d really be helpful if we can actually get sonme
results and nail some of these drug deal ers.

"' m sorry; go ahead. Questions from any of
t he panelists? Go ahead.

REPRESENTATI VE MOYER: Thank you, M.
Chai r man.

You know, just a comment. | mean, obviously
something is better than nothing, and | guess one of
the problenms | have been having since Representative
Pashi nski and | have been working on this since
February | ast year is the push-back we have been

getting. And |I am not saying that, M. Chairman,
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with respect to anybody in this room but when you
have groups, organizations, like the District
Attorneys Association of the Commonweal t h of

Pennsyl vani a supporting this |egislation and sayi ng
this is a serious problem drug trafficking in the
Commonweal t h of Pennsylvania is a serious problem
when we have the Chiefs of Police Associ ation
supporting this |legislation, when we have our own
Pennsyl vania State Police saying we need this

| egi slation, | just do not understand the push-back.

We have, right now, |egislation working with

respect to the sale of pseudopheds. | have not
heard, | have not read since | have been in this
office, of any complaints fromthe retail industry

regarding how terrible it is. W have been able to
get a handle on the use of pseudopheds by the bad
guys, and | just, quite frankly, do not understand
why we are having the push-back we are having on this
| egi sl ati on.

And | aw enforcenment says, my former district
attorney, Bruce Castor, told me that this is a
serious issue. It has been a serious issue. We need
to get a handle on it. The Attorney General hinself
said this is a serious issue.

And yes, there are a |lot of inmperfections in




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

74

it, and yes, we could be very draconi an, and we may
have to get to that point. | f we pass this

| egislation, it may very well be that we will have to
go to step two and step three, but at |east we need
to get to step one. We need to get a handle on this.

Just to close our eyes and not do anyt hing
and bury our heads in the sand is not the direction
t hat we need to go, and that is just a coment.

CHAI RMAN CALTAGI RONE: Eddi e.

REPRESENTATI VE PASHI NSKI : If I could just
pi ggyback on what Representative Moyer said.

Just because it is too hard, we do not do
it? You know, | take the same view that
Representative Moyer takes, and that is, |ook, we
have identified a problem now let's all work
t ogether so that we can begin to elimnate this
probl em

We al so know that in any wartime situation,
in any kind of |aw enforcement situation,
communi cation is a vital source for whatever side is
involved in a conflict. And we have identified here
t hat just about every drug dealer is using these
TracFones because they are untraceable, you know,
and we cannot deny that fact. That is why

| aw enforcement wants us to try to move forward on
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t his.

On behal f of Representative Moyer and
myself, we said it before and we will say it again,

t hat door is open, the table is open, for us to
figure out a way that is going to allow our

| aw- abi ding retailers and producers of these
instruments to continue, you know, to sell them
profit by it, et cetera. But |I'm | ooking for, |
think we are both |ooking for a way that we can help
| aw enforcement. That is the whole key thing here.

And again, just because it is hard, just
because this thing isn't maybe perfect, let us try to
i mprove upon it so that it becomes a viable product,
a viable instrument, for |aw enforcement to help
protect the citizens of Pennsylvania, and that is why
| think we are all here.

We are all Anmericans; we want the sanme
t hi ng. | think we want the same thing.

And again, | would encourage all of us to be
honest and forthright in this situation so that we
can conme up with a solution that is going to help in
this crazy thing, the drugs.

The drugs are costing us billions of
dol Il ars, incarceration, incredible man-hours in | aw

enforcement. We have got to do somet hing about it.
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We just cannot sit back and say it can't be done.
Thank you
CHAI RMAN CALTAGI RONE: Any ot her questions?

Thank you, Detective. W appreciate your

time.

DETECTI VE COFFAY: Thank you

CHAI RMAN CALTAGI RONE: We will next hear
from Kevin Lutkins, Esq., Pennsylvania Conveni ence

Store Council .

MR. LUTKI NS: Good mor ni ng.

First, I would like to thank M. Chairman
and the commttee for allowing us to come here today
and testify on this matter.

We have already heard a | ot of testimony
about what the phones are used for. W would echo
t hat . | mean, many of the phones are purchased for
perfectly legitimte reasons, including parents
trying to limt high phone bills caused by their
children and the elderly who use it to call for
assi stance.

Many of the phones are sold at convenience
st ores.

CHAI RMAN CALTAGI RONE: Coul d you pull the
m ke cl oser?

MR. LUTKI NS: Sorry about that. ' m new at
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this. This is my first one, so | apol ogize.

CHAlI RMAN CALTAGI RONE: No problem

MR. LUTKI NS: Many of the phones are
purchased at conveni ence stores, whose main selling
point is the speed of transactions.

The requirements identified in the bills are
unduly burdensome on retailers who will be forced to
expend significant resources to train their
enpl oyees, create the necessary fornms to record the
required information, and modify their information
technol ogy systens to encrypt and transfer the
information to the Pennsylvania State Police.

These requirements will also harm
conveni ence stores selling such phones by sl ow ng
transactions to a crawl. W ask the Legislature to
wei gh the benefit to | aw enforcement against the
enormous burden this will place on retailers.

And again, in terms of the record retention
in the bill, some of the things were discussed
earlier, so | feel I want to conmment on that.

In the bill, there really is no time limt
for keeping these records by the retailer. So of
course the longer the retailer is required to retain
t hese records, the nore expensive it is going to be

for the retailer.
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If the retailer transfers the records to the
Pennsyl vania State Police on a quarterly basis, and
therefore they are released, they do not have to
retain them after the court order, well, then that
sort of raises a |legal question, from ny standpoint,
of who is going to be subpoenaed? |Is the
Pennsyl vania State Police going to be subpoenaed or
is the retailer going to be subpoenaed?

| do not see any reason why you woul d
subpoena a retailer who no | onger has the records
because they have already transferred themto the
Pennsyl vania State Police. And again, the whole
poi nt of a subpoena is to protect rights, so | do not
know t hat the Pennsylvania State Police, as honorable
as they are, really have an incentive to challenge
any subpoena froma fellow | aw enforcement agency.

| think those are sone issues that probably
shoul d be addressed in the legislation if it moves
forward.

Ot her issues are that the bill allows for
selective enforcement against those stores who happen
to sell phones to an individual who is the subject of
a crimnal investigation. The violation of the
proposed statute will only be discovered during a

crimnal investigation of a person or entity
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unrelated to the selling store.

There is no enforcement mechanismin place
to test general conpliance with the bills or the
proposed statute, simlar to cigarettes, whereas with
cigarettes, you know, you would send out teans to
verify that stores are not selling themto people
under 18 years of age.

The result is that some stores that are not
compliant with the proposed statute will not be
prosecuted for violations if they are |ucky enough
not to have sold a prepaid phone to an individual
that is the subject of a crimnal investigation.

Additionally, it places the enpl oyees of the
store in greater |l egal jeopardy than set forth in the
bill. The enployees of the store may face
obstruction charges; facilitating crim nal activity,
as the detective nmentioned earlier. The penalties
for these charges are much nmore severe than the fines
that are identified in the bills.

Thank you

CHAI RMAN CALTAGI RONE: Questions? Jay.

REPRESENTATI VE MOYER: Thank you, M.
Chai r man.

A question for M. Lutkins.

Woul d you explain to me how t he sal e of
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pseudopheds is handled at the retail point of sale?

MR. LUTKI NS: | couldn't comment on that. I
don't know.

REPRESENTATI VE MOYER: " m sorry?

MR. LUTKI NS: | couldn't comment on that.
don't know.

My understanding, | believe, is that it
is--- Well, | couldn't comment on that.

apol ogi ze.

' mactually -- and | guess | should have
made this clear in the beginning -- | am actually
filling in for someone el se who couldn't make it

today from the Pennsyl vania Conveni ence Store
Council. They woul d have greater expertise on that
t han | woul d.

REPRESENTATI VE MOYER: Okay. Thank you.

CHAI RMAN CALTAGI RONE: Eddi e.

REPRESENTATI VE PASHI NSKI : Thank you,
M. Chair man.

Thank you very much for com ng here today
and testifying, Kevin.

You t al ked about training. How do you train
your enployees relative to a check transaction?

MR. LUTKINS: Well, the training, generally

the training at a convenience store is done when you
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initially hire someone. But, of course, what you
have to remenber is that when you hire someone at a
conveni ence store, you are really already kind of in
the hole with them You have expended a | ot of money
setting up the training programs, sending them

t hrough the training, and they really have not even
wor ked a day at a conveni ence store.

And conveni ence stores have a high enpl oyee
turnover as well. So generally, | would believe,
that the training relating to check cashing or
anything el se would be done upon hire.

REPRESENTATI VE PASHI NSKI : Okay. So in this
initial training, which may take how | ong, a day?

MR. LUTKI NS: It depends on the particular
conveni ence store. For exanple, a |arge chain my
have a | onger, more extensive training programthan
your nei ghborhood mom and- pop store.

REPRESENTATI VE PASHI NSKI : Okay.

Could you tell us about what are the
different categories of training?

MR. LUTKINS: Well, you would train on, you
know, how to run the register; how to, you know, ring
up the sale, the sales of anything. You know, the
cigarettes, you would train them on that. You woul d

train them on, you know, if there are any other
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products that require specific, that have specific
requi rements other than just running it through
the cash register, you would have to train them on
t hat .
REPRESENTATI VE PASHI NSKI : That is indeed
the very point that I"'mcomng to, because if the
cell phone, let us say, went through, the various
enpl oyees woul d have to be aware of the safeguards,
the reason why, et cetera, in order to follow through
on the orientation to make sure you follow the | aw.
Could you tell us, comng back to the check
what does your enployee have to do when someone gives
them a check for their purchases?
MR. LUTKINS: Well, every store is
different. You know, some stores may require -- |'m
sure every store requires ID, but, you know, to the
extent to which, you know, other policies are in
pl ace relating to that, | couldn't coment. | mean,
every store is going to be different.

Some stores may not require | D because they

know t he individual, because the individual |ives
around the corner. Or they frequent the store so
often that, you know -- | honestly couldn't comment

as to what every store's policy is or what the

general policy is relating to cashing one check
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ver sus anot her.

REPRESENTATI VE PASHI NSKI : Okay. Al'l right.
Thank you

CHAI RMAN CALTAGI RONE: Thank you.

Questions from menbers? No?

| do want to recognize James Casori o, who
has j oi ned our panel today. Thank you, Ji mmy.

Jay.

REPRESENTATI VE MOYER: Thank you,
M. Chairman. Just one ot her question.

How many conveni ence stores do we have in
t he Commonweal th of Pennsyl vani a?

MR. LUTKI NS: Probably tens of thousands, if
not hundreds of thousands.

REPRESENTATI VE MOYER: Okay.

MR. LUTKINS: And | couldn't give you a
specific number if that is what you are | ooking for.

REPRESENTATI VE MOYER: And you are obviously
here this morning because you have an interest in the
sal e of these phones, correct?

MR. LUTKI NS: Yes. The Pennsyl vani a
Conveni ence Store Council represents some of them

REPRESENTATI VE MOYER: Coul d you nanme sone
of the convenience stores that sell these phones?

MR. LUTKINS: You are probably | ooking at --
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you know, it actually would be easier for me to
identify the ones that sell the cards as opposed to

t he actual phones. But the phones, you know, you are
probably | ooking at a Sheetz or a Wawa. They may
sell the phones.

REPRESENTATI VE MOYER: They may sell them

MR. LUTKINS: They may sell the phones.

REPRESENTATI VE MOYER: How about a 7-El even?

MR. LUTKINS: You know, | have not checked
specifically those stores to verify if they do or
t hey do not.

REPRESENTATI VE MOYER: And since you are
here, you probably know the question, | mean, what
percent age of sales do these phones represent in the
conveni ence stores of Pennsyl vani a?

MR. LUTKI NS: | woul dn't know.

REPRESENTATI VE MOYER: | would very nmuch
like if you could get back to us with some of that
i nformation.

MR. LUTKI NS: Sur e.

REPRESENTATI VE MOYER: The questions that |
asked you?

| would |like to know which conveni ence
stores in the Commonweal t h of Pennsylvania sell these

phones, and | would |like to know the percentage of
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sal es of these phones to the conveni ence store

i ndustry in the Commonweal th of Pennsyl vani a. I

would like to know the names of the stores that sell

t hese phones.

MR. LUTKI NS: Certainly.

REPRESENTATI VE MOYER: Thank you,
M. Chair man.

CHAI RMAN CALTAGI RONE: Counsel Andring.

MR. ANDRI NG: Just briefly, does your
organi zation represent independent nei ghborhood-ty
stores or are you primarily representing the chain
conveni ence stores?

MR. LUTKINS: We have a conbination. W
have some chains that are menmbers and sone
i ndependent nei ghborhood conveni ence stores.

MR. ANDRI NG: Because especially in a | ot
ur ban nei ghbor hoods and, frankly, poorer
nei ghbor hoods, small independent stores, as |
understand it, sell these things.

MR. LUTKINS: That is nmy understanding as
wel | .

MR. ANDRING: And that in fact it is a
relatively comon way for people in a |ot of
nei ghborhoods to obtain their phone service.

MR. LUTKI NS: Yes. | mean, that is ny

pe

of
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under standi ng; there are a | ot of convenience stores

that sell them

MR. ANDRI NG: Okay. Thank you.

CHAI RMAN CALTAGI RONE: Thank you for your
testinony. We appreciate it.

We will next hear from Captain Dante
Orl andi, Director of the Drug Law Enforcement
Di vi sion, the Pennsylvania State Police, Bureau of
Crimnal | nvestigation.

CAPTAI N ORLANDI : Good nor ni ng.

CHAlI RMAN CALTAGI RONE: Good morning, sir.

CAPTAI N ORLANDI : Good nor ni ng. | am
Captain Dante Orlandi, Director of the Drug Law
Enf orcement Division, Bureau of Crim nal
| nvestigation, in the Pennsylvania State Police.

On behal f of Col onel Jeffrey B. Ml ler,
Comm ssioner of the Pennsylvania State Police, |
would like to take the opportunity to present
testinony to the committee.

The Bureau of Crim nal Investigation is
tasked with a wide variety of responsibilities

t hat support the unique investigative needs of

16 Pennsylvania State Police troops that protect our

Commonweal t h.

One of our responsibilities is to approve
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and oversee electronic surveillance operations. I
would i ke to take this opportunity to talk to you
about a problem currently confronting | aw enforcement
-- the use of high-tech, prepaid wireless tel ephones.

When there is probable cause to believe that
a specific telephone is used in the furtherance of
certain crimnal offenses, |aw enforcement officers
can intercept conmmuni cations on that phone through a
court-authorized nonconsensual interception, or a
wi retap.

Under current |aw, however, probable cause
must be established for each individual telephone to
be i ntercepted. Every time a crim nal changes
phones, |aw enforcenment nust prove there is probable
cause to believe the new phone will be used to
continue crimnal activity.

Est abli shing probable cause for the new
tel ephone can take hours and someti mes days. As a
result, |law enforcement often m sses val uabl e
communi cati ons.

The problemis compounded by the use of
prepaid wireless tel ephones that allow virtually
untraceabl e communi cations. These prepaid wireless
tel ephones do not require a contract or credit check.

Subsequently, al nost anyone can purchase one without
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formal proof of identification.

Unli ke a contract for a cellular telephone
service plan with a provider, there is no way to |link
a prepaid wireless phone to its owner.

The | ow price of prepaid phones allows
crimnals and terrorists to avoid traditional
intercepts by quickly changing tel ephones. For these
reasons, crim nal organizations often use prepaid
wi rel ess tel ephones to avoid electronic surveillance
by | aw enforcenment.

We have seen a rapid increase in the use of
prepaid cellular phones by those engaged in ill egal
activity. The State Police has encountered the use
of prepaid wireless phones in 80 percent of
el ectronic surveillance investigations that it has
conducted since 2006.

In fact, prepaid wireless tel ephones were
involved in every single wiretap investigation
conducted by Troop L, Reading, since 2005.

Here is how it worKks. Drug traffickers wil
provide a prepaid wireless tel ephone to a customer or
distributor. This telephone is used exclusively to
call the trafficker.

At the next nmeeting, the trafficker wll

provide the customer or distributor a new tel ephone.
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In some cases, crim nal organizations purchase

t el ephones and continually replace them after prepaid
m nutes are used. It is not uncomon to find a half

a dozen discarded prepaid wireless telephones inside

traffickers' homes.

Nonconsensual wiretaps are an essential tool
in gathering the information necessary to build a
picture of a crim nal organization, identify the
i ndi vidual members, and obtain evidence necessary to
di smantl e them

Al l owing crim nal organizations to purchase
prepaid wireless tel ephones without verifying their
identity conplicates the efforts of |aw enforcement.
Unl ess this situation is quickly addressed, our
ability to keep pace with crim nal organizations wil
be seriously inpeded.

So what can we do? First, customers should
be required to produce photo identification when
purchasing the tel ephone.

Second, anyone who pays cash for a prepaid
wi rel ess tel ephone or purchases three or more phones
shoul d be subject to registration requirenents.

To be most effective, the |legislation should
require retailers to electronically record this

information into a database, which would be
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i medi ately accessible to | aw enforcement. These
measures would renove the anonymty crimnals
currently enjoy using prepaid cellular telephones.

In closing, we appreciate Representative
Pashinski's willingness to exam ne this | aw
enforcement issue and |l ook forward to conti nuing
wor king with himon effective | egislation.

On behal f of Col onel Jeffrey B. Ml ler,
woul d I'i ke to thank you for the opportunity to appear
before you today, and | would be happy to answer any
of your questions.

CHAI RMAN CALTAGI RONE: Thank you, Captain.

Questions? Yes; go ahead, John.

REPRESENTATI VE EVANS: Thank you very nuch,
M. Chair man.

Thank you, Captain, for your testinmony.

Just to cite an exanmple, a hypothetical, I
guess. If I went to a store and purchased three cell
phones and distributed themto menbers of my famly
for safety reasons or other considerations, perhaps a
young child would | ose the phone at a school bus
stop. A drug dealer would grab that phone and start
using it for drug transactions. | f that phone is
traced, could | possibly have a State trooper

knocking on nmy door in the m ddle of the night
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because that phone was purchased by ne?

CAPTAI N ORLANDI : Well, it is a lot nore
conplicated than that. You need to have enough
probabl e cause to apply for the nonconsensual wiretap
intercept on that particul ar phone.

It is not just -- you just do not pick it
out of thin air that there are phone calls. I n that
exampl e, your child's | ost phone, they would have to
start calling, that person would start calling
different drug dealers that we would have to build
probabl e cause out. In all likelihood, the tinme
woul d expire on that phone before we would ever
get the information approved to go open that
wi retap.

So yeah, could that possibly happen that we
woul d at some point knock on your door to say this
phone was registered to you? Certainly. That would

be no different than a handgun purchase.

You purchase a handgun -- | am sorry; excuse
me -- a long gun, you are required to register that
first one. | f that exchanges hands 10 times, we

woul d then go to that first person and say, what
happened to that gun? They would say, well, | sold
that to person A, and then we would go fromA to B

and slowly track that down. But yes, that could be a
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possibility.

REPRESENTATI VE EVANS: Fol | owi ng up on what
Attorney Andring had nmentioned earlier, are you
concerned that the data that you are collecting my
not be worth that nuch?

|f these crimnals are using false |IDs and
maki ng these purchases under assumed names and so on
and so forth, I mean, with data in and data out,
mean, if it is bad data going in, | do not see how it

is going to serve you as a very useful tool

CAPTAI N ORLANDI : But it gives us a starting
poi nt . It gives us something -- right now, the
subscri ber information will come back as cellul ar

phone. That is all we have, so we know somebody that
has a wireless cellular phone is making phone calls
and is connected to terrorism drug dealings,
what ever type of crime it would be, but we have
nowhere to go. There is nothing to go further on
t hat .

At least in this situation, we at |east have
a contact place. W could at |east say that it was
purchased, even if it was a straw purchase where the
girlfriend or the boyfriend bought it for the drug
deal er, at |least we have it narrowed down to a town.

Ri ght now, there is nothing; there is nothing for us
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to go on.

REPRESENTATI VE EVANS: But certainly | don't
want to sound as though | am not supporting |aw
enforcement in this effort. | mean, we have a severe
problem with these drug dealers and with illega
activities, but it seems as though the cat is already
out of the bag to a degree. And short of making
t hese types of purchases illegal across the board, |
do not know how effective this type of a program or
that this legislation calls for would be.

As far as collecting the data, how many
people do you think in the State Police Headquarters
woul d it take to manage these quarterly filings by
every retail outlet in Pennsylvania?

CAPTAI N ORLANDI : | don't know. "' m not an
information technol ogy expert, so | couldn't tell you
what woul d occur. | just know that if we are
mandated to do it, we will certainly do it and we
will give it 100 percent. But | could not answer
on as far as how many personnel it will take to do
t hat .

REPRESENTATI VE EVANS: And goi ng back to the
charges in this |legislation against the clerks who
woul d violate the terms of the | aw, what kinds of

fines and penalties would they be facing? How severe
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woul d that be?

CAPTAI N ORLANDI : My understanding, it would
be a summary of fense. It is all in the bill. A
subsequent offense, | believe, is a m sdemeanor 3,
and | think at some point it can go up to a
m sdemeanor 2.

REPRESENTATI VE EVANS: Woul d those cl erks
have to be over a certain age to sell a phone? |
mean, if an enployee is 16, 17 years of age, would
they be restricted from selling that type of a phone?

CAPTAI N ORLANDI: That would be a | abor and
i ndustry questi on. | do not know.

REPRESENTATI VE EVANS: Al'l right.

Thank you, M. Chairman.

CHAI RMAN CALTAGI RONE: Thank you.

Ed.

REPRESENTATI VE PASHI NSKI : Thank you very
much, Capt ai n.

And to my coll eague, first of all, it is a
$500 fine, a summary offense, and if it were any
subsequent, it would be a third-degree m sdemeanor, a
t housand dollar fine.

Now, to answer the answer about the age of
t he enpl oyee, once again, we are identifying

somet hing that is being used throughout a tremendous
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amount of the crime industry, if we could use that
term So possibly these phones need to be sold in a
different manner, |ike we would liquor or |ike we
woul d some medication. That is just a consideration.

Captain, | wonder if you could just bear
with us for a mnute. If I buy the phone with a
credit card and the phone is now used for nefarious
acts of whatever degree, you confiscate the phone,
now what do you do?

CAPTAI N ORLANDI: We confiscate the phone---

REPRESENTATI VE PASHI NSKI : Let's say you
find the phone. The phone is involved in these
various nefarious effects. What is your process?

Somebody is arrested; you have the phone;

t he phone was purchased with a credit card. I
purchased the phone with a credit card.

CAPTAI N ORLANDI : Okay.

REPRESENTATI VE PASHI NSKI : The phone is
consi dered used in drug dealing. Now, what woul d be
t he process? How would you go through---

CAPTAI N ORLANDI: At that point, we would
get a search warrant to retrieve the numbers that
were stored in that phone. But as far as doing any
ki nd of wiretap---

REPRESENTATI VE PASHI NSKI : No, no; |'m not
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aski ng about that.

CAPTAI N ORLANDI : Okay.

REPRESENTATI VE PASHI NSKI : l"mtrying to
show the distinction---

CAPTAI N ORLANDI: Then what we can do to
prove ownership, at |east we can get the credit card
company's information so that we woul d have sonebody
to link that phone to.

REPRESENTATI VE PASHI NSKI : That's the point.

CAPTAI N ORLANDI : ' m not necessarily saying
t hat the person that purchased it was the person that
had it, but it gives us that first step to take.

REPRESENTATI VE PASHI NSKI : That's correct.

CAPTAI N ORLANDI: \Where if it were just a
cash phone, there would be no first step.

REPRESENTATI VE PASHI NSKI : You have not hi ng.

CAPTAI N ORLANDI : Correct.

REPRESENTATI VE PASHI NSKI : Okay. Thanks.

CHAI RMAN CALTAGI RONE: Jay.

REPRESENTATI VE MOYER: Thank you,

M. Chair man.

Captain, thank you again for being here with
us this morning. We really appreciate it.

In your testimony, and | have it in front of

me, | thought it was very telling that you had
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i ndi cated that 80 percent of the investigations have
shown that these phones were used in those crinmes?
Am | right?

CAPTAI N ORLANDI: That is correct.

REPRESENTATI VE MOYER: And you mentioned
Troop L in Reading, that since 2005, these phones
were involved in every single wiretap investigation?

CAPTAI N ORLANDI: That is correct.

And just for a distinction, if a wiretap
i nvestigation involved, say, 15 phones or 5 phones,
out of those 5 phones, some of them would have been
prepaid. | "' m not saying that all of those phones
were, but in each investigation since 2005, somewhere
in the phones that were tapped it involved those
wi rel ess cellular phones.

REPRESENTATI VE MOYER: s it fair to say,
mean, Troop L, does it basically just have the city
of Reading or does it also---

CAPTAI N ORLANDI: They cover Lebanon County,
Ber ks County, and Schuylkill County.

REPRESENTATI VE MOYER: And how significant
is the drug trafficking in that particul ar area,
particularly in the Reading and Lebanon area?

CAPTAI N ORLANDI : Pretty significant.

REPRESENTATI VE MOYER: It is comng out of
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New York City, | understand. Correct?
CAPTAI N ORLANDI: One of the places, yes.
REPRESENTATI VE MOYER: Again, | was a
revenue director for the southeast region, and | had
the Reading City office, which |I know our
di stingui shed Chairman is from Readi ng, and | was
told, they pointed out to me the bus company, and the
bad guys literally come up in buses to traffic drugs,
and that is one of their modes of transportation.
| n your opinion, Captain, if we enacted this
| egi slation into | aw, what inpact would it have in
cl ampi ng down on drug trafficking in the Conmonweal th

of Pennsyl vani a?

CAPTAI N ORLANDI : | think it gives us
anot her tool for us in | aw enforcenment. There are
certainly -- it is a step in the right direction

REPRESENTATI VE MOYER: Ri ght .

Do you think, Captain, this is better than
doi ng not hi ng?

CAPTAI N ORLANDI : Absol utely.

REPRESENTATI VE MOYER: Al'l right. Thank
you, Capt ain.

CHAI RMAN CALTAGI RONE: Chri s.

REPRESENTATI VE SAI NATO: Thank you, M.

Chai r man.
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Thank you, Captain. This, so far, has been
very enlightening today, listening to the testinmony.

My question sort of follows up on
Representative Evans a little bit. When you get into
t he penalties against those that are selling these
phones in the convenience stores and everything el se,
who is going to enforce these penalties? Are the
State Police going to go in and investigate the
conveni ence stores, such as they do the |iquor
establishments and things like that? |Is there a cost
involved in that?

CAPTAI N ORLANDI: Well, we certainly wil
enforce all the laws in Pennsylvani a. You know, the
costs of enforcing that, | do not have that
i nformation. | can provide that to you.

REPRESENTATI VE SAI NATO: And |'m just
curious, because we are creating another penalty for
this, and someone has to enforce it, and it probably
woul d be in the State Police and/or the local |aw
enf orcement .

CAPTAI N ORLANDI : Correct.

REPRESENTATI VE SAI NATO: | mean, drugs are a
very serious problemin Pennsylvania as well as the
whol e nati on.

CAPTAI N ORLANDI : Ri ght . | mean, we are
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t here regardl ess- --

REPRESENTATI VE SAI NATO: Ri ght .

CAPTAI N ORLANDI : ---so if there is another
reported crime, certainly we are going to respond to
t hat . We are already in place. It is not |like you
are hiring additional |aw enforcement specifically
for that.

It is just like any other law that is
enact ed. It just beconmes another |aw that we need to
enforce. We don't necessarily get nore manpower for
that; it is just one other |aw that we enforce.

REPRESENTATI VE SAI NATO: What about the
bl ack market? Do you think this would cause a bl ack
mar ket in the cell phone industry where they woul d,
you know, set that up? Because earlier, | think, the
chief |egal counsel for the commttee brought that
up.

For some reason, drug dealers and the
crimnal element always try to find ways of finding,
you know, we stop one thing and it starts somewhere
else. They come up with another way to get around
the system They were using the pay phones and then
they went to the cell phones, now they are into
prepaid cell phones. What is next?

What about the cards? | will |et you answer
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t hat, but what about the cards, the prepaid cards?

CAPTAI N ORLANDI: As far as the black
mar ket, there are probably easier ways for themto
get around it than a black market.

Li ke someone had mentioned earlier, just
going to a border State and purchasing them they
certainly can do that. But | think if Pennsylvania
is the | ead here and we are showi ng ot her States that
we are taking this serious and we are going to
support |aw enforcement in this particular role here,

t hat may cause other States to see what we are doing

and maybe they will follow suit, too. | do not know.

| mean, as far as the black market, if it is
| ucrative enough, | guess crimnals will find a way
to make noney at it. | do not know.

REPRESENTATI VE SAI NATO: Just when | think
about, you know, sometimes when we do this, and when
you tal k about cigarettes, you talk about the other
t hi ngs-- -

CAPTAI N ORLANDI : Sur e.

REPRESENTATI VE SAI NATO: ---there is always
an element out there that is ready to jump on the
bandwagon to, you know, break the |law, and |I'm sure
you have seen it in your profession.

| appreciate your testinony. | think it was
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enl i ghtening, and we are here to listen. Thank you.

Thank you, M. Chairman.

CHAI RMAN CALTAGI RONE: Captain, | just, you
know, in listening to this -- and you know I
certainly respect the work that the State Police do.
| have al ways been there 100 percent to support you
guys, and you know t hat. But | also am concer ned
that in a free society, as we have in this country,
| aw enforcement nmust respect the civil rights and
constitutional rights that we hold near and dear to
our hearts. That is what we are all about.

We know from our country's history that this
can be done while sinultaneously pursuing and
protecting those who break the | aw. Our Fourth
Amendment rights, we have to be very cogni zant of
t hat .

Some of the concerns that | have, not just
with this |egislation, but I have been very, very
protective over the years, especially in this
position as Chairman of the Judiciary, to make sure
t hat those |less fortunate than us, that are
| aw-abiding citizens, to be poor is not a sin, but do
we create an additional burden on them and the
i nnocence of those people who are | owincome

residents in our Commonweal th? And they have budget
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consi derations, and they buy these type phones for
their use; domestic violence victims who absolutely
want to maintain anonymty so that their lives are
not threatened by the use of the cell phones; and/or
parents and grandparents that purchase these for
their children and grandchildren for the degree of
protection that it provides to them

And we are in an informational society, and
| can accept that and | understand that, and it is
probably going to get crazier as the years go by.
But all the gathering of the personal information
about each and every one of us and the use and/ or
abuse of that information gets a little scary at
times, because government, do we know best? | do not
t hi nk so. Do we know a | ot about our people? Oh,
yeah. Are there chances that information can be
abused at times? | know from our history that we
know that that is the case; it has been.

| just want a guarantee that we have the
ri ght protections, you know, in entering these areas
t hat that kind of information is not abused or
accessed in a way that it could hurt those that we
are trying to protect, and | think you would share
t hat same concern, | believe.

CAPTAI N ORLANDI: And you are absolutely
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right, and I am sworn to uphold the Constitution.
Part of being a police officer is to swear to the
Constitution and to uphold it, and |I take that very
seriously.

And nobody is saying that wireless cell
phones are bad; they are an excellent thing, and you
made sonme excellent points -- victinms of domestic
vi ol ence; you want to keep track of your children
wi t hout having them run up a phone bill. It is not a
bad thing at all; it is an excellent thing.

This is just merely saying, |et us document
it. Let us know who has these tel ephones as far as
-- and it has nothing to do with what they are
sayi ng, who they are calling. Al'l of that is private
information, and their rights cannot be viol ated and
t hey won't be violated, and that is not what this is
about . It is merely saying who purchased that
t el ephone, no different than many of the other things
t hat we provide retailers when we purchase things.

| mean, |'m sure you have been there where
you have gone to a hardware store buying nails and
t hey are asking you for your home phone nunmber and
your zip code. All we are asking for is, if you are
payi ng cash for this, that we have some way of

tracking this, and there is a reason behind it,
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because of terrorism because of the drug trafficking
organi zati ons.

And again, there is nothing wwong with these
phones; they are excellent. | mean, they are a good
t hi ng. It is just that this legislation will support
| aw enforcement in our efforts to take down cri m nal
organi zati ons.

CHAI RMAN CALTAGI RONE: Thank you, Captain.
Thank you for your testinony.

Any ot her questions? No?

Thank you, sir.

CAPTAI N ORLANDI : Thank you

CHAI RMAN CALTAGI RONE: We will next hear
from K. Dane Snowden, Vice President of External and
State Affairs, CTIA -- The Wreless Associ ation.

MR. SNOWDEN: Good afternoon, M. Chairman.

| understand | am between you and lunch, so
| will quickly go through---

CHAI RMAN CALTAGI RONE: Take your time.

MR. SNOWDEN: | will quickly go through my
oral testimony, and then I'I|l |eave sone tinme for
guesti ons.

Thank you very much for having this hearing
and for allowing all the panelists, including the

wi rel ess industry, to come and be before you to talk
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about this important issue.

| represent the wireless industry down in
Washi ngton, DC, representing many companies that you
are famliar with -- AT&T, Alltel, Sprint, Nextel,
Verizon, and T-Mobile -- and I'm here today to talk
to you about no-contract wireless service plans that
we have and prepaid plans as well.

Just a quick bit of background. I
appreciate what this commttee is trying to do.

This is a noble effort, and |I think the sponsors, |
under st and where you are going with this.

| spent 4 years working for the Federal
Communi cati ons Comm ssion on homel and security
i ssues, so | have a bit of understandi ng and
appreci ation for some of the efforts and sonme of the
i ssues and chal | enges that you are working on here
t oday.

We have in our industry, as has been tal ked
about a lot, many types of offerings for consuners.
We have the postpaid, which many of you are famliar
with, and we have prepaid, and these prepaid devices
are sold through what we call MNOs, nmobile virtual
networ k operators, or resellers, and this is done
t hroughout the country. You may know some of those

MVNOs, or resellers, as TracFone, Virgin Mobile, or
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Cricket.

We al so have sonmething called -- excuse me.
And those resellers, they are everything and everyone
froma Walmart to a Target to a small independent
mom and- pop shop on the corner of a | ocal
nei ghbor hood.

Esti mates show t hat approximately 8 percent
of prepaid wireless phones are incurred through
third-party retailers. So this is, obviously, a very
i mportant market for consumers and for the industry
and for retailers wit |arge.

We al so have nont h-to-nonth plans as well,
and a lot of this is a derivative of what we see from
consumers.

It is interesting that in this Legislature
| ast year, there was a bill that had concerns about
the wireless industry having contracts for their
consumers, and so we are responding in large part to
what consunmers want, which are no-contract plans. So
with those no-contract plans, you have options |ike
prepaid that we have before you today.

When you | ook at these plans, consumers in
t he prepaid space, consumers purchase m nutes by
either buying a card at a retail store, buying

m nutes on line, or refilling m nutes using the
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actual wireless device.

So one m ght ask, why do consumers choose
no-contract plans? Quite often -- and this is the
| argest majority -- quite often, purchasers of
prepaid services are |l ow-income consunmers. Those
consumers either have no credit histories or very
poor credit histories, and so this is their vehicle
to have communi cati on services. And that is not
merely just to talk and gab on the phone; it is also
to make sure they can call a future enployer or a
future enmpl oyer can call them back. This is a
lifeline to many consumers, and this mechani sm of
havi ng prepaid devices has offered that to consuners.

And simply put, this is all that they can
afford, and I think we do not want to | ose sight of
what consunmers are facing today.

| want to enphasis, though, that based on
consumer demand, the intent of the wireless prepaid
services is to provide services to those who do not
want to enter into a fixed-term contract, have no
credit or poor credit history, or sinply wish to have
a product that may sinplify the managenment of their
wi rel ess use. It is not intended to provide
consumers with anonymity.

| think about my own situation with nmy
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grandmot her. She has a wireless device, but she

al ways forgets to put it in her car when she drives,
so we made sure she had a prepaid device that is in
her gl ove compartnment at all times. That is a great
benefit to someone who is a senior who wants to use
it on a very casual basis.

And | want to be careful that we don't set
up a structure or a mechanism that those consumers
are treated differently or nmore or less |ike someone
like crimnals because they have to go behind a
di fferent counter or a different mechanismto buy
t hese devi ces.

So how does the activation process work? W
heard a | ot today earlier in terms of what happens in
this entire process. Consumers usually have two
options. The consumer can either call the wireless
provider or go on line to activate the account. When
a consumer purchases a prepaid device at a
company-owned store, they may activate the phone at
the register and the provider will assign a phone
nunmber at that tine. However, many consumers
purchasing a prepaid or wireless device at
company-owned stores still activate via the |Internet
or over the phone.

Accordingly, there is no one-size-fits-all
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when it comes to prepaid devices. For that reason,
the wireless industry has serious concerns with the
proposed | egislation on the sale of prepaid nobile
tel ephones.

First, I do want to reaffirm our comm t ment
to | aw enforcement. The wireless industry has a
l ong, and | think nost tel ecommunications services
have a | ong history of working with | aw enforcement,
and we will continue to do that. And that is
everything fromassisting in, as you heard earlier
fromthe | aw enforcement comunity, wretaps and
assisting in call records, in addition to ensuring
our devices are used in the 290,000 9-1-1 calls that
are made every single day through wireless devices,
prepaid and postpaid, to stop a crime, to report an
accident, or to participate in a wireless AMBER Al ert
Program

Our concern is that the |egislation may not
enhance our effectiveness in providing |aw
enforcement agencies with the tools that will bear
the most fruit in apprehending the crimnals.

Specifically, it should be noted that the
real focus of |aw enforcenment is not on who owns the
phone but rather who is using the phone. We have

al ready set up exigent circunstances that are handl ed
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i medi ately, and all other requests are handl ed as
expeditiously as possible, and the same is the case
wi th postpaid phones as well.

W reless providers work each day with State
and | ocal and Federal governnment and | aw enforcenent
agencies to respond to subpoena requests for call
records to carry out court-ordered wiretaps and to
respond to emergency requests.

W reless providers also conply with all
Federal laws in this area and have dedi cated
centralized teans in place to ensure that the
requests and orders are expedited as quickly as
possi bl e.

Al t hough well i1intentioned, the industry
believes that the proposed | egislation m ght have
uni nt ended consequences of hanpering | aw- abi di ng
citizens from purchasing prepaid and no-contract
pl ans.

| f adm nistrative and conmpliance costs were
to increase, our concern is that small retailers may
stop selling prepaid or no-contract plans in the
communities where the consumers need it the nost,
whi l e providers may be forced to either increase the
costs of these plans or stop offering them

al toget her.
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Consumers using prepaid or no-contract plans
for lawful activities may be di scouraged from
purchasi ng these plans, because either they do not
want to provide personal identification information
to retail sales clerks for privacy reasons, which are
|l egitimte, or because they m ght be |led to believe
that the proposed | egislation has some type of
Bi g Brother aspect to that. And if you just take any
sol ace in what has been going on in Washington, DC,
over the FISA issue right now, no matter where you
stand on that, this is an issue, privacy is a huge
issue with Americans, and we have to be very cautious
of what our consumers want as we go forward.

By requiring no-contract wireless consumers
to provide personal information to retail store
clerks and the retail establishment maintain such
information, the wireless industry believes that the
proposed | egislation would provide another avenue for
identity thieves to access consunmer information. And
this is a major concern, not just for the
Commonweal th here but for all Americans across the
country.

If the proposal is enacted, crim nals who
use prepaid devices will either turn to other

communi cati ons met hods, as we have seen over tinme
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t hrough history, or will find a way around the
proposed identification requirements, whether it is
t hrough produci ng bogus or stolen identification
docunments; stealing prepaid devices outright, either
fromretail stores or from consumers thenselves or
intimdating retail sales clerks; or as it has been
poi nted out, merely driving to a border city I|ike
Trenton, Youngstown, and New York City.

Additionally, to get around certain aspects
of the proposed | aw, Pennsylvania crimnals may use
caller 1D spoofing to hide the identity of the rea
user, or they may just swap out the SIMcard to take
care of their issue as well

In turn, the proposal m ght only harm those
who can | east afford it -- |aw-abiding, |ow-inconme
users, limted cell phone users, and senior citizens
who rely on prepaid or no-contract plans for
accessi ble, affordable wireless services.

One possi bl e approach to this issue and
| essons | earned, | m ght add, can be found in what
the Georgia State Legislature did, by passing a
resolution to study this issue further.

It was interesting. In their study they
found that, and |I quote, "Placing extra burdens on

resellers of prepaid phones only within the State of
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Georgia would do little to prevent their use in
organi zed crime but would have adverse effects on
retailers,"” end quote.

Again, the wireless industry stands ready to
work with the sponsors, stands ready to work with
this commttee, and we | ook forward to any
opportunity we have to help explain our process and
how this bill could affect the consumers that use our
services.

| thank you.

CHAI RMAN CALTAGI RONE: Thank you.

Jay.

REPRESENTATI VE MOYER: Thank you, M.
Chai r man.

Thank you, M. Snowden, for being with us
this afternoon. A few questions.

You nmentioned you were involved with
homel and security, correct?

MR. SNOWDEN: For the Federal Communications
Comm ssion; correct.

REPRESENTATI VE MOYER: Okay.

Now, it is my understanding, although | have
not corroborated this, but it is my understanding
that those terrorists that flew those airplanes into

t he buildings on 9/11 -- the Wrld Trade Center, the
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Pent agon, and also here in Pennsylvania in Somerset
County -- used these phones. Is that correct?

MR. SNOWDEN: | believe they used wireless
phones, but |I'm not sure if they were prepaid or
post pai d.

REPRESENTATI VE MOYER: Okay. | could be
wrong, but | was told that they used these phones
because they knew of their anonymity.

The other question | have is, in ternms of
t he dollar amount of this industry, what market share
does -- and | understand and | heard the argument
about the credit chall enge, and obviously we do not
want to hurt our citizens who are using these phones
honestly. That is not Representative Pashinski and
my i ntent. Our intent is to go after the bad guys.

MR. SNOWDEN: Absol utely.

REPRESENTATI VE MOYER: What mar ket share
does this represent in the wireless industry?

MR. SNOWDEN: It is approximately 10 to
15 percent of the overall wireless market. W have
about 255, 260 mllion consumers right now, so it is
about 15 percent.

Let me actually go back to your question
about the terrorist issue of September 11. Those

terrorists also used their real names when they
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boarded those flights, and so they would have used
their real names when they actually, if this |aw were
in effect, to buy their cell phone use as well, no
matter if it was prepaid or postpaid. So |'' m not
sure if that would have changed anything, sir.

REPRESENTATI VE MOYER: Yeah. But nmy
understanding in talking to people in this industry,
getting back to my question, it is about $4 billion.
s that correct?

MR. SNOWDEN: G ve or take, yes.

REPRESENTATI VE MOYER: That's a | ot of
money, right?

MR. SNOWDEN: It is. It shows you the
demand, and it is out there for consumers, the

| aw- abi di ng consumers that are using these services.

REPRESENTATI VE MOYER: | guess one of the
concerns that | have as a legislator, and my job is
to |l ook out not just for my constituents. | tell

people that | represent over 60, 000 people in ny
district, but when | push that green or red button on
t he House floor along with my coll eagues here, | am
| ooki ng out for about 12.3 mllion people in the
State of Pennsylvani a.

So I want to do the right thing, and the

concern that | have been hearing, the concern that |
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have ever since the Representative and | have been
working on this, is that it seenms |ike there is nore
concern about the bottomline -- and |I'm not picking
on anybody here, but I"mgoing to lay it out -- that
there is nore concern about the bottomIline at retail
than there is the safety of our people.

| mean, there is a scourge called drugs in
this country. It is killing us. It is killing our
kids, particularly in the inner cities, and we have
got to get a handle on it. And |I just in my heart of
hearts kind of feel that there is nmore concern about
how is it going to inmpact our bottomIline than how is
it going to protect the children, and | particularly
care about the children in our State that drug
deal ers prey on, and they use these phones.

The other question | have is, and | do not
understand this and maybe you can tell me because you
represent the industry, why are these phones
manuf actured to be anonynous?

| mean, we have the technol ogy, so why --

and | am not an expert in this at all; I'"mjust a
| egi sl ator -- but why are these phones made to be not
traceable? W don't they have -- we have the

technol ogy out there to make sure that they have the

chips in there that would be traceable. Can you
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answer me, why is that?

MR. SNOWDEN: | guess | would respectfully
di sagree that these phones are not designed to be as
you descri bed. These phones are designed for what
consumers want. Consumers asked to not have phones
t hat do not require contracts. That is exactly what
we have--- Let me finish, sir. That is exactly what
we have provided for them

REPRESENTATI VE MOYER: Yeah, but do you
understand what |'m saying? | mean, |'m saying in
t he manufacture of that phone, that chip, or whatever
you call it---

MR. SNOWDEN: SI M card.

REPRESENTATI VE MOYER: ---makes that phone
not traceable, and that is the genesis of what we are
doi ng here. That is why this has been such a huge
problem not just in Pennsylvania but nationwi de or
wor | dwi de, that the bad guys know that they can't use
t he pay phones anynore because they could be traced
back, and the bad guys know the good guys can trace
their normal phones. The bad guys know they can use
t hese phones because they are not traceable.

So | guess ny question again is, why isn't
-- this whole conversation would not be necessary, |

guess, if your industry were to make these phones
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traceable. Can you tell me why? Because people want
anonymty? |Is that it?

MR. SNOWDEN: Well, | guess | challenge the
prem se of the question. W are not designing phones
to make them untraceabl e.

Law enforcement easily, as you have heard
both the Captain and the Detective earlier say, all
t hey have to do is contact us and they get the
information that they need when they have the
t el ephone nunmber. So they are in fact traceable
wi t hout a problem

REPRESENTATI VE MOYER: Yeah, and | don't
want to bel abor the point; I'mgoing to pass the m ke
on to ny coll eague, but that is the whole problem
They do call the industry, |aw enforcenment does, and
then the numbers come back not traceable, and that is
t he problem But thank you. | will pass the m ke
on.

MR. SNOWDEN: May | address the question,
sir?

When you say "not traceable,” do you nean
that it does not have an exact name and address for
someone?

REPRESENTATI VE MOYER: Correct.

MR. SNOWDEN: But it does have information
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t hat | aw enforcement can use, and they have been
using it, as was cited by the Captain that just

spoke, and 80 percent of the situations that they
have done wiretapping, those are done through prepaid
phones. So somehow they are tracing sonmething.

And | would also add that, you know, we do
have a serious issue with drugs in our country, we do
have a major issue with protecting against threats
agai nst our homel and, and when you | ook at this,
certainly wireless devices have been used in some of
t hose nefarious situations, as have conmputers, as
have banks, as have credit cards, but we are not
going to outlaw them

If you | ook at what the typical crimnal is
going to do, if they are smart enough -- and | agree,
some of them are |azy, but they are at |east smart
enough to know that they should use a wireless
prepaid device -- if they are seeking what you are
claimng they are, | think they are going to also say
t hat they are not going to go in there and register
their name or not going to give their exact name as
wel | .

REPRESENTATI VE MOYER: Of course not.

Thank you, sir.

MR. SNOWDEN: Thank you.
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CHAI RMAN CALTAGI RONE: Go ahead, Ed.

REPRESENTATI VE PASHI NSKI : Thank you,
M. Chairman.

Thank you, M. Snowden. | enjoyed the
conversation earlier today.

MR. SNOWDEN: "' m not sure if | should say
Representative Day or not, from your stage nane.

REPRESENTATI VE PASHI NSKI : It is your
choice, sir.

I n our quest to try to, you know, help | aw
enforcement, let me just try to understand the part
t hat you nmentioned about the |ow-income folks.

How woul d this work? Now, if I'ma
| ow-i ncome folk and | do not want a contract, that is
fine, or my grandfather, they do not want to have a
contract, or | want to get these for my children,
what ever, what does it have to do with the income
part, the |low-income part?

MR. SNOWDEN: The users, the predom nant
users of prepaid devices tend to be |ow-income
consumers because--- Let me go back for a second.

REPRESENTATI VE PASHI NSKI : But how woul d
2371 affect that |ow-income person from purchasing
t hat noncontract phone?

MR. SNOWDEN: It does not necessarily affect
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them from-- they can still purchase it, but what you
are doing, you are setting up a situation where if
you have good credit and you have good income, you
are going to go a different route. You don't have to
go through the background checks, more or |ess, that
you are setting up through this situation right here.

REPRESENTATI VE PASHI NSKI : But this isn't a
background check. This is just a sal es---

MR. SNOWDEN: | meant that not as a term of
art but in terms of, what you are doing, | think as
you had suggested on an earlier question, is that
per haps we should put these behind the counter I|ike
we do a pseudoephedri ne.

That is setting up a different paradigm for
consumers who are already in a situation in our
society that they are treated differently than
everyone else, and | do not think that is a good way
to treat those consunmers who are already hitting hard
times.

I n addition, when you | ook at who uses these
services, they are traditionally I owincome consumers
because they don't have contracts and they don't have
good credit.

REPRESENTATI VE PASHI NSKI : And again, |

think that is good, you know, for whatever reason,
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but I"'mtrying to see how 2371 plays in this.

So if I"'ma low-income individual, right now
| go to a particular retail store, and how much wi |
it cost me for the phone?

MR. SNOWDEN: It would be $25.

REPRESENTATI VE PASHI NSKI : $25. | pay $25,
| get my phone, and |I'm done.

MR. SNOWDEN: Ri ght.

REPRESENTATI VE PASHI NSKI : Okay. Now, 2371
i's enacted. Now | go there. | don't have a credit
card; | don't have a checking account; | don't have a
debit card, so now |I'm going to purchase it wth
cash.

MR. SNOWDEN: Ri ght.

REPRESENTATI VE PASHI NSKI : Now, under 2371,

t hey would say, could | see your identification,

right?

MR. SNOWDEN: Correct.

REPRESENTATI VE PASHI NSKI : Show your
identification, fill out the form take your phone,

and you are gone.
MR. SNOWDEN: | would offer that they are
more susceptible now to identity theft as well.
REPRESENTATI VE PASHI NSKI : They have

not hi ng.
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MR. SNOWDEN: Well, they have sonmet hing
since they actually had to show some kind of ID.

REPRESENTATI VE PASHI NSKI : So what you are
saying then is the retailer has to protect that
i nformation. s that correct?

MR. SNOWDEN: Well, that information, the
chain of custody on the information has to be
protected throughout the l|ine.

| mean, one of the requirements that the
wi rel ess industry or all telephone or telephony
provi ders have is something called Customer
Proprietary Network Information, or CPNI, that by
Federal |aw we have to make sure we protect so that
people's identities aren't stolen, so that cal
records are not inadvertently or m stakenly given to
someone that does not need that information or should
not have that information.

So there is Federal |law on the books now to
make sure we protect that, and by adding another
el ement fromthe retailer, and this could be a person
at a Wawa or a 7-Eleven all the way through to
eventually getting to the State Police database,
there are some chances for some hanky-panky going on
t here, for sure.

REPRESENTATI VE PASHI NSKI: Are they selling
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cigarettes in a Wawa?

MR. SNOWDEN: Are they selling--- Excuse
me ?

REPRESENTATI VE PASHI NSKI : Are they selling
cigarettes in a Wawa?

MR. SNOWDEN: | haven't been in a Wawa in a
little while and I don't snoke, but | believe they
probably do.

REPRESENTATI VE PASHI NSKI : So again, there
are certain things that we have to do in order to
deal with the problem

MR. SNOWDEN: But with cigarettes, sir, |
don't believe they make you fill out a form | think
you just have to show that you are over 187

REPRESENTATI VE PASHI NSKI : Yeah. Well, you
got to prove it, right? You got to show sonethi ng.

MR. SNOWDEN: But no one is retaining your
personal identification information, and | think
that's a big difference between buying a pack of
smokes and actually having to show two forms of ID
that is going to now be put into a database, where
consumers, for legitimate or not legitimte reasons,
are concerned about that.

And again, as | said in the beginning of ny

openi ng statement, we understand conpl etely what you
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all are trying to do. We understand what | aw
enforcement is trying to do, and we have set up
mechani snms to assist in that effort.

We al so hear what consumers want as well,
and | think the Detective mentioned that he wanted
some sense of accountability. W have to have
accountability in |law enforcement, we have to have
accountability to policymkers, and we have to have
accountability to consumers as well as we go through
this process.

REPRESENTATI VE PASHI NSKI : | agree with you
totally. You know, | think all of us should be
responsi bl e and account abl e.

Maybe then my question to you would be, how
woul d you solve it?

MR. SNOWDEN: The one challenge | think we
have in terms of trying to solve this is doing
anything on a State-by-State approach, for the
various reasons that we had described before.

| Iive in Washi ngton, DC, so | border
Maryl and and Virginia. And much |ike here, | do not
know all the different surrounding cities in
Pennsyl vania, but | can easily go to Trenton, | know,
and | can easily go to Youngstown and | can easily go

to New York City.
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| think, as Representative Moyer said,
something is better than nothing, and |I hear you | oud
and clear on that, sir. However, the something is
actually putting a bigger burden on the consunmer, not
on the crimnal, and that is the concern we have.

So if anything needs to be done -- it can't
be done, in nmy opinion, on a State-by-State approach,
because say you are the first State that tries to do
this and you are successful in doing it. The
assumption is that all other States are going to do
it exactly the way you are doing it, and if that is
the case, then we have a system that we can admt
across the board. But if not, which I highly doubt,
based on ny work in State governments, States |like to
put their own thumbprint on pieces of |egislation.

So now we have Pennsylvania and the
Commonweal th doing it one way, New Jersey doing
anot her, New York doing another, and Ohi o doi ng
anot her . Now we have a problem because now we are
having to redo all these systenms, and it sounds
sinple, but it is not, to conply with the various
| aws.

So | would encourage, one, | think you m ght
want to just study the issue a little bit more, and

two, look at this issue from a broader perspective,
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t hat as proposed now, the crimnals are not going to
sign up and give their right name. The only people

who are going to give their name are the | aw-abi ding

citizens.

REPRESENTATI VE PASHI NSKI : | agree with
al most everything until that |ast statement.

MR. SNOWDEN: Al most everything? | thought
| had you.

REPRESENTATI VE PASHI NSKI : First of all, if

we could get a Federal |aw, that would be great.

That would be really wonderful. However, |l et us be

honest here. If we wanted to get a Federal l|law |ike
this, it has got to start somewhere, and the States

have been taking the | ead because the Federal

government has not been doing much of that |ately.

The | aw-abiding citizen, | don't think, is
going to be affected by this at all, because if |
want to buy nmy kids a phone, |I'm going to use ny
credit card. | don't have to deal with any of the

ot her stuff.
MR. SNOWDEN: |f you have credit.
REPRESENTATI VE PASHI NSKI : If I have credit.
MR. SNOWDEN: Not all consumers have

credit.

REPRESENTATI VE PASHI NSKI : That is correct.
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| personally think that there could be
saf eguards here, and nmy challenge to you and the rest
of the people in the industry is, | think we pretty
much identified that the nefarious fol ks out there
are using this product.

Now, how can we work together in order to
help |l aw enforcement elimnate this activity?

How can we do this in an efficient manner
that is not going to cause excess burden to the
retailers or to the tel ephone conpani es?

What can we do to try to | ower the costs of
| aw enforcement when they have to deal with this,
especially when the statistics are alarm ng?

And ny statistics are 90 to 95 percent of
all of these crimes are taking place with this phone
because of the fact that they need to comunicate
bet ween the distributor, the buyer, the seller,
et cetera.

We have a major problem here, and
personally want to, first of all, say thank you very
much to the Chairman and to this commttee for
allowing this to be vetted and aired.

| want to thank all of you that are here
t oday who have honestly and forthrightly brought

forth your positions. But | don't want us to | eave
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here today thinking we can't do anything about it,
because if we | eave here under those circunstances,
we have not done our job. | have not done my job as
a legislator to try to help the folks in Pennsylvania
or |l aw enforcement; | have not done my job at all,
and it is incunmbent upon us to do this.

What Representative Moyer said about the
bottomline is something that we have tal ked about
and we are tal king nmore about. The bottom i ne, of
course, is important, but sonmetimes we have to invest
alittle bit, lose a little bit of that bottom i ne
to correct the problem In the long run, it will
save all of us a heck of a |ot.

So that is my few seconds on the soapbox. I
want to thank everybody for being here today, and |
refer back to the Chairman.

CHAI RMAN CALTAGI RONE: Thank you, Eddi e.

| do want, for the record, to also submtt
testinony from Andy Hoover, the Conmunity
Organi zer/ Legi sl ative Assistant for the American
Civil Liberties Union of Pennsylvania, and al so
Ni cole A. Lindenyer, Esqg., Policy and Speci al
Projects Manager for the Pennsylvania Coalition
Agai nst Domestic Viol ence. So | would |ike to have

that submtted officially for the record.
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Dear sir, thank you for your testinmony.

MR. SNOWDEN: Thank you.

CHAI RMAN CALTAGI RONE: We appreciate it.

| want to thank everybody that participated
here today. | thought it was a very, very good
heari ng. We gathered a | ot of good information.

And as you had said, | think if we can try
to come to some understanding or agreement, you know,
| would be more than willing to listen to both sides
to see if we can work something out to help | aw
enforcement, because | think the ultimte goal is, we
are trying to control these drug dealers and drive
t hem out of our cities and our State. And, you know,
| understand where you all are comng from and
hopefully we can come up with a solution to this
probl em

Jay.

REPRESENTATI VE MOYER: Yes.

Well, 1, too, M. Chairman, want to thank
you for allowi ng Representative Pashinski and | to
have this hearing this morning. It is something that
has been near and dear to our hearts. W have been
wor king on this since February, after we were
el ect ed.

We are very proud of the fact that we are
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two freshmen, one Republican and one Democr at,
wor ki ng on a piece of legislation that we think is
good for all Pennsylvani ans.

| am rem nded of sonething | read when | was
in Syracuse, New York, at Syracuse University. I
think it was John MIton who wrote, what we want to
do is do the greatest good for the greatest number of
peopl e, and that has been the guiding principle that
| try to do every time | vote for |egislation,
responsi bl e | egislation. And | think, M. Chairmn,
if we could consider this legislation, that it would
be doing the greatest good for the greatest nunber of
peopl e.

We obviously do not want to hurt those
| aw- abi ding citizens that we have, those who have
credit challenges. W just want to make sure that
t hose bad guys do not sell drugs to our kids in our
cities, in our boroughs, our towns, our comunities,
and to give terrorists another tool.

So thank you, M. Chairmn.

CHAI RMAN CALTAGI RONE: Certainly.

This meeting is now adjourned. Thank you

all.

(The hearing concluded at 12:37 p.m)
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SUBM TTED WRI TTEN TESTI MONY

* * *

ANDY HOOVER, Community Organi zer/Legi sl ative
Assi stant, American Civil Liberties Union of
Pennsyl vania, submtted the following witten
testi nony:

Dear Chairman Cal tagirone,

Thank you for the opportunity to submt
written testimny for the House Judiciary Comm ttee's
hearing on House Bills 1371 and 2371, relating to the
gat hering of personal information of purchasers of
prepaid cell phones. | f enacted as law, this
proposal would continue the downward trend to a total
information society, where an increasing amunt of
information about the personal |ives of Pennsylvania
residents is held by both private and public
entities. The measure outlined in these bills
further debases the Fourth Amendment principle that
t he people have a right to be secure in their persons
and property and turns the presunption of innocence
on its head for those who purchase prepaid cel
phones. For these reasons, the Anmerican Civil
Li berties Union of Pennsylvania opposes House Bills
1371 and 2371.

In a free society, |aw enforcenment nust
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respect the boundaries of civil rights and
constitutional protections. W know from our
country's history that this can be done while

si mul taneously pursuing and prosecuting those who
break the | aw.

Unfortunately, under HBs 1371 and 2371,

t hose who purchase prepaid cell phones are presumed
guilty, and their personal information will be held
in yet another governnment database, in this case at
t he Pennsylvania State Police. The purchase of a
prepaid cell phone becomes an indication that a
person may commt a crime at an undeterm ned, future
time.

In fact, most people who use prepaid cell
phones are | aw-abiding citizens who purchase these
types of phones for various innocent reasons. For
| ow-i ncome residents, budget considerations |ead them
to purchase these phones. Domestic violence victins
use prepaid wireless service for the anonymty it
provides. Parents purchase prepaid cell phones for
teenagers in order to limt their children's phone
usage. Persons with poor credit can buy these phones
wi t hout a credit check.

There is no right to buy a phone, but

Ameri cans hold dear their right to privacy. The
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right to privacy is "the nost conprehensive of rights
and the right most valued...." O mnmstead v. U S., 277
U.S. 438, 478 (1928) (Brandeis, J., dissenting).
While the right to privacy in one's address is not as
strong as the right to privacy in one's medical
information, financial information or sexual
orientation, for exanple, (Fraternal Order of Police
v. City of Philadel phia, 812 F.2d 105, (3d. Cir.
1987)), the courts have clearly recognized the right
to privacy in one's address (Paul P. v. Verniero, 170
F.3d 396, 404 (3d. Cir. 1999)). In order for the
government to do away with privacy rights for a
certain class of people -- here disposable cell phone
purchasers -- it nust have a justification that

out wei ghs the privacy interest.

Cell phone purchasers who are, for exanple,
victims of domestic violence, LGBT teens or people
l'iving together out of wedlock, have an increased
interest in keeping their addresses private. To
wi t hstand constitutional scrutiny, the government
must articulate the purpose of this |egislation and
how it will protect people, and it nmust outweigh the
privacy interests. See, e.g., Sterling v. Borough of
M nersville, 232 F.3d 190, 195 (3d. Cir. 2000).

The legislation's Iimt on the use of the
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registration information to | aw enforcenment fails to
elimnate the fact that sellers maintain the
information and could m suse it. The |egislation
sets forth no consequences for the seller inproperly
revealing the information. In fact, it explicitly
protects them fromthis.

Security and wirel ess experts are skeptical
about this type of |egislation. Bruce Schnei er,
f ounder of Counterpane Internet Security and a former
cryptographer for the US. mlitary, told The
Arkansas Denocrat Gazette in 2006, "It's |like these
peopl e have never heard of pay phones. | f al - Qai da
has this great plan to use a cell phone to cal
something in and somehow the cell phones are banned,
the terrorists are not going to go home and get real
jobs. They'll go to a pay phone. They can do
sonmet hi ng el se. lt's nutty."

Roger Entner, vice president of the
communi cations sector for Nielsen | AG wrote on his
bl og | ast year, "The sponsors of these bills have
claimed that the arrests of people associated with
purchasi ng dozens of phones in connection with
terrorismwould justify these bills. The problemis
t hat none of the people that purchased these phones

have anything to do with terrorism as | aw enforcement
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had to admt after the first sensationalized reports.
This type of fall out from m sinformation and
hysteria is, to word it politely, very unfortunate."”

Persons who break the | aw use numerous tools
for commtting crime. Kni ves, box cutters,
computers, rope, and duct tape are all used in
carrying out crimnal activity. One can only
conclude that the path we would head down with
proposals Iike HBs 1371 and 2371 only ends when even
purchasi ng duct tape requires our personal
information to be sent to the state police.

To conclude this testimony, 1'd like to
share a personal story. Last sunmmer the ACLU and
more than a dozen other organizations organized a
Day of Action to Restore Law and Justice in
Washi ngton, D.C. The day included a rally outside
the capitol and | obby visits with our Congressional
del egation, and the ACLU of Pennsylvani a organi zed
three buses of supporters to attend. In order to
have instant and affordable communication, three
staffers from ACLU-PA, including nyself, purchased
prepaid cell phones. I f HB 1371 or 2371 had been | aw
at the time, the personal information of my two
col | eagues and me would now be sitting in a database

at the Pennsylvania State Police, and the reason it
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woul d be there is because prepaid cell phones were a
conveni ent tool as we exercised our First Amendment
rights to free speech and to petition the
gover nment .

Thank you again for the opportunity to
submt this testinmony. Pl ease oppose House Bills

1371 and 2371.

NI COLE A. LI NDEMYER, ESQ., Policy and
Speci al Projects Manager, Pennsylvania Coalition
Agai nst Domestic Violence, submtted the follow ng
written testimny:

Dear Chairman Cal tagirone:

On behalf of the Pennsylvania Coalition
Agai nst Donmestic Violence (PCADV), our 61 donmestic
vi ol ence progranms throughout the Commonweal th, and
t he thousands of donestic violence victinms we serve
each year, we thank you for the opportunity to submt
written testimony for the House Judiciary Comm ttee's
hearing on House Bills 1371 and 2371. These bills
woul d require purchasers of prepaid cell phones to
show governnment -i ssued photo identification and ot her
forms of IDto sellers of the phones, and would
require sellers to maintain a registry of this

personally identifying information, and to remt it
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to the State Police on a quarterly basis.

Whil e we applaud the bills' intent to assi st
| aw enforcenment officers in the prosecution of
perpetrators who may use prepaid cell phones in the
course of their crimnal acts, we have great concern
about the unintended consequences of these bills on
crime victims, specifically victim of domestic
vi ol ence. For domestic violence victim, we believe
the value of maintaining the degree of anonymty
of fered by prepaid cell phones, as used to prevent
abusers from tracking and further harm ng victins,
out wei ghs the potential benefits of this
| egi sl ati on.

Our concerns are primarily three: 1) for
many domestic violence victims, prepaid cell phones
are one of the safest ways to use a phone after
fl eeing abusers; 2) collecting identifying
information and storing it in a database poses a
danger to victinms because of the risk of disclosure
to those trying to track and harm them 3) requiring
governnment -i ssued and ot her identification wil
i nevitably exclude many victims who were forced to
fl ee abuse wi thout an opportunity to take such
i mportant docunents -- or even a purse -- with them

before they fled.
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Prepaid Cell Phones Offer Safety to Victinms Whose

Abusers Try to Hunt Them Down

Whil e prepaid cell phones may present
difficulties to |l aw enforcement, they are also an
i mportant asset to donmestic violence victims fleeing
abusers who go to great lengths to track them down
and harm t hem | ndeed, the issue of pretexting, data
m ni ng, and other m suses of technol ogy and
el ectronic records is a major concern to advocates
for domestic violence victims.

Prepaid cell phones are the focus of this
heari ng. However, this issue is part of a | arger
problem that victinms of abuse face -- the preval ence
of information regarding their activities and
| ocati on and the ease with which that information can
be purchased by their perpetrators. Victins are
i ncreasingly being tracked and killed through the
abuse of data and technol ogy, pretexting, and
information brokers. Prepaid cell phones offer a
safer alternative for victims nmost at risk. This
| egi sl ation would elimnate that option, and for that
reason we nmust oppose it.

There is a staggering anount of data
generated and mai ntai ned about individuals in our

society every day -- far beyond cell phone records.
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Personally identifying information |ike dates of
birth, Social Security numbers, frequently visited
websites, and even grocery shopping preferences, are
now being tracked as never before. W now know t hat
every database, wi thout exception, is breachabl e.
Data breaches resulting in disclosure of sensitive
personal information are only increasing as nore and
more systens and sectors maintain electronic
dat abases of such revealing information. In its
running toll of reported security breaches revealing
sensitive personal information, the Privacy Rights
Cl eari nghouse reports a total of 230,575,326 breaches
since January 2005.

Li kewi se, information broking is a grow ng
i ndustry. A quick search of the Internet reveals
hundreds of businesses that, for a relatively nom nal
cost, will provide information including the address
of record associated with a post office box; AOL
screen names and e-mail addresses; unlisted phone
numbers; Social Security numbers; and even photos and
fl oor plans of people's hones.

Pretexters (those who claimto be someone
el se for the purpose of accessing private
information) and information brokers are not just

stealing sonmeone's data, they may be endangeri ng
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someone's life. Fifty-nine percent of female
stalking victims are stal ked by current or former
intimte partners, and 76% of wonen killed by their
abusers had been stal ked prior to their murder.

Stal kers are often in a prime position to obtain cell
phone and ot her personal records through pretexting
or through informati on brokers who have used this
tactic and then sold the stolen data. Since abusers
often know private information about their victins
(such as date of birth, nother's mai den name, or
commonly chosen conputer passwords), they can easily
pose as their victinms and illegally access their
credit, utility, bank, phone, and other accounts as a
means of getting information after their victins have
fled.

Phone records are a particularly rich source
of information for the determ ned stal ker. Through
pretexting, a stal ker can access records that include
whom was cal | ed, when the call was made, how | ong the
call lasted, and the location of the calls. By
illegally obtaining this information, a stal ker can
| ocate his victimw thout the victimeven know ng
that she is being tracked until it is too |ate.

The theft of private information can be

devastating for the average individual who may have
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her identi
victim of
t hat theft
financial l

fat al .

ty stolen and her credit destroyed. For a
donmestic violence or stal king, however,
of private information is not just

y or personally devastating -- it can be

In January 2003, Peggy Klinke was brutally
killed by a former boyfriend, Patrick
Kennedy, after he hunted her down with the
hel p of a private investigator. Peggy had
wor ked closely with the Al buquerque police
departnment, obtained a restraining order,
and after Patrick burned down her home in
New Mexi co, she fled to California to try
to remain safe until the pending crim nal
court hearing. Patrick hired a private

i nvestigator, |located her, flewto

San Jose, rented a car, drove to her

nei ghbor hood, posed as a private
investigator to find her exact apartnment

| ocation, and chased her around the
apartment conmpl ex before shooting her and
eventual ly shooting hinself.

In 1999 Any Boyer, a young woman in

New Hampshire, was tracked down and

mur dered by a former classmate who had been
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stal king her for years. The perpetrator,
Li am Youens, paid Docusearch, an

i nformati on broker that collects personal
information via an array of electronic

dat abases, to obtain Amy's work address.
Docusearch contracted with a pretexter to
illegally obtain her work address by
pretending to need it for insurance

pur poses.

Il n anot her case, a woman in rural Virginia
was stal ked by her ex-husband. She
couldn't figure out how he kept show ng up
wher ever she was. She had changed her
emai |l address, nmoved, and found a new job.
Eventual |y, a savvy advocate asked her
about other "records" such as where she got
her car fixed, rented videos, etc. Several
busi nesses she used, including the video
store and the |ocal auto repair shop, used
her 7-digit cell phone nunmber as her
customer identifier. Her ex-husband asked
someone he knew to | ook up her name in one
system which made tracking her novenents
si npl e. He di scovered that she had rented

a video on Monday and that it was due back
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on Wednesday. He was lying in wait when
she canme to return the video.

In yet another, a woman in Hawaii was
getting ready to flee to a shelter and was
nervous about her abuser recogni zing her
car in front of the shelter building. She
parked her own car el sewhere and rented a
car to use. Since there are only a few
rental places on the island, it was not

| ong before the abuser found the car rental
office she used, told the staff his "wife
was di abetic and forgot her insulin” but

t hought she m ght have rented a car while
hers was getting fixed. She had used her
sister's identity and paid cash, but had
given her own phone nunmber because her
sister did not have a phone and the rental
agency had insisted on entering a nunber
into the system After a reverse | ookup
usi ng the phone number, staff provided him
with the make, nodel, and license plate
number of the rented car. The victim was
found by the abuser | ater that day and
badly beaten in a parking | ot behind the

store.
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Domestic violence, sexual assault, and
stal king are the nost personal of crimes, and the
more personal information the perpetrator has about
his victim the nmore dangerous and damagi ng the
perpetrator can be. Sadly, domestic violence is
quite preval ent, and women continue to be the vast
majority of victims. The National Institute of
Justice reported that 4.9 mllion intimte partner
rapes and physical assaults are perpetrated agai nst
U.S. wonen annually. Here in Pennsyl vania, according
to a national survey, on a single day, domestic
vi ol ence programs served 2,535 victims, including
emergency shelter, |egal advocacy, individual
counseling, and children's services.

Leaving the relationship does not stop the
vi ol ence. In fact, the nost dangerous time for a
victimof domestic violence is when she takes steps
to |l eave the relationship. Many victims are stal ked
relentlessly for years after having escaped from
their partners. These batterers who stalk their
former partners, determ ned to hunt them down, are
t he most dangerous and pose the highest lethality
risk.

In recent years, there have been concerted

efforts at both state and federal |levels to create
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privacy and confidentiality protections that help

shield victims of domestic violence from being found

by their

perpetrators and from having to reveal

private information about their victim zations.

At | east 17 states, including

Pennsyl vani a, now of fer Address
Confidentiality Programs, which provide a
secure system for receiving mail without
revealing a victim s address;

Twenty-two states provide that voter

regi stration data, including address and
ot her identifying data, can be kept
confidential by victim of domestic

vi ol ence;

The great majority of states (39) provide
for confidentiality of domestic violence or
sexual assault program records and

communi cation, including the time,

| ocati on, and manner by which a victim may
have consulted a program for help in
escapi ng the abuse;

Some states, including Pennsylvania, have
provi sions that allow an individual to
change her name without publishing that

name change in the newspaper, as a way
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of protecting the identity and | ocation
of victims of stal king and domestic
vi ol ence.

* The Social Security Adm nistration
all ows domestic violence victinms to change
their Social Security nunmbers to help them
seek protection.

Despite all of these extraordinary,
difficult, and sometimes costly steps that donestic
violence victims take to shield their location and
identity, and that domestic violence progranms take
on behalf of victims, there remain instances in which
victims' safest option is to avoid |eaving any trace,
any record through which an abuser can track them
Det erm ned abusers continue to track their victins
t hrough phone records and other means, often
obtaining their information by pretexting. In these
situations, use of prepaid cell phones is a critical
means of allowing victims to have tel ephones wi thout
the fear of |eaving records that may be used by
abusers to track them

Not ably, it is not just the victinms of
donmestic violence who are at risk if her personal
information and | ocation is reveal ed, but also the

i ndi vidual s and programs that help them Shel ter
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programs and their enmployees and volunteers are also
vul nerable to being | ocated through pretexting.
Shelters try to protect their location in the same
way that individual victinms do, by using post office
boxes and unlisted phone nunmbers and addresses for
both the shelter and for staff and vol unteers.
However, many shelters' emergency response teams use
cell phones and pagers for on-call staff, which puts
t hose individual staff and volunteers at risk from
abusers who are trying to gain access to the shelter
to find their partners. Whether the phone records
obtai ned are those of the donestic violence or sexual
assault program or are those of an individual who
contacted the program the harm can be devastati ng.
In sum victinm of domestic violence,
acquai ntance rape, and stalking are particularly
vul nerabl e because perpetrators know so much about
their victims that they can often predict where their
victims may flee, and to whom they may turn for help.
For many victims, prepaid cell phones are one of the
saf est ways to use a phone after fleeing abusers.
The relative anonymty afforded by prepaid cel
phones allows victinms to have a personal telephone
but wi thout a record of their |l ocation that can be

used by abusers to find them and renew their abuse.
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This legislation will have a chilling effect on
victims: if required to show identification, know ng
that information may then be used to track them,
victims will be deterred from even using prepaid cel

phones, thereby losing a critical safety tool.

Governnment -1 ssued ldentification Requirement

In addition to the safety issues involved,
requiring government-issued identification will also
prevent donmestic violence victims from using prepaid
cell phones to keep their abusers from tracking them
down. When fl eeing abuse -- indeed, many victins
come to shelters after an acutely violent assault --
it is extremely rare for victims to have the
opportunity to pack bel ongi ngs. Addi tionally, the
process of obtaining the replacement docunents
necessary to get a governnment-issued ID is tedious
and extrenmely | engthy. I n Pennsylvania, in order to
get a driver's license or state-issued ID, one nust
have a Social Security card, plus a raised-seal
official birth certificate or passport, plus
mort gage/ | ease/tax records, plus utility bills. For
the same reason that victims may not be able to take
their driver's licenses with them they may also | ack

t he documents necessary to replace that
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governnment -i ssued 1 D. It takes mont hs, expensive
records fees, and a permanent address at which
victims can receive mail.

The situation of a battered woman who stayed
in a shelter in central Pennsylvania exenplifies the
difficulties victims face in re-establishing their
identities and rebuilding their lives. This woman
fled to Pennsylvania from another state -- in fact
had moved around several states because everywhere
she went, her abuser tracked her down and tried to
kill her. Even after relocating, she was still
forced to change both her name and her Soci al
Security number to keep himfrom finding her again.
Her ex-husband went to el aborate |lengths to find her
agai n and again through constant surveill ance,
monitoring records and accounts, and stal king and
t hreateni ng anyone he thought she woul d have cont act
with -- their adult children, the victims elderly
mot her, other famly and friends. The nost recent
attack came after he tracked her down by her flight
information through an airline. After running for
her Iife multiple times, when she cane to
Pennsyl vani a, she had absolutely nothing with her.
Because she had changed her name and Soci al Security

nunber, it took her nmore than four nmonths to get just
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her birth certificate; getting her Social Security
card took many nmont hs | onger.

Cases like this denonstrate how difficult it
is for victinms fleeing abuse to obtain replacement
documents necessary to obtain government-issued |ID.
Battered wonen's advocates can share story after
story of victins fleeing in acute crisis with nothing
but the clothes they were wearing -- the victim who
junped froma noving car and ran for her life to
escape, or who broke out the bathroom wi ndow and fl ed
as her batterer was kicking through the door, or who
had not hi ng and nowhere to go after being discharged
fromthe hospital after an assault. These victinms
woul d have no means of providing the
governnment-i ssued I D and second form of proof of
identity that these bills would require.

Consequently, they would be prevented from
purchasing prepaid cell phones, which may be their
only avail able form of comunication that wll
prevent their abusers from tracking and finding

t hem

Law Enforcement Efforts Against Crimes |nvol ving

Prepaid Cell Phones

Agai n, we want to stress that we appreciate
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t he quandary | aw enforcement personnel face in
situations in which perpetrators use prepaid cell
phones to further their crim nal conduct. | ndeed,
abusers may al so use prepaid cell phones to
perpetrate crimes against their victims, including
stal ki ng, harassment, and violating protection
orders. However, give the risks to victinms by
abusers who hunt them down through phone records and
ot her data sources, prepaid cell phones are a
critical safety tool used strategically by victins to
protect themselves and their children from being
found. For domestic violence victim, we believe the
val ue of maintaining the degree of anonymty offered
by prepaid cell phones, as used to prevent abusers
fromtracking and further harm ng victims, outweighs
t he potential benefits this |egislation may provide.
| nportantly, we know that prosecuting those
who use prepaid cell phones to facilitate crimes is
difficult -- difficult, yet possible. A case in
Centre County denmonstrates the possibility of
successfully proving the identity of a perpetrator
who had used a prepaid cell phone to facilitate
crimnal conduct. In this case, the perpetrator had,
anong ot her acts, repeatedly harassed his victimfor

mont hs, calling her up to 80 times per day and




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

154

hangi ng up. Because he used a prepaid cell phone,

| aw enforcement had difficulty establishing that it
was in fact himmaking the calls. Through a subpoena
to the manufacturer of the prepaid cell phone, the
detective was able to obtain records of the date,
time, and | ocation of purchase of the phone, and of
when the perpetrator brought additional use time to
"refill"™ the phone. Usi ng those dates and times, the
detective secured video surveillance of the retail
store that sold the phone. The surveillance video
showed t he perpetrator purchasing the phone, and that
evi dence was sufficient to secure his conviction.

This strategy of using video surveillance to
establish the identity of the purchaser of prepaid
phones used in the comm ssion of crimes is a routine
part of the specialized training provided to |aw
enforcement officers through domestic viol ence
programs such as PCADV. The use of video
surveill ance and other effective | aw enforcement
techni ques is becom ng increasingly standardi zed.

I n conclusion, PCADV urges the Commttee to
seriously consider the unintended consequence to
domestic violence victims that this |egislation wil
bring. House Bills 1371 and 2371 will take away a

critical safety option for victinms fleeing abuse.
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Batterers who stalk their former partners, determ ned

to hunt them down, are the nost dangerous and pose

t he highest lethality risk. Their victins are

terrorized, forced to go to el aborate I engths to stay

safe, to constantly | ook over their shoul ders, and to

be acutely aware of every record and transaction that

may be used to track them down. For those victins,

there are very few options. Prepaid cell phones are

one of the few. W urge you to consider their plight

and not support this |egislation.

We t hank you for your consideration of our

i nput, and we wel come any questions or

further informati on.

requests for
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| hereby certify that the proceedi ngs and
evi dence are contained fully and accurately in the
notes taken by me on the within proceedi ngs and that

this is a correct transcript of the sane.

Debra B. M Iler, Reporter




